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Section 1: Letter of Invitation 
 

 SBP BANKING SERVICES CORPORATION 
 

 

(SBP BSC) 
 

Letter of Invitation 
 
RFP No. GSD (Proc. II)/IT Penetration Testing/69995/2022 
 
SBP BSC on behalf of the State Bank of Pakistan invites sealed proposals from firms, which are 
registered with the relevant tax authorities and appear on the Active Taxpayers List of FBR for 
the procurement titled “Procurement of Services of a Consultancy Firm for IT Penetration 
Testing Services.” Bidding will be conducted pursuant to Regulation- 3(C) “Least Cost 
Selection” method of Procurement of Consultancy Services Regulations, 2010. 
 
Request for Proposals (RFP) documents containing detailed descriptions of assignment and 
other terms & conditions may be obtained free of cost upon submission of an email request at 
gsd.proc2@sbp.org.pk  along with a copy of the NTN Registration Certificate or can be directly 
downloaded from SBP website at www.sbp.org.pk. In case of any discrepancy/conflict, 
provisions of RFP Documents including any addenda posted on the procuring agency’s website, 
shall prevail. 
A pre-proposal meeting will be held on December 07, 2022 at 11:00 AM via Zoom. Meeting 
Application. Meeting ID & Password is given in the RFP Documents. The prospective firms 
maycan also obtain the Meeting ID & Passcode through an email request at 
gsd.proc2@sbp.org.pk.  
 
The Proposals prepared in accordance with the instructions provided in the RFP Documents 
must be delivered in a hard copy submitted (in person, or by post) on or before December 19, 
2022 at 11:00 AM which shall be opened on the same day at 11:30 AM at Learning Resource 
Centre, State Bank of Pakistan, I.I. Chundrigar Road, Karachi, Pakistan in the presence of 
representatives of firms who may choose to be present. This Letter of Invitation is also 
available on websites: www.sbp.org.pk & www.ppra.org.pk 
 

Joint Director 
Procurement Division-II 

General Services Department 
4th Floor, BSC House, State Bank of Pakistan 

I.I Chundrigar Road, Karachi 
Tel: (021) 3311-5420/5477 

Email: gsd.proc2@sbp.org.pk 
 

   

mailto:gsd.proc2@sbp.org.pk
http://www.sbp.org.pk/
http://www.ppra.org.pk/
mailto:gsd.proc2@sbp.org.pk
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Section 2: Instructions to ConsultantConsultant(ITC) 
[Note: Instructions to Bidder cannot be modified] 

 
1. Definitions (a)  ““Consultant” means a legally-established professional 

consulting firm or an entity that may provide or provides the 
Services to the Client under the Contract  

(b) “Client” means State Bank of Pakistan (SBP) that signs the 
Contract for the Services with the Most Advantageous 
Consultant. 

(c)  “Contract” means a legally binding written agreement signed 
between the Client and the Consultant and includes all the 
attached documents listed under Clause 1 of Form of Contract 
which includes General Conditions of Contract (GCC), Special 
Conditions of Contract (SCC), and Appendices. 

(d) “Data Sheet” means such part of the Instructions to 
Consultant used to reflect specific conditions. 

(e) “Day” means a  calendar day. 

(f) “Experts” means, collectively, Key Experts, Non-Key Experts, 
or any other person of the Consultant.   

(g) “GoP” means the Government of Pakistan. 

(h) “Instructions to Consultant (ITC)” means the document 
which provides shortlisted Consultants with all the 
information that is needed to prepare their Proposals. 

(i) “Key Expert(s)” means an individual professional whose 
skills, qualifications, knowledge and experience are critical to 
the performance of the Services under the Contract and whose 
CV is taken into account in the technical evaluation of the 
Consultant’s proposal. 

(j) “LCS” means Least Cost Selection Method as defined in 
Regulation 3(C) of the Procurement of Consultancy Services 
Regulations (PCSR), 2010. 

(k) “RFP” means the Request for Proposal to be prepared by the 
Client for the selection of Consultant. 

(l) “Services” means the work to be performed by the Consultant 
pursuant to the Contract. 

(m) Statutory Auditors” means auditors appointed under section 
43 (2) of SBP Act by the Client for inspection and checking of 
the financial reports, accounts, and related documents and 
spotting of errors found therein.  

(n) “Terms of Reference” (TOR) means the document included 
in the RFP as Section 5 which explains the objectives, scope 
of work, activities, tasks to be performed, respective 
responsibilities of the Client and the Consultant, and expected 
results and deliverables of the assignment. 
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2. Introduction 2.1. The procurement title, reference number and method are 
specified in the Data Sheet (DS). 

2.2. The Consultants are invited to submit a Technical Proposal 
along with Financial Proposal for providing services as listed 
in TORs as indicated in the Data Sheet. The proposals should 
be in separate marked and sealed envelopes both for technical 
and financial.  

2.3. Bidders should familiarize themselves with the conditions of 
the assignment and take them into account in preparing their 
Proposals. To obtain first-hand information on the 
assignment, Consultants are encouraged to attend a Pre-
Proposal Meeting if one is specified in the Data Sheet. 
Attending the pre-proposal meeting is optional. The 
Consultant should contact the SBP BSC’s representative 
named in the Data Sheet to obtain additional information on 
the pre-proposal meeting.  

2.4. Consultants shall bear all costs associated with the 
preparation and submission of their proposals and contract 
negotiation. The Client and SBP BSC are not bound to accept 
any proposal and reserve the right to annul the selection 
process at any time prior to Contract award, without thereby 
incurring any liability to the Consultant. 

2.5. Each Consultant shall submit only one Proposal/Bid.  

3. Conflict of 
Interest 

3.1. The Client’s policy requires the Consultant to provide 
professional, objective, and impartial advice and at all times 
hold the Client’s interests paramount, strictly avoid conflicts 
with other assignments or their corporate interests, and act 
without any consideration for future work. Without limitation 
on the generality of the foregoing, Consultants, and any of 
their affiliates shall be considered to have a conflict of interest 
and shall not be recruited, under any of the circumstances set 
forth below: 

i. “Conflicting Activities” A firm that has been engaged by 
the Client to provide goods, works, or services other than 
consulting services for a project, and any of its affiliates, 
shall be disqualified from providing consulting services 
related to those goods, works, or services. Conversely, a 
firm hired to provide consulting services for the 
preparation or implementation of a project, and any of its 
affiliates shall be disqualified from subsequently providing 
goods or works or services other than consulting services 
resulting from or directly related to the firm’s consulting 
services for such preparation or implementation.; 
 

ii. “Conflicting Assignments” A Consultant (including its 
Personnel) shall not be hired for any assignment that, by 
its nature, may be in conflict with another assignment of 
the Consultant to be executed for the same or another 
Client; 

 
iii. “Conflicting Relationships” A Consultant (including its 

Personnel) that has a business or family relationship with 
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a member of the Client’s staff and SBP BSC’s staff who is 
directly or indirectly involved in any part of (i) the 
preparation of the Terms of Reference of the assignment, 
(ii) the selection process for such assignment, or (iii) 
supervision of the Contract, may not be awarded a 
Contract unless the conflict stemming from this 
relationship has been resolved in a manner acceptable to 
Client throughout the selection process and the execution 
of the Contract.; 

a. Consultants have an obligation to disclose any 
situation of actual or potential conflict that impacts 
their capacity to serve the best interest of their Client, 
or that may reasonably be perceived as having this 
effect. Failure to disclose said situations may lead to 
the disqualification of the Consultant or the 
termination of its Contract. 

 
b. No current employees of the Client and SBP BSC  shall 

work as Consultants under this assignment. 
Recruiting former employees of the Client, SBP BSC, 
or Govt. of Pakistan to work for this assignment is 
acceptable provided that no conflict of interest exists. 
When the Consultant nominates any government 
employee as Personnel in their technical proposal, 
such Personnel must have written certification from 
their government or employer confirming that they 
are on leave without pay from their official position 
and allowed to work full-time outside of their 
previous official position. Such certification shall be 
provided to the Client by the Consultant as part of his 
technical proposal. 

4. Unfair Advantage 4.1. If a Consultant could derive a competitive advantage from 
having provided consulting services related to the assignment 
in question, SBP BSC shall make available to all prospective 
Consultants, together with this RFP, all information that 
would in that respect give such Consultant any competitive 
advantage over competing Consultant. 

5. Corrupt & 
Fraudulent 
Practices 

5.1. It is the client’s policy to require that the Consultant shall 
observe the highest standard of ethics during the 
procurement and execution of the contract.  In pursuit of this 
policy, the client follows, inter alia, the instructions contained 
in Rule 2(1)(f) of the Public Procurement Rules (PPR 
2004) which defines: 

“corrupt and fraudulent practices” in respect of 
procurement process, shall be either one or any combination 
of the practices including,- 

i. “coercive practices” which means any impairing or 
harming or threatening to impair or harm, directly or 
indirectly, any party or the property of the party to 
influence the actions of a party to achieve a wrongful gain 
or to cause a wrongful loss to another party; 
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ii. “collusive practices” which means any arrangement 
between two or more parties to the procurement process 
designed to stifle open competition for any wrongful gain, 
and to establish prices at artificial, non-competitive levels; 

 
iii. “corrupt practices” which means the offering, giving, 

receiving or soliciting, directly or indirectly, of anything of 
value to influence the acts of another party for wrongful 
gain; 

 
iv. “fraudulent practices” which means any act or omission, 

including a misrepresentation, that knowingly or 
recklessly misleads, or attempts to mislead, a party to 
obtain a financial or other benefit or to avoid an 
obligation; and 

 
v. “obstructive practices” which means harming or 

threatening to harm, directly or indirectly, persons to 
influence their participation in a procurement process, or 
affect the execution of a contract;” 

 
5.2. Under Rule 19 of PPR-2004, the Client/SBP BSC can inter 

alia blacklist the Consultants found to be indulging in corrupt 
or fraudulent practices. Such barring action shall be duly 
publicized and communicated to the PPRA.  

5.3. Under Rule 19 of PPR-2004, the following mechanism and 
manner for permanently or temporarily barring, from 
participating in their respective procurement proceedings 
will be followed as per the guidance of SBP/SBP BSC 
management: 

Nature of 
Offense/ Fault 

Means of Verification 
Action By 

Committee 
Corrupt and 
Fraudulent 
Practices 

 Results of Bid/Proposal 
analysis resulting in 
substantive evidence of 
collusion.  

 Actual instance verifiable 
as per law of land and 
applicable Rule and 
Regulations of SBP. 

 Cross verification of 
documentary 
undertaking submitted 
by Consultant. 

Blacklisted and 
cross-debarred 
for the period 
up to 10 years. 

Performance 
Deficiencies 

Documented evidence in 
form of consistent 
performance deficiencies 
and notices of performance 
deficiencies not suitably 
responded to or defended 
by the Consultant. 

Blacklisted and 
cross-debarred 
for the period 
up to 03 years. 

Consultant failed 
to abide with Bid 
Form / Bid 

Failed to abide with Bid 
Form / Bid Securing 
Declaration. 

Blacklisted and 
cross-debarred 
for the period 
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Securing 
Declaration. 

up to 06 
months. 

 
5.4. However, such barring action shall be undertaken only after 

providing an adequate opportunity of being heard to the 
Consultant who is to be barred and blacklisted. 

5.5. The receipt for any money paid by the Consultants will not be 
considered as any acknowledgment of payment to the 
Consultant unless such receipt is signed by a duly authorized 
officer of the client and SBP BSC, and the Consultant shall be 
solely responsible for seeing that a proper receipt is provided. 

5.6. Pursuant to Rule 7 of PPR-2004 Consultants undertake to 
sign an Integrity pact in accordance with the prescribed 
format attached hereto at Section 6 for all the procurements 
estimated to exceed Rs. 10.00 million or any other limit 
prescribed by Client/SBP BSC. 

5.7. Consultant shall not be under a declaration of ineligibility for 
corrupt and fraudulent practices issued by Client/SBP BSC in 
accordance with the above para 5.1. Furthermore, the 
Consultant shall be aware of the provisions on fraud and 
corruption stated in the specific clauses in the General 
Conditions of Contract. 

5.8. Consultant shall furnish information on commissions and 
gratuities, if any, paid or to be paid to agents relating to this 
proposal and during the execution of the assignment if the 
Consultant is awarded the Contract, as requested in the 
Financial Proposal submission form (Section 4). 

5.9. Without limitation on the generality of the foregoing, 
Consultant, and any of their affiliates shall be considered to 
have a conflict of interest and shall not be recruited, under any 
of the circumstances set forth below: 

a) A Consultant that has been engaged by the Client to provide 
goods, works, or services other than consulting services for 
a project, shall be disqualified from providing consulting 
services related to those goods, works, or services. 
Conversely, the Consultant hired to provide consulting 
services for the preparation or implementation of a project 
and shall be disqualified from subsequently providing goods 
or works or services other than consulting services resulting 
from or directly related to the firm’s consulting services for 
such preparation or implementation.  

b) A Consultant (including its Personnel shall not be hired for 
any assignment that, by its nature, may be in conflict with 
another assignment of the consultant to be executed for the 
same or another client.  

c) A Consultant (including its Personnel and that has a 
business or family relationship with a member of the 
Client’s/SBP BSC’s staff who is directly or indirectly 
involved in any part of (i) the preparation of the scope of 
services, (ii) the selection process for such assignment, or 
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(iii) supervision of the Contract, may not be awarded a 
Contract unless the conflict stemming from this relationship 
has been resolved in a manner acceptable to the appropriate 
authority within the Client.  

d) Consultant shall not recruit or hire any agency or current 
employees of the Client/SBP BSC. Recruiting former 
employees of the Client, SBP BSC, or other civil servants to 
work for the consultants is acceptable provided no conflict 
of interest exists. When the consultant nominates any 
government employee as Personnel in their bid, such 
Personnel must have written certification from their 
government or employer confirming that they are on leave 
without pay from their official position and allowed to work 
full-time outside of their previous official position. Such 
certification shall be provided to the Client/SBP BSC by the 
consultant as part of the bid. 

6. Proposal Validity 6.1. The Data Sheet indicates how long the Consultant’s Proposals 
must remain valid after the submission date. During this 
period, the Consultant shall maintain the availability of 
Professional staff nominated in the Proposal. SBP BSC will 
make its best effort to complete negotiations within this 
period. If the need arises, however, the SBP BSC may request 
Consultants to extend the validity period of their proposals 
(both Technical and Financial). The same should be 
unconditional. Consultants who agree to such extension shall 
confirm that they maintain the availability of the Professional 
staff nominated in the Proposal, or their confirmation of the 
extension of validity of the Proposal, Consultants could submit 
new staff in replacement, who would be considered in the final 
evaluation for Contract award. Consultants who do not agree 
have the right to refuse to extend the validity of their 
Proposals. 

7. Clarification and 
Amendment of 
RFP Documents. 

7.1. The Consultant may request a clarification of any of the RFP 
documents up to the number of days indicated in the Data 
Sheet before the proposal submission date. Any request for 
clarification must be sent in writing, or by standard electronic 
means to the SBP BSC’s address indicated in the Data Sheet. 
It shall do so following the procedure under para 7.2. 

7.2. At any time before the submission of Proposals, SBP BSC may 
amend the RFP by issuing an addendum in writing or by 
standard electronic means. The addendum shall be sent to all 
Consultants besides uploading on www.sbp.org.pk and will be 
binding on them. Consultant shall acknowledge receipt of all 
amendments. To give Consultant reasonable time in which to 
take an amendment into account in their Proposals the SBP 
BSC may, if the amendment is substantial, extend the deadline 
for the submission of Proposals consistent with the provision 
of Rule 27 of PPR 2004. 

8. Preparation of 
Proposals 

8.1. The Proposal as well as all related correspondence exchanged 
by the Consultant and SBP BSC shall be written in the language 
(s) specified in the Data Sheet.  

http://www.sbp.org.pk/
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8.2. In preparing their Proposal, Consultants are expected to 
examine in detail the documents comprising the RFP. Material 
deficiencies in providing the information requested may 
result in the rejection of a Proposal. Any party may file its 
written complaint against the eligibility parameters, 
evaluation criteria, or any other terms and conditions 
prescribed in the RFP documents, if found contrary to the 
provisions of the procurement regulatory framework,  the 
same shall be addressed by the Grievance Redressal 
Committee (GRC), constituted under Rule 48 of PPR-2004, 
well before the proposal submission deadline. The details of 
GRC are given on the PPRA website: www.ppra.org.pk.   

9. Technical 
Proposal Format 
and Content  

9.1. The Technical Proposal shall provide the information 
indicated in the following paras by using the attached 
Standard Forms (Section 3).  

a. A brief description of the Consultants’ organization and 
an outline of recent experience of the Consultants on 
assignments of a similar nature is required in Form 
TECH-9 of Section 3. For each assignment, the outline 
should indicate the names of Professional staff who 
participated, duration of the assignment, contract 
amount, and Consultant’s involvement. Information 
should be provided only for those assignments for which 
the Consultant was legally engaged by the Client as a firm 
or as one of the major firms within a joint venture. 
Assignments completed by individual Professional staff 
working privately or through other consulting firms 
cannot be claimed as the experience of the Consultant, or 
that of the Consultant’s associates, but can be claimed by 
the Professional staff themselves in their CVs. 
Consultants should be prepared to substantiate the 
claimed experience if so requested by SBP BSC. 

b. A description of the approach, methodology and work 
plan for performing the assignment covering the 
following subjects: technical approach and methodology, 
work plan, and organization and staffing schedule. 
Guidance on the content of this section of the Technical 
Proposals is provided under Form TECH-5 of Section 3. 

c. List of the proposed Professional staff team by area of 
expertise, the position that would be assigned to each 
staff team member, and their tasks (Form TECH-10 of 
Section 3). 

d. CVs of the Professional staff signed by the staff 
themselves or by the authorized representative of the 
Professional Staff (Form TECH-6 of Section 3). 

e. A detailed description of the proposed methodology and 
staffing for the assignment. 

f. If stated in the Data Sheet, the Consultant shall include in 
its proposal at least the same time input (in the same unit 
as indicated in the Data Sheet) of Key Experts, failing 

http://www.ppra.org.pk/
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which the technical and financial proposal shall be 
declared as non-compliant. 

10. Financial 
Proposal 

10.1. The Financial Proposal shall be prepared using the standard 
forms provided in Section 4 of the RFP document. 

10.2. Proposals determined to be substantially responsive will be 
checked by SBP BSC for any arithmetic errors. Arithmetical 
errors will be rectified by SBP BSC on the basis that if there is 
a discrepancy between the amounts in figures and words, the 
amount in words will prevail. 

10.3. The amount stated in the Proposal will be adjusted by SBP BSC 
in accordance with the above procedure for the correction of 
errors and, with the concurrence of the Consultant, shall be 
considered as binding upon the Consultant.  If the Consultant 
does not accept the corrected amount, the Proposal will be 
rejected, and the Bid Security may be forfeited. 

11. Taxes 11.1. The Consultant may be subject to local taxes on amounts 
payable by the Client under the Contract. SBP BSC will state in 
the Data Sheet if the Consultant is subject to payment of any 
taxes. 

a) The proposals will be subject to all admissible Federal & 
Provincial taxes and duties on consultancy & services 
etc. unless exempted by the relevant tax authority for 
which Consultants will be required to provide necessary 
documentation regarding tax exemption from relevant 
tax authorities. 

b) SBP BSC/Client assumes no responsibility whatsoever 
to undertake tax exemption cases on behalf of 
consultants. 

c) Whenever applicable, it is the responsibility of the 
consultant, before completing bids/proposals, to 
contact the relevant tax authorities to determine the tax 
amount to be paid by the consultants under the Contract. 

d) Federal and Provincial taxes shall be deducted at the 
prevailing tax rate at the time of making payments to the 
Consultant as per applicable laws. 

11.2. If a consultant submits a bid/proposal inclusive of non-
applicable/admissible taxes, the amount stated in the ‘Bid 
Form’ & ‘Price Schedule’ will be adjusted accordingly 

12. Currency of 
Proposal 

12.1. The Consultant may express the price for its services in the 
currency as stated in the Data Sheet.    

13. Currency of 
Payment 

13.1. Payment under the contract shall be made in the currency as 
stated in the Data Sheet.  
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14. Submission, 
Receipt, and 
Opening of 
Proposals 

14.1. The original proposal (Technical and Financial Proposals) 
shall contain no interlineations or overwriting, except as 
necessary to correct errors made by the Consultants 
themselves. The person who signed the proposal must initial 
such corrections. Submission letters for both Technical and 
Financial Proposals should respectively be in the format of 
TECH-1 of Section 3 . 

14.2. An authorized representative of the Consultants shall initial 
all pages of the original Technical and Financial proposals. The 
authorization shall be in the form of a written power of 
attorney accompanying the Proposal or in any other form 
demonstrating that the representative has been duly 
authorized to sign. The signed Technical and Financial 
Proposals shall be marked “ORIGINAL”. 

14.3. The Technical Proposal shall be marked “ORIGINAL” or “COPY” 
as appropriate. The Technical Proposals shall be sent to the 
addresses referred to in para 2.3 of the Data Sheet and the 
number of copies indicated in the Data Sheet. All required 
copies of the Technical Proposal are to be made from the 
original. If there are discrepancies between the original and 
the copies of the Technical Proposal, the original shall govern. 

14.4. The original and all copies of the Technical Proposal shall be 
placed in a sealed envelope marked “TECHNICAL PROPOSAL” 
followed by the name of the assignment.”  The envelopes 
containing the Proposal shall be placed into an outer envelope 
and sealed. This outer envelope shall bear the submission 
address and title of the Assignment, clearly marked “DO NOT 

OPEN, EXCEPT IN PRESENCE OF THE OFFICIAL APPOINTED, BEFORE 

SUBMISSION DEADLINE”. SBP BSC shall not be responsible for 
misplacement, losing, or premature opening if the outer 
envelope is not sealed and/or marked as stipulated. These 
circumstances may be a case for Proposal rejection. The 
Technical (containing Tech Forms) and Financial Proposal 
(containing Fin Forms) as mentioned in the Data Sheet also 
contain all documentary proofs such as CVs, tax registrations, 
purchase orders/contracts, etc. in support of Technical 
Proposal and  Bid Security in the form of Demand Draft / Bank 
Guarantee/payment order or any other requirement 
necessary for Financial Proposal. 

14.5. The Proposals must be sent to the address(s) indicated in 
para 2.3 of the Data Sheet and received by the SBP BSC no 
later than the time and the date indicated in the Data Sheet, 
or any extension to this date in accordance with para. 7.2 of 
ITB. Any proposal received by the SBP BSC after the deadline 
for submission shall be returned unopened. 

14.6. SBP BSC shall open all proposals/bids, including withdrawals 
and modifications, in public, in the presence of Consultants’ 
representatives who choose to attend, at the time, on the date 
and at the place specified in the Data Sheet. Consultants’ 
representatives shall sign a register as proof of their 
attendance. 
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14.7. The Consultant may modify or withdraw its bid after the 
proposal’s/bid’s submission, provided that written notice of 
the modification, including substitution or withdrawal of the 
proposals/bids, is received by SBP BSC prior to the deadline 
prescribed for submission of proposals/bids. 

14.8. No proposal/bid may be modified after the deadline for 
submission of proposals/bids. 

14.9. No proposal/bid may be withdrawn in the interval between 
the deadline for submission of proposals/bids and the expiry 
of the period of proposal/bid validity specified by the 
Consultant on the Proposal/Bid Form.  Withdrawal of a 
proposal/bid during this interval may result in the 
Consultant’s forfeiture of its proposal/bid security. 

15. Evaluation of 
Proposals 

 

15.1. From the time the Proposals are opened to the time the 
Contract is awarded, the consultant should not contact the 
Client and SBP BSC on any matter related to its Technical 
and/or Financial aspect. Any effort by Consultants to 
influence the Client and SBP BSC in the examination, 
evaluation, ranking of Proposals, and recommendation for the 
award of Contract may result in the rejection of the 
Consultants’ Proposal. 

15.2. The Client will examine the proposals to determine whether 
they are complete, whether proposal validity is provided 
accordingly; whether the documents have been properly 
signed, whether the proposals are generally in order; whether 
the Consultant has provided the signed Proposal Form (Tech. 
Form I) of Section 3. Thereafter, the evaluation committee 
shall evaluate the Proposals on the basis of their 
responsiveness to the Terms of Reference, applying the 
evaluation criteria, sub-criteria, and point system specified in 
the Data Sheet. Each responsive Proposal will be given a 
technical score. A Proposal shall be rejected at this stage if it 
does not respond to important aspects of the RFP, and 
particularly the Terms of Reference or if it fails to achieve the 
minimum technical score indicated in the Data Sheet. 

15.3. After the technical evaluation is completed, the SBP BSC shall 
notify those Consultants whose Proposals were considered 
non-responsive to the RFP and TOR or did not meet the 
minimum qualifying technical score (and shall provide 
information relating to the Consultant’s overall technical 
score, as well as scores obtained for each criterion and sub-
criterion) that their Financial Proposals will be returned 
unopened after completing the selection process and Contract 
signing. The SBP BSC shall simultaneously notify in writing 
those Consultants that have achieved the minimum overall 
technical score and inform them of the date, time and location 
for the opening of the Financial Proposals. Any consultant 
feeling aggrieved by any act of the SBP BSC after the 
submission of the proposal may lodge a written complaint 
concerning the grievances within seven days of the 
announcement of the technical evaluation report.  
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15.4. The financial opening should take place after the lapse of 
standstill period from the date of announcement of technical 
evaluation and it should allow the Consultants sufficient time 
to make arrangements for attending the opening. The 
Consultant’s attendance at the opening of the Financial 
Proposals (in person, or online if such option is indicated in 
the Data Sheet) is optional and is at the Consultant’s choice.
  

15.5. The Financial Proposals shall be opened by the Client’s 
evaluation committee in the presence of the representatives 
of those Consultants whose proposals have passed the 
minimum technical score. At the opening, the names of the 
Consultants, and the overall technical scores shall be read 
aloud. The Financial Proposals will then be inspected to 
confirm that they have remained sealed and unopened. These 
Financial Proposals shall then be opened, and the total prices 
read aloud and recorded. Since, lump-sum contract form is 
included in the RFP, the Consultant deemed to have included 
all prices in the financial proposal. The total price net of 
indirect taxes shall be considered as the offered price.  

15.6. After the opening of Financial Proposals, all the proposals 
passing the technical score threshold as mentioned in Data 
Sheet shall then be treated equally and evaluated on the basis 
of Cost only i.e. the firm offering the lowest cost will be 
awarded the contract.   

15.7. For evaluation purposes, prices shall be converted to a single 
currency using the selling rates of exchange, source and date 
indicated in the Data Sheet. 

15.8. Once the final/combined evaluation report is published, any 
firm feeling aggrieved may file a written complaint concerning 
his grievances within five days after issuance of the final 
evaluation report.   

Note: In case, the complaint is filed after the issuance of the final 
evaluation report, the complainant cannot raise any objection to the 
technical evaluation of the report. Complaints are required to be 
addressed directly to GRC and shall reach within the timelines 
defined by PPRA. 

16. Negotiations 

 

16.1. Negotiations if required will be held at the date and address 
indicated in the Data Sheet. The invited Consultant will, as a 
pre-requisite for attendance at the negotiations, confirm the 
availability of all Professional staff. Failure in satisfying such 
requirements may result in the Client/SBP BSC proceeding to 
negotiate with the next-ranked Consultant.  Representatives 
conducting negotiations on behalf of the Consultant must have 
written authority to negotiate and conclude a Contract. 

17. Technical 
Negotiations  

17.1. Negotiations will include a discussion of the Technical 
Proposal, and organization and staffing. The Client/SBP BSC 
and the Consultant will finalize the Terms of Reference, 
staffing schedule and work schedule. These documents will 
then be incorporated in the Contract as part of the Terms of 
Reference. Special attention will be paid to clearly define the 
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inputs and facilities required from the Client/SBP BSC to 
ensure satisfactory implementation of the assignment. 

18. Availability of 
Professional 
Staff/Experts  

18.1. Having selected the Consultant on the basis of, among other 
things, an evaluation of proposed Professional staff, the Client 
expects to negotiate a Contract on the basis of the Professional 
staff named in the Proposal. Before Contract negotiations, the 
Client/SBP BSC will require assurances that the Professional 
staff will be available. The Client/SBP BSC will not consider 
substitutions during contract negotiations unless both parties 
agree that undue delay in the selection process makes such 
substitution unavoidable or for reasons such as death or 
medical incapacity. If this is not the case and if it is established 
that Professional staff was offered in the proposal without 
confirming their availability, the Consultant may be 
disqualified. Any proposed substitute shall have equivalent or 
better qualifications and experience than the original 
candidate and be submitted by the Consultant within the 
period specified in the letter of invitation to negotiate. 

19. Conclusion of the 
Negotiations  

19.1. Negotiations will conclude with a review of the draft Contract. 
To complete negotiations the Client and the Consultant will 
initial the agreed Contract. If negotiations fail, the Client/SBP 
BSC will invite the Consultant whose Proposal received the 
second-highest ranked Consultant to negotiate a Contract. 
Award of contract to 2nd highest ranked Consultant is totally 
at the option of the Client/SBP BSC if considered appropriate 
in terms of the best value for money; otherwise, rebidding 
process will be initiated as per provisions of PPR-2004. 

20. Award of 
Agreement  

20.1. After completing negotiations the SBP BSC shall award the 
Contract to the selected Consultant and promptly notify all 
Consultants who have submitted proposals.  

20.2. The Consultant is expected to commence the assignment on 
the date and at the location specified in the Data Sheet. 

20.3. Most Advantageous Consultant shall sign Contract on stamp 
paper within 15 days after receipt of contract form and after 
paying stamp duty as per relevant stamp duty act.   

21. Disqualification 
before Contract 
Signing  

21.1. If all proposals are proposed to be rejected and 
proposals/bids are to be re-invited, the conditions required at 
Rule 33 of PPR 2004 should be met. However, after issuance 
of Notification of Award and prior to the execution of the 
procurement contract as per Rule 2(1)(h) of PPR-2004 if a 
Consultant has been disqualified pursuant to Rule 18, Rule 
19 of PPR-2004 or any reason that has led to the 
disqualification of a consultant and if the conditions of his 
qualification are invalided, the next most advantageous i.e. 2nd 
highest ranked Consultant will be rendered as responsive if 
accepting this bid does not conflict with Rule 2(1)(l) of PPR 
2004. The award of contract to 2nd most advantageous/2nd 
highest ranked Consultant will be at the sole discretion of the 
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SBP BSC, if seems feasible in terms of value for money, 
requirement timelines, operational exigency, etc.   

22. Confidentiality  22.1. Information relating to evaluation of bids and 
recommendations concerning to award of the contract shall 
not be disclosed by the Bank to the Consultants or to any other 
person who is not officially concerned with the process, until 
the announcement of the result of evaluation.  

22.2. The Consultant shall not disclose or attempt to make public 
any information relating to the bidding documents, bidding 
process and award of the contract to any person or entity 
without the Bank’s prior written consent. 

22.3. In case of any disclosure related to the bidding 
process and contractual obligations at any stage by any 
Consultant, the Bank may reject its bid and/or terminate the 
contract Consultant. 

23. Bid Security  23.1. The amount of Bid security is specified in Data Sheet. The bid 
security shall be denominated in the currency of the bid.:  

a) at the Consultant’s option, be in the form of either Pay 
Order/demand draft/call deposit or an unconditional  
Bank Guarantee from a Scheduled Bank; 
 

b) be substantially in accordance with one of the forms of 
bid security included in bidding documents or other 
form approved by the Bank prior to bid submission; 
 

c) be payable promptly upon written demand by the SBP 
BSC;  
 

d) be submitted in its original form; copies will not be 
accepted; 
 

e) In case of Bank Guarantee, it shall remain valid for at 
least 28 days beyond the original validity period of bids, 
or at least 28 days beyond any extended period of bid 
validity subsequently requested pursuant to ITB Clause 
6.1 

f) bids submitted with insufficient bid security will be 
rejected. 

g) unsuccessful consultants’ bid security will be discharged 
or returned at the conclusion of procurement, as 
promptly as possible, upon receipt of nomination to 
receive the instrument. 

23.2. The Most Advantageous Consultant’s bid security will be 
discharged upon the submission of a performance guarantee.  

23.3. The bid security may be forfeited: 
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a) if a Consultant withdraws its proposal/bid during the 
period of bid validity specified by the Consultant on the 
Proposal/Bid Submission Form; or 

b) in the case of a Most Advantageous Consultant, if the 
Consultant fails to sign the contract in accordance with 
Instructions to Consultant para 20.3 or fails to provide 
a performance guarantee. 

24. Performance 
Guarantee  

24.1. Within twenty-one (21) days or any other period specified in 
the Data Sheet, of the receipt of notification of award from the 
Purchaser, the Most Advantageous Consultant shall furnish 
the performance guarantee for an amount as specified in Data 
Sheet as per the Performance Guarantee Form provided in the 
RFP documents, or another form acceptable to the SBP BSC. 

24.2. Upon the Most Advantageous Consultant’s furnishing of the 
performance guarantee, SBP BSC will discharge its bid 
security. 

24.3. Failure of the Most Advantageous Consultant to comply with 
the requirements of the performance guarantee shall 
constitute sufficient grounds for cancellation of the award and 
forfeiture of the Bid Security and award of contract to next 
lowest evaluated consultant if feasible/ reasonable.  

24.4. The Performance guarantee may be forfeited if a Consultant: 

i. fails to fulfill all the contractual and legal  
obligations;  

ii. fails to agree with the decision made by the Bank as 
a result of arbitration; or 

iii. violates any law(s) during execution of contract. 
iv. fails to start the execution of services or stop 

providing services without prior approval of the 
Bank. 

25. Statutory 
Auditors  

25.1. Statutory Auditor/s of the Client, if emerged as most 
advantageous consultant may be engaged/awarded contract 
for this assignment, subject to prior concurrence of Audit 
Committee of Bank. If the Audit Committee declines awarding 
the contract in favor of the Statutory Auditors on account of 
conflict of interest, the Client may award the contract to the 
next ranked consultant if found feasible and the decision of the 
Audit Committee of Bank will be binding on all the 
participating consultants including the Statutory Auditors. 

26. Overriding Effect 
of PPR-2004 & 
PCSR-2010 

26.1. Whenever in conflict with these documents, the stipulation of 
PPR-2004 and PCSR -2010 shall prevail.  
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Instructions to Consultants 
DATA SHEET 

 

ITB 
Clau

se 
Description 

2.1 
 

Procurement Title: Procurement of Services of a Consultancy Firm for IT Penetration 
Testing Services 
 
Reference Number: RFP No. GSD (Proc. II)/IT Penetration Testing/69995/2022 
 
Method of selection: Least Cost Selection (LCS) Method as per Public Procurement 
Regulations for Procurement of Consulting Services Regulations, 2010 (PCSR-2010) 
available on www.ppra.org.pk  

2.3 The pre-proposal meeting shall be held online on December 07, 2022, 11:00 AM 
(Karachi Local Time) via Zoom Meeting Application. Consultants are encouraged to 
attend the meeting. The meeting details are given below; 
 

 Join Zoom 
Meeting:https://us04web.zoom.us/j/76257064846?pwd=zRWzkm7QPKnSRP
Bbzdz5YbPylc8zc8.1 

 Meeting ID: 762 5706 4846 
 Passcode: Sbp@2022 

 
Contact Person: 

Joint Director 
Procurement Division-II 

General Services Department 
4th Floor, BSC House, State Bank of Pakistan 

I.I Chundrigar Road, Karachi 
Tel: (021) 3311-5420/5477 

Email: gsd.proc2@sbp.org.pk 

2.5 Participation as Joint Venture/Consortium/Association is not allowed. 

6.1 Proposals must remain valid 180 days after the technical proposals’ opening date. 

7.1 Clarifications may be requested no later than seven (07) working days prior to the 
submission deadline. No query shall be entertained later on. The contact information for 
seeking any clarification is given above in Clause 2.3. 

8.1 Proposals shall be submitted in  English/Urdu 

http://www.ppra.org.pk/
https://us04web.zoom.us/j/76257064846?pwd=zRWzkm7QPKnSRPBbzdz5YbPylc8zc8.1
https://us04web.zoom.us/j/76257064846?pwd=zRWzkm7QPKnSRPBbzdz5YbPylc8zc8.1
mailto:gsd.proc2@sbp.org.pk
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11.1 Amounts payable by the Client to the Consultant under the agreement to be subject to 
local taxation:  Yes 
 
Thirteen Percent (13%) Sindh Sales Tax on Services (SST) is applicable to 
consultancy/professional Services rendered by Consultant firms in Sindh province or 
the applicable rate on the date of submission of the proposal..  
  
The contract amount is “NOT” subject to price adjustment. However, any subsequent 
legislation enacted, changes in the rate of any indirect tax, levy of additional tax or duty 
during the currency of contract that impacts the contract price would be equally 
accounted for by both the parties i.e. in case of increase or decrease in the rates of the 
said taxes and duties or levy of any new tax or duty, the contract price would be adjusted 
accordingly. 

12 
& 
13 

The currency for the price of services & payment is Pak Rupees (PKR) only. 

14.3 
& 

14.4 
 

The Consultant must submit: 
 
A. Technical Proposal: One (1) original and one (1) copy. Every page of the Original 

Proposal must be signed and stamped and additional copies must be made from the 
original proposal. For submission of technical proposal, kindly note the 
requirements mentioned below: 

 
- Form TECH 1 – Technical Bid Submission Form  

- Form TECH 2 – Authorization Form for Consultant’s Representative  

- Form TECH 3 – Bid Security Form (In case of Bank Guarantee)  

- Form TECH 4 – Technical Compliance Form 

- Form TECH 5 – Work Plan & Methodology 

- Form TECH 6 – CV Format 

- Form TECH 7- Undertaking 

- Form TECH 8- Declaration of Beneficial Owners 

- Form TECH 9-Consultant’s Organization and Experience 
o A: Consultant’s Organization 
o B: Experience 

- Form TECH 10-Professional Team 
-  

B. Financial Proposal: One (1) original, every page must be signed and stamped. For 
submission of the financial proposal, kindly note the requirements mentioned 
below: 
- FIN-1: Financial Proposal Submission Form 
- FIN-2: Summary of Costs 

 
Financial & Technical Proposals should be in separate sealed envelopes both of 
which should be in another sealed envelope duly mentioning the name of the firm. 
It is reiterated that the Financial Proposal Envelope must be marked/typed “DO NOT 

OPEN WITH THE TECHNICAL PROPOSAL.” 
 



 

Page 21 of 73 

 Any document/paper not in the respective sealed envelopes for technical and 
financial proposals shall not be considered for evaluation. 

 All participating firms are required to submit a scanned copy of the submitted 
Original Technical proposal Only after the opening of the Technical proposal at 
gsd.proc2@sbp.org.pk. There MUST NOT be any reference to financial cost or 
Financial Proposal while submitting the abovementioned scanned copy of the 
Technical Proposal.  

 
Note: Provisions of this clause have an overriding effect on the General Instruction to 
Consultants provision regarding technical and financial forms.  

14.5 
 

The Proposals must be submitted no later than December 19, 2022 Time: 1100 
hours (PST). The Proposal submission address is as follows:  

 
Joint Director 

Procurement Division-II 
General Services Department 

4th Floor, BSC House, State Bank of Pakistan 
I.I Chundrigar Road, Karachi 
Tel: (021) 3311-5420/5477 

Email: gsd.proc2@sbp.org.pk 
 

The opening shall take place at the above address on December 19, 2022 at 1130 
hours (PST) in presence of representatives of the firms who shall choose to be present. 
 

15.2 
 

Mandatory and Score Based Criteria for evaluation of the Technical Proposals: 
 

Part A – Mandatory Evaluation Criteria 

# Description Means of Verification 

1.  The Consultant must be registered with relevant 

Tax authorities in Pakistan and appear on Active 

Taxpayers List (ATL) of FBR/SRB. 

Attach copies of Tax Registration 

Certificate and proof of being on 

ATL of FBR/SRB. 

2.  The Consultant should be incorporated/ registered 

with SECP for at least 05 years.  

Certificate of Registration 

/Incorporation from SECP or other 

sufficient documentary proof from 

SECP. 

3.  Interested Firm / Company should have completed 

at least (05) similar assignments in Financial 

Industry or other similar organization. 

Verifiable evidence such as; copy 

of:  

contract agreement / engagement 

letter / Purchase Order / Work 

Order / Project Completion 

Certificate by Customer   

4.  The bidding firm should submit an affidavit that the 
Consultant has never been blacklisted or debarred 
by any organization and is not in the sanctioned list 
of NACTA (National Counter Terrorism Authority). 

The undertaking required on 
stamp paper of Rs.100/- (Format 
Given at TECH-05). 

Note: After meeting the mandatory requirements/criteria, the firms will be further assessed on 
the score-based criteria given below. 

Part B – Score-based Evaluation Criteria 
I. Experience of Firm-55 marks 

# Description 
Max. 
Score 

Means of Verification 

1.  

Experience of firm(s) in 
conducting/providing penetration 
testing (Black or Grey or White box) 
assignments/projects/services since 
2015. 

10 

Verifiable evidence such as; 

copy of: 

contract agreement / 

engagement letter / Purchase 

Order / Work Order / Project 

mailto:gsd.proc2@sbp.org.pk
mailto:gsd.proc2@sbp.org.pk
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1 Assignment = 02 Points 
Maximum = 10 Points 

Completion Certificate by 

Client. 

2.  

Experience of firm(s) in 
conducting/providing Mobile 
Applications (Android/IOS) penetration 
testing assignments/projects/services 
since 2015. 
 
1 Assignment = 02 Points 
Maximum = 10 Points 

10 

Verifiable evidence such as; 

copy of:  

contract agreement / 
engagement letter / Purchase 
Order / Work Order / Project 
Completion Certificate by 
Client 

3.  

Experience of firm(s) in 
conducting/providing Wireless 
Infrastructure/Wi-Fi penetration 
testing assignments/projects/services 
since 2015. 
 
1 Assignment = 05 Points 
Maximum = 15 Points 

15 

Verifiable evidence such as; 

copy of:  

contract agreement / 
engagement letter / Purchase 
Order / Work Order / Project 
Completion Certificate by 
Client. 

4.  

Experience of firm(s) in 
conducting/providing social 
engineering/ simulated phishing 
campaigns/phishing simulations based 
penetration testing 
assignments/projects/services since 
2015. 
 
1 Assignment = 05 Points 
Maximum = 20 Points 

20 

Verifiable evidence such as; 

copy of:  

contract agreement / 
engagement letter / Purchase 
Order / Work Order / Project 
Completion Certificate by 
Client. 
 
 

II. Work Plan & Methodology-05 marks 05 

5.  

Work Plan and Testing Methodology:  
 
Excellent=05;  
Good=04;  
Satisfactory=03; 
Ambiguous/Unclear=02;  
Unsatisfactory/Poor=0 
 

05 

Complete details of 
Consultant’s project work plan, 
testing methodology, 
description of each phase of 
the project , duration, 
milestones and expected 
deliverables etc.  

Project Professional Team (Evaluation is based on 02 members team)-40 marks 
III.A: Project Member I   -20 marks 

6.  

Relevant International Security 
Certifications 
 
OSCP=02, OSWE=02, 
CREST=02, CEH=02, 
Other (Relevant)=02 
 
Maximum = 04 Points  
 
(Expired certification will not be 
considered as acceptable) 

04 
Verifiable Evidence/copy of 
valid certification.  
 

7.  

No. of completed penetration testing or 
similar security testing assignments. 
 
01 Assignment = 02 points 
Maximum = 16 Points 
 

16 

Details on firm(s) letter head 
mentioning the nature of 
assignment along with role / 
exercises / activities 
performed for each assignment 

III. III.B: Project Member – II  -20 marks 

8.  
Relevant International Security 
Certifications 
 

04 
Verifiable Evidence/copy of 
valid certification. 
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OSCP=02, OSWE=02, 
CREST=02, CEH=02, 
Other (Relevant)=02 
 
Maximum = 04 Points  
 
(Expired certification will not be 
considered as acceptable) 

9.  

No. of completed penetration testing or 
similar security testing assignments. 
 
01 Assignment = 02 points 
Maximum = 16 Points 
 

16 

Details on firm(s) letter head 
mentioning the nature of 
assignment along with role / 
exercises / activities 
performed for each assignment 

 Total 100  
Note: 
1. The minimum technical score  required to qualify for the next phase of opening of 

Financial Proposals is 85 points subject to NO Zero against any sub-criteria or 
parameter.  

 

15.6 The proposals passing the technical score threshold as mentioned in Para 15.2 of 
Data Sheet i.e. 85 Score shall be treated equally and evaluated on the basis of Cost 
only i.e. the firm offering the lowest cost will be declared as Most Advantageous.  

16 Expected date for the Contract Negotiations: 
Date: will be conveyed after the Final evaluation 

20.2 Expected date for the commencement of the Services: 
Date: will be conveyed after the Final evaluation 

20.3 The contract will be signed on stamp paper after paying the applicable amount of stamp 
duty by the Consultant as per applicable laws & regulations of Pakistan (Federal & 
Provincial).  

23.1 Bid Security of Rs. 100,000/- in favor of SBP BSC shall be enclosed along with the 
Technical proposal.  

24.1 Performance Security @5% of the total contract cost in the shape of un-conditional Bank 
Guarantee) for the entire period of the contract which must remain valid 28 days 
beyond the expiry date of the contract  
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Section 3: Technical Proposal – Standard Forms 

 
Reference Paragraph 9.1 of Section 2: instructions to Consultants and 14.3 of Data Sheet for 
the format of Technical Proposal to be submitted. 
 

- Form TECH 1 – Technical Bid Submission Form  

- Form TECH 2 – Authorization Form for Consultant’s Representative  

- Form TECH 3 – Bid Security Form (In case of Bank Guarantee)  

- Form TECH 4 – Technical Compliance Form 

- Form TECH 5 – Work Plan & Methodology 

- Form TECH 6 – CV Format 

- Form TECH 7- Undertaking 

- Form TECH 8- Declaration of Beneficial Owners 

- Form TECH 9-Consultant’s Organization and Experience 
o A: Consultant’s Organization 
o B: Experience 

- Form TECH 10-Professional Team 
-  

-  
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FORM TECH-1 
TECHNICAL PROPOSAL SUBMISSION FORM 

 
(On Consultant’s Letterhead) 

 
[Location, Date] 
 
To:  
 

Director 
General Services Department, 
State Bank of Pakistan – BSC (HOK) 
4th Floor BSC House, I. I Chundrigar Road, Karachi 

Dear Sir, 
 
We, the undersigned, offer to provide the consultancy services to “Procurement of Services of a 
Consultancy Firm for IT Penetration Testing Services” in accordance with your Request for 
Proposal dated [Insert Date] and our Proposal.  We are hereby submitting our Proposal, which 
includes this Technical Proposal, and Financial Proposal in separate envelopes. 
  

We hereby declare that all the information and statements made in this Proposal are true 
and accept that any misinterpretation contained in it may lead to our disqualification. Our 
proposal shall remain valid for 180 days from the date of submission.  

 
Further, we declare that our proposal is unconditional and agree to accept all the terms 

and conditions of this complete request for proposal document and will not deviate, nor demand 
any change in any terms and conditions of this document at any stage. 
 
 We agree to abide by this Proposal for 180 days from the date fixed for Technical 
Proposal opening under Para 14.5 of the Instructions to Consultants (Data Sheet), and it shall 
remain binding upon us and may be accepted at any time before the expiration of that period. 

 
Until a formal Contract is prepared and executed, this Proposal, together with your 

written acceptance thereof and your notification of award, shall constitute a binding Contract 
between us. 

 
We understand you are not bound to accept any Proposal you receive. 

 
 We remain, 
 

Yours sincerely, 
 

Authorized Signature [In full and initials]:    
Name and Title of Signatory:    
Name of Firm:    
Address:    
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FORM TECH-2 
 

(Authorization Form for Consultant’s Representative) 
(ON SERVICE PROVIDER’S LETTERHEAD) 

 
ITB No: RFP No. GSD (Proc. II)/IT Penetration Testing/69995/2022 

Title: 
Procurement of Services of a Consultancy Firm for IT Penetration Testing 
Services 

 
We, M/s <Firm Title> , incorporated under <mention the relevant Act/ordinance/ 

regulation> having its registered office at <complete business address> do hereby nominate 
Mr. <Complete Name>, <Designation>, CNIC# <xxxxx-xxxxxxx-x> as our lawful 
representative to participate, negotiate, sign, correspond and fulfil all associated formalities of 
the subject procurement on our behalf.   

Official Seal & Signature of 
Consultant: 

 
 

Date:   
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FORM TECH-3 

(Bid Security Form/Bank Guarantee) 
 

To: 
Director 
General Services Department, 
SBP Banking Services Corporation 
4th Floor BSC House, I. I Chundrigar Road, Karachi 

 
Dear Sir, 

Whereas M/s (hereinafter called “the Service Provider”) has submitted its Bid dated -------- for 
Procurement of Services of a Consultancy Firm for IT Penetration Testing Services (hereinafter 
called “the Bid”). 

KNOW ALL MEN BY THESE PRESENTS that in pursuance of the terms of the Bid. We the Guarantor 
[name of Financial Institution] having our registered office at [address of Financial 
Institution] (hereinafter called “the Commercial Bank”), are bound unto SBP Banking Services 
Corporation (SBP BSC) (hereinafter called “the Client”) in the sum stated [Bid Security Amount], 
for the payment of which sum well and truly to be made, we bind ourselves, our heirs, executors, 
administrators and successors, jointly and severally, firmly by these presents.  

Sealed with the Common Seal of the said Commercial Bank this _____ day of ____________ 2022.  
 

THE CONDITIONS of this obligation are:  

1. If the Consultant  

a) has withdrawn or modified our Bid during the period of Bid Validity specified in the Form 

of Bid;  

b) Disagreement to an arithmetical correction made to the Bid price; or  

c) having been notified of the acceptance of our Bid by the Client during the period of Bid 

Validity, (i) failure to sign the contract if required by the Client to do so or (ii) fail or refuse 

to furnish the Performance Guarantee or to comply with any other condition precedent 

to signing the contract specified in the Bidding Documents.  

 

2. We undertake to pay to the Client up to the above amount upon receipt of its first written 

demand, without the Client having to substantiate its demand, provided that in its demand 

the Client states the amount claimed by it is due to it, owing to the occurrence of one or any 

of the conditions, specifying the occurred condition or conditions.  

This guarantee shall remain in force up to and including twenty-eight (28) days after the 
period of Bid Validity, and any demand in respect thereof should reach the Commercial Bank 
not later than the above date. 

Signed: [insert signature of person whose name and capacity are shown]  
In the capacity of [insert legal capacity of person signing the Bid Securing Declaration] 
Name: [insert complete name of person signing the Bid Securing Declaration] 
Duly authorized to sign the Bid for and on behalf of: [Manager] 
Dated on ____________ day of __________________, _______ [insert date of signing] 
Corporate Seal (where appropriate) 
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FORM TECH-4  

Technical Compliance Form 

(ON SERVICE PROVIDER’S LETTERHEAD) 
 

Sr.# Description 
Consultant’s 

Response (Yes/No) 

1 
All the requirements mentioned in Appendix A 
“Description of the Services / Performance Specifications/ 
Terms of Reference. 

 

2 All the stated Terms and Conditions of the Contract. 
 

 
 
Seal and Signature of Consultant:              

General Note 
- The Financial Bid of the only technically accepted bids will be opened and the bid found to be 

the Most Advantageous i.e. having fulfilled the mandatory eligibility/qualification criteria 
and lowest score based on the quoted rates shall be accepted and will be awarded the 
contract.  
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FORM TECH-5 

DESCRIPTION OF APPROACH, METHODOLOGY AND WORK PLAN FOR PERFORMING THE ASSIGNMENT 

 
 

A. Technical Approach and Methodology.  In this chapter, you should explain your 
understanding of the objectives of the assignment, approach to the services, methodology for 
carrying out the activities and obtaining the expected output, and the degree of detail of such 
output. You should highlight the problems being addressed and their importance, and explain 
the technical approach you would adopt to address them. You should also explain the 
methodologies you propose to adopt and highlight the compatibility of those methodologies 
with the proposed approach. 

 

B. Organization and Staffing.  In this chapter, you should propose the structure and 
composition of your team. You should list the main disciplines of the assignment, the key 
expert responsible, and proposed technical and support staff.]. 

 
C. Work Plan.  In this chapter, you should propose the main activities of the assignment, their 

content and duration, phasing and interrelations, milestones (including interim approvals by 
the Client), and delivery dates of the reports (if any). The proposed work plan should be 
consistent with the technical approach and methodology, showing an understanding of the 
TOR and the ability to translate them into a feasible working plan. A list of the final documents, 
including reports, drawings, and tables to be delivered as final output, should be included 
here. The work plan should be consistent with the Work Schedule of Form TECH-6.  
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FORM TECH-6 
CURRICULUM VITAE (CV) FOR PROPOSED KEY TEAM MEMBERS 

 

1. Proposed Position [Member/Tester (only one candidate shall be nominated for each 
position)]:    

 
2. Name of Firm [Insert name of firm proposing the staff]:    
 
   
 

3. Name of Staff [Insert full name]:    
 

4. Date of Birth:    Nationality:     
 

5. CNIC No (if Pakistani):   or Passport No:   
 
6. Education :   
 

Degree Major/Minor Institution Date (MM/YYYY) 
    
    
    

 

7. Relevant International certifications  
 

Name of Certification Completion Year Institute 
   
   
   

 
Note: Attach valid documentary proof for each certification. 
 

8. Specific/Relevant Experience*: 
Assignment 

Title 
Position 

Client’ 
Name 

Year of 
Completion 

Brief description of the 
assignment 

     
     
     

*Note:  Complete details of completed assignments; Experience will be reckoned based on execution 
of the oldest assignment. 
 
9. Employment Record dates of employment, name of employing organization, positions held.]: 

Employer Position Role Description 
From 

(MM/YYYY) 
To 

(MM/YYYY) 
     
     
     

 
10. Certification: 
I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly describes 
myself, my qualifications, and my experience.  I understand that any wilful misstatement 
described herein may lead to my disqualification or dismissal, if engaged. 
  Date:    
[Signature of the staff member or an authorized representative of the staff] Day/Month/Year 
 
Full name of authorized representative:   
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FORM TECH-7 

(UNDERTAKING) 

(On Stamp Paper) 
 

Affidavit for Consultant’s Blacklisting Status 
 

Dear Sir, 
 
I/We hereby confirm and declare that I/We, M/s --------------------------------------------, has neither 
been Blacklisted/debarred under Rule 19 of PPR-2004 nor sanctioned by National Counter 
Terrorism Authority (NACTA). 
 
Detection of false declaration/statement at any stage of the entire Bidding Process / Currency of 
the Contract shall lead to disqualification and forfeiture of Bid Security or Performance Security, 
as the case may be, and termination of the contract. 
 
 

Seal & Signature of 
Consultant: 

 
 

Date:   
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FORM TECH-8 

DECLARATION OF BENEFICIAL OWNERS’ INFORMATION      

 
Under Declaration of Beneficial Owners’ Information of Public Procurement 

Contract Awarded Regulations, 2022 of Public Procurement Regulatory Authority 
1. Name   
2. Father’s Name/Spouse’s Name   
3. CNIC/NICOP/Passport no.   
4. Nationality   
5. Residential address   
6. Email address   
7. Date on which shareholding, control or interest acquired in the 

business. 
 

8. In case of indirect shareholding, control or interest being exercised through 
intermediary companies, entities or other legal persons or legal arrangements in the 
chain of ownership or control, following additional particulars to be provided: 

1 2 3 4 5 6 7 8 9 10 

N
am

e 

Legal form 
(Company/ 

Limited 
Liability 

Partnership/ 
Association of 

Persons/ 
Single 

Member 
Company/ 

Partnership 
Firm/ 

Trust/Any 
other 

individual, 
body 

corporate (to 
be specified)) 

D
at

e 
o

f 
in

co
rp

o
ra

ti
o

n
/ 

re
gi

st
ra

ti
o

n
 

N
am

e 
o

f 
re

gi
st

er
in

g 
A

u
th

o
ri

ty
 

B
u

si
n

es
s 

A
d

d
re

ss
 

C
o

u
n

tr
y 

E
m

ai
l A

d
d

re
ss

 

Percentage 
of 

shareholding, 
control or 
interest of 
BO in the 

legal person 
or legal 

arrangement 

Percentage 
of 

shareholding, 
control or 
interest of 

legal person 
or legal 

arrangement 
in the 

Company 

Identity of 
Natural 

Person who 
ultimately 

owns or 
controls the 
legal person 

or 
arrangement 

          

          

 
9. Information about the Board of Directors (details shall be provided regarding 

number of shares in the capital of the company as set opposite respective names).  
1 2 3 4 5 6 7 8 

Name 
and 

surname 
(In 

Block 
Letters) 

CNIC No. 
(in case 

of 
foreigner, 
Passport 

No) 

Father's/ 
Husband's 

Name in 
full 

Current 
Nationality 

Any other 
Nationality 

(ies) 

O
cc

u
p

at
io

n
 

Residential 
address in 
full or the 

registered/ 
principal 

office 
address for 

a 
subscriber 
other than 

natural 
person 

Number 
of shares 
taken by 

each 
subscriber 

(in 
figures 

and 
words) 

        
        

https://www.ppra.org.pk/doc/rgbo.pdf
https://www.ppra.org.pk/doc/rgbo.pdf
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Total number of shares taken (in figures and 

words) 
 

10. Any other information incidental to or relevant to Beneficial Owner(s).  
 
Name & signature 

(Person authorized to issue notice on behalf of the consultantsFORM TECH-9 
CONSULTANT’S ORGANIZATION AND EXPERIENCE 

 
A - Organization 

1. Name of Firm:  

2. Registered Address:  

3. Mailing Address:  

4. Telephone Number:   

5. Fax Number:  

6. E-mail Address:  

7. Web Address:  

8a. Contact Name:  

8b. Contact Title:  

9. Parent Company, if Any 
(Full Legal Name):  

 

10. Subsidiaries, Associates, and/or Overseas Representative(s), if Any: 

 

11. Nationality of the Firm  

12. Type of Business:  

12a. If Other, specify:  

13. Nature of Business:   

14. Year Established:  

15. Key Personnel: [include name of candidate, position, professional qualifications, and 
experience] 

 

16. Current tax authorities registration information: 
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B – Experience 

 
 

Assignment name: 
 
 

Approx. value of the contract: 
 
 

Country: 
Location within country: 
 

Duration of assignment (months): 
 
 

Name of Client: 
 
 

Total No of staff- 
months of the assignment: 
 
 

Address: 
 
 

Approx. value of the services provided by your 
firm under the contract: 
 

Start date (month/year): 
Completion date (month/year): 
 

No of professional staff-months provided by 
associated Consultants: 
 

Name of associated Consultants, if any: 
 
 
 
 
 

Name of the senior professional staff of your 
firm involved and functions performed 
(indicate most significant profiles such as 
Project Director/Coordinator, Team Leader): 
 
 
 

Narrative description of Project: 
 
 
 
 
 
 

Description of actual services provided by your staff within the assignment: 
 
 
 
 
 
 
 
 

 
Note: Please attach copies of the Contract/Engagement Letter for each assignment, as evidence. 
In the absence of documentary evidence, no score will be allotted.  
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FORM TECH-10 
TEAM COMPOSITION AND TASK ASSIGNMENTS 

 

Professional Staff 

Name of 
Staff 

CNIC No./ 
Passport No. 

Firm 
Area of 

Expertise 
Position 
Assigned 

Task 
Assigned 
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Section 4. 

Financial Proposal – Standard Forms 

 
 

- FIN-1: Financial Proposal Submission Form 
- FIN-2: Summary of Costs/Price Schedule 
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FORM FIN-1 
FINANCIAL PROPOSAL SUBMISSION FORM 

 
(On Consultant’s Letterhead) 

{Location, Date} 
 
To:  

Director 
General Services Department, 
State Bank of Pakistan – BSC (HOK) 
4th Floor BSC House, I. I Chundrigar Road, Karachi 

Dear Sir: 
 
 We, the undersigned, offer to provide the services for Procurement of Services of a 
Consultancy Firm for IT Penetration Testing Services in accordance with your Request for 
Proposal dated [Insert Date] and our Technical Proposal.   
 

Our attached Financial Proposal is for the amount of {Indicate the corresponding to the 
amount(s) currency} {Insert amount(s) in words and figures}, “including all taxes in 
accordance with Para 11.1 in the Data Sheet. {Please note that all amounts shall be the same as in 
Form FIN-2}. 
 
 Our Financial Proposal shall be binding upon us subject to the modifications resulting 
from Contract negotiations (if any), up to the expiration of the validity period of the Proposal, i.e. 
before the date indicated in Clause 6.1 of the Data Sheet. 
 
 We understand you are not bound to accept any Proposal you receive. 
 
 We remain, 
 

Yours sincerely, 
 

Authorized Signature {In full and initials}:    
Name and Title of Signatory:    
In the capacity of:    
Address:    
E-mail: _
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FORM FIN-2  
PRICE SCHEDULE 

 
(On Consultant’s Letterhead) 

 

Sr.# 
Description of 

Consultancy Services  
Consultancy  

Fee (Rs.) 
Applicable Tax 

@ 13% 

Total amount 
(Inclusive of 

Applicable Tax 
  A B C=A+B 

1 
Complete consultancy 
services as mentioned in 
TORs  

   

     
 
 
Note:  

1. Direct taxes will be the responsibility of the Consultant and the client will not reimburse 
the direct taxes and will be deducted at source from the invoice as per applicable rate/law. 

 
2. No other charges whatsoever will be paid other than above on any grounds and Payments 

shall be subject to deduction of withholding income tax and services sales tax at the rates 
prevailing at the time of payment. 
 

3. Payment shall be made against satisfactory completion of each milestone as given below;  
 

Payment Criteria Amount 

Advance Nil 

Submission of draft penetration testing report(s) 60%   

Submission of final penetration testing report(s) 30%   

Revalidation after fixing of highlighted issues mentioned in the final 
report(s) 

10%   
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Section 5 
TERMS OF REFERENCE 

 
 
1. Objective 
 

1.1. To assess the cyber security posture of In-scope IT systems, identify security 

vulnerabilities using tools, techniques and procedures and recommend detailed steps to 

remediate associated cyber risks.       

 
2. Scope of Work 
 

2.1. Scope of assignment includes the following: 

 

# Item Description PT Type Count 

a. 
Public Infrastructure 

Penetration Testing 

Penetration Testing of Bank’s internet 

footprint including in-scope internet 

facing systems covering network 

components, websites/web 

applications, APIs and their associated 

components 

External/ 

Black Box 

Approx. 50 

IP Addresses 

b. 
Web Application 

Penetration Testing 

In-depth Penetration testing of Bank’s 

provided Web applications 

External/ 

Grey Box 
04 

c. 
Mobile Application 

Penetration Testing 

In-depth penetration testing of both 

android and IOS based mobile 

applications 

External/ 

Grey Box 
02 

d. 
Wireless Network  

Penetration Testing 

In-depth penetration testing of Banks’ 

Internal Wireless network 

Internal/ 

Black Box 
04 SSIDs 

e. 

Social Engineering 

Penetration Testing using 

Phishing Campaign  

Simulated phishing email based 

penetration testing to different group of 

employees  

External/ 

Black Box 
01 

 

2.2. Revalidation after fixing of identified issues by the Bank (max. time for fixing = 90 days) 

as per recommendations provided (or otherwise) in the final report by the consultant. 

 
3. Work Plan & Methodology: 

3.1. Consultant will adopt a systematic and structural approach during this engagement in 

order to discover all possible systems and their associated components subject to the 

defined rules of engagement for identifying vulnerabilities and associated risks.  

 
3.2. The firm will provide outlines of the plan for the main activities / tasks of the assignment, 

their content and duration, phasing and milestones (including any interim approvals by 

the Client), and tentative delivery dates of the reports. The proposed work plan should 

be consistent with the technical approach and methodology, showing understanding of 

the TOR and ability to translate them into a feasible working plan. 

4. Work Requirements: 
 

a. Black Box testing will be performed with minimal (if Bank consider it suitable) or no 

prior information of the target system. Grey Box testing will be performed with prior 

information of the target system (to be shared by the Bank) to enable Consultant to 

thoroughly check and identify vulnerabilities.  



 

Page 40 of 73 

 

b. Information related to IP addresses, web/mobile applications, SSIDs etc. or any other 

required information under the specific scope would be share with the Most 

Advantageous Consultant only. 

 
c. Penetration testing should be performed in an appropriate manner to avoid potential 

impacts on the operations or security of the business applications. 

 

d. Licensing of any proprietary security tool will be the responsibility of the consultant. 

The execution of any security tool/script on the Bank’s network or any associated 

component will require Bank’s prior review and approval.   

 

e. Use of any pirated, cracked, unlicensed software, tool or script will not be allowed. 

 
f. Exploiting any vulnerability, denial of service attack, using automated testing which 

generates significant amount of traffic or other similar activities, which may have a 

severe business impact on operations, would require Bank’s prior 

authorization/approval.     

5. Non-Disclosure Agreement: 
 

a. The consultant and its firm must ensure complete confidentiality of the Bank’s 

information. All information obtained during this engagement by the Consultant firm 

and its affiliates will be subject to non-disclosure for lifetime. The Bank, after 

completion of the assignment may request the Consultant to destroy/delete all the 

information obtained during the assignment.     

 

b. The Consultant firm with the Bank will sign a non-disclosure agreement (NDA) for 

which the Bank will provide draft copy of the NDA for signing off.  

 
c. Consultant and its firm must ensure secure disposal of Bank’s information including 

reports and supporting information after completion of engagement. 

 
6. Project Completion Timelines 
 

a. Bank expects that entire project should be completed within 12 calendar weeks or 

early starting from the date of commencement of the contract agreement.  

b. Any change in the project completion timeline will be subject to the justifications 

provided by the firm under the normal working circumstances and its acceptance by 

the Bank.         

7. Project Deliverables 
7.1. Following Penetration testing reports will be considered deliverables of this 

engagement. 

i. Report on Section 2.1 Sr. No (a) 

ii. Report on Section 2.1 Sr. No (b) 

iii. Report on Section 2.1 Sr. No (c) 

iv.  Report on Section 2.1 Sr. No (d) 

v. Report on Section 2.1 Sr. No (e) 

Note: 
i. All reports will be treated as “Confidential” and will be provided to authorized person of the 

Bank only. Initial report marked as DRAFT will be provided in electronic format for review of 
the Bank. The Bank’s authorized person will review the draft in line with project scope and 
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will assess whether the report covers all aspects of the scope as provided in terms of 
reference. The Bank will also review the completeness and quality of the report in terms of 
its contents, references and supporting documents.     

ii. After fulfilling the requirements/gaps specified by the Bank, if any, the consultant would 
submit final copy of the reports to the Bank’s authorized person for acceptance. 
 

 
********************** 
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RFP NO. GSD (PROC. II)/IT PENETRATION TESTING/69995/2022 
 
 
 

PART-II 
 SECTION 6 

 
 
 

CONTRACT FOR SERVICES 
 
 
 

Lump-Sum 
 

Procurement of Services of a Consultancy Firm for IT Penetration 
Testing Services  

 
 

 Between 
 

 
(Name of the Client) 

 
 

and 
 
 

 
(Name of the Consultant) 

 
 
 
 
 

 
 
 
 
 
 
 
 

Dated:  MM, YYYY 
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On Stamp Paper 
 
 
 
 
 

Form of Contract 
LUMP-SUM 

 
This CONTRACT (hereinafter called the “Contract”) is made the _____ day of the month of mm,yyyy 
between, on the one hand, State Bank of Pakistan (hereinafter called the “Client”) having its 
office at I. I. Chundrigar Road, Karachi and, {Consultant Title} (hereinafter called the 
“Consultant”) having its office at ------------------ 
 
WHEREAS, 

(a) the Client has requested the Consultant to provide certain services as defined in 
Appendix A of this Contract (hereinafter called the “Services”); 

(b) the Consultant, having represented to the Client that it has the required professional 
skills, expertise, and technical resources, has agreed to provide the Services on the terms 
and conditions set forth in this Contract; 

 
NOW THEREFORE the parties hereto hereby agree as follows: 

1. The following documents attached hereto shall be deemed to form an integral part of this 
Contract: 
(a) The General Conditions of Contract; 
(b) The Special Conditions of the Contract; 
(c) Appendices;  

Appendix A: Terms of Reference 
Appendix B: Key Experts  
Appendix C: Breakdown of Contract Price  
Appendix D Consultant’s Proposal 
Appendix E Notification of Award 
Appendix F Letter of Acceptance 
Appendix G: Performance Security  
Appendix H: Integrity Pact 
Appendix I: Non-Disclosure Agreement 
 

In the event of any inconsistency between the documents, the following order of 
precedence shall prevail the Special Conditions of Contract; the General Conditions of 
Contract; and appendices in alphabetical sequence. Any reference to this Contract shall 
include, where the context permits, a reference to its Appendices. 

 
2. The mutual rights and obligations of the Client and the Consultant shall be as set forth in 

the Contract, in particular: 
(a) the Consultant shall carry out the Services in accordance with the provisions of the 

Contract; and 
(b) the Client shall make payments to the Consultant in accordance with the provisions 

of the Contract. 
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On Stamp Paper 
 

IN WITNESS WHEREOF, the Parties hereto have caused this Contract to be signed in their 
respective names as of the day and year first above written. 
 

For and on behalf of the Client For and on behalf of the Consultant 

 
 

[Authorized Representative] 
(Name, Designation, Official Stamp and 

signature) 
 

 
 

[Authorized Representative] 
(Name, Designation, Official Stamp and 

signature) 
 

Witness 1 Witness 1 
 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
 

 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
 

Witness 2 Witness 2 
 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
 

 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
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GENERAL CONDITIONS OF CONTRACT 
 

A. GENERAL PROVISIONS 

1. Definitions 1.1. Unless the context otherwise requires, the following terms 
whenever used in this Contract have the following meanings: 

(a) “Applicable Law” means the laws and any other instruments 
having the force of law in the Islamic Republic of Pakistan. 

(b) “Client” means State Bank of Pakistan that signs the Contract 
for the Services with the selected Consultant. 

(c) “Consultant” means (Insert name of most advantageous 
Consultant) 

(d)  “Contract” a legally binding written agreement signed 
between the Client and the Consultant and includes all the 
attached documents listed under Clause 1 of Form of Contract 
which includes General Conditions of Contract (GCC), Special 
Conditions of Contract (SCC), and Appendices. 

(e) “Day” means a calendar day unless indicated otherwise. 

(f) “Effective Date” means the date on which this Contract comes 
into force and effect pursuant to Clause 10 of GCC. 

(g) “Experts” means, collectively, Key Experts, Non-Key Experts, 
or any other person of the Consultant, assigned by the 
Consultant to perform the Services or any part thereof under 
the Contract. 

(h) “GCC” means these General Conditions of Contract. 

(i) “Government” means the Government of Pakistan. 

(j) “Key Expert(s)” means an individual professional whose 
skills, qualifications, knowledge and experience are critical to 
the performance of the Services under the Contract and whose 
Curricula Vitae (CV) was taken into account in the technical 
evaluation of the Consultant proposal.  

(k) “Local Currency” means the currency of the Islamic Republic 
of Pakistan. 

(l) “Non-Key Expert(s)” means an individual professional for 
each position to be filled on a requirement basis, provided by 
the Consultant, with the consent of the client to perform the 
Services or any part thereof under the Contract. 

(m) “Party” means the Client or the Consultant, as the case may be, 
and “Parties” means both of them. 

(n) “SCC” means the Special Conditions of Contract by which the 
GCC may be amended or supplemented but not over-written. 

(o) “Services” means the work to be performed by the 
Consultant/sub-consultant pursuant to this Contract, as 
described in Appendix A hereto. 
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(p) “Third Party” means any person or entity other than the 
Government, the Client, the Consultant or a Sub-Consultant. 

2. Relationship 
between the 
Parties 

 

2.1. Nothing contained herein shall be construed as establishing a 
relationship of master and servant or principal and agent as 
between the Client and the Consultant.  The Consultant, subject 
to this Contract, has complete charge of the Experts, 
performing the Services and shall be fully responsible for the 
Services performed by them or on their behalf hereunder. 

2.2. The parties agree that this contract creates an independent 
Service Provider relationship, not an employment relationship.  
The Consultant acknowledges and agrees that the Client will 
not provide the Consultant or its employee(s) any fringe 
benefits or for the reimbursement of any expenses, including 
without limitation any medical or pension payments, and that 
income tax/withholding tax is Consultant’s responsibility. 

2.3. The Consultant shall be exclusively responsible for paying the 
salary and other emoluments and providing the benefits to 
which each of the Consultant employee (s) is entitled under 
his/her contract with the Consultant. All claims made by the 
Consultant’s employee (s) shall be dealt with exclusively by the 
Consultant.  None of the Consultant’s employee (s) shall be 
entitled to seek employment with the Client merely on the 
ground that he/she had been engaged by the Consultant during 
the tenure of this Contract or was engaged by the Consultant 
for the provision of the services to the Client or was deployed 
to the Client’s premises. 

2.4. Nothing in this Contract is intended or shall be deemed to 
constitute a partnership agency, employer-employee, or joint 
venture relationship between the Parties. No Party shall incur 
any debts or make any commitments for the other except to the 
extent, if at all specifically provided herein. 

3. Indemnity 3.1. The Consultant agrees to indemnify the Client and hold it 
harmless against any and all liabilities, including judgments 
and cost of litigation, for anything done or omitted by the 
Consultant in the execution of this Contract. 

4. Governing Law 4.1. The Applicable Laws of Pakistan shall govern this contract, its 
meaning and interpretation, and the relation between the 
Parties. 

5. Language 5.1. This Contract has been executed in the language specified in 
the SCC, which shall be the binding and controlling language 
for all matters relating to the meaning or interpretation of this 
Contract. 

6. Headings 6.1. The headings shall not limit, alter or affect the meaning of this 
Contract. 

7. Communications 7.1. Any communication required or permitted to be given or made 
pursuant to this Contract shall be in writing in the language 
specified in Clause GCC 5. Any such notice, request or consent 
shall be deemed to have been given or made when delivered in 
person to an authorized representative of the Party to whom 
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the communication is addressed, or when sent to such Party at 
the address specified in the SCC.  

7.2. A Party may change its address for notice hereunder by giving 
the other Party any communication of such change to the 
address specified in the SCC. 

8. Authorized 
Representatives 

8.1. Any action required or permitted to be taken, and any 
document required or permitted to be executed under this 
Contract by the Client or the Consultant may be taken or 
executed by the officials specified in the SCC. 

9. Corrupt and 
Fraudulent 
Practices 

9.1. It is the client’s policy to require that the Consultant shall 
observe the highest standard of ethics during the procurement 
and execution of the contract. In pursuit of this policy, the client 
follows, inter alia, the instructions contained in Rule 2(1)(f) of 
the Public Procurement Rules (PPR 2004) which defines: 

“corrupt and fraudulent practices” in respect of procurement 
process, shall be either one or any combination of the practices 
including,- 

i. “coercive practices” which means any impairing or 
harming or threatening to impair or harm, directly or 
indirectly, any party or the property of the party to 
influence the actions of a party to achieve a wrongful gain 
or to cause a wrongful loss to another party; 

ii. “collusive practices” which means any arrangement 
between two or more parties to the procurement process 
designed to stifle open competition for any wrongful gain, 
and to establish prices at artificial, non-competitive levels; 

iii. “corrupt practices” which means the offering, giving, 
receiving or soliciting, directly or indirectly, of anything of 
value to influence the acts of another party for wrongful 
gain; 

iv. “fraudulent practices” which means any act or omission, 
including a misrepresentation, that knowingly or 
recklessly misleads, or attempts to mislead, a party to 
obtain a financial or other benefit or to avoid an 
obligation; and 

v. “obstructive practices” which means harming or 
threatening to harm, directly or indirectly, persons to 
influence their participation in a procurement process, or 
affect the execution of a contract;” 

9.2. The client will terminate the contract if it determines that the 
Consultant recommended for award has, directly or through an 
agent, engaged in corrupt, fraudulent, collusive or coercive and 
obstructive practices in competing for the contract in question; 

9.3. The client will sanction a Consultant, including declaring the 
Consultant ineligible, either indefinitely or for a stated period 
of time, to be awarded a CLIENT’s contract if at any time it 
determines that the Consultant has, directly or through an 
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agent, engaged in corrupt, fraudulent, collusive or coercive and 
obstructive practices in competing for, or in executing Client’s 
contract; and 

9.4. Under Rule 19 of PPR-2004, the client/SBP BSC can inter alia 
blacklist the consultants found to be indulging in corrupt or 
fraudulent practices. Such barring action shall be duly 
publicized and communicated to the PPRA.  

9.5. Under Rule 19 of PPR-2004, the following mechanism and 
manner for permanently or temporarily barring, from 
participating in their respective procurement proceedings will 
be followed as per the guidance of Client’s /SBP BSC 
management: 

Nature of 
Offense/ Fault 

Means of Verification 
Action By 

Committee 
Corrupt and 
Fraudulent 
Practices 

 Results of Bid/Proposal 
analysis resulting in 
substantive evidence of 
collusion.  

 Actual instance verifiable as 
per law of land and 
applicable Rule and 
Regulations of SBP. 

 Cross verification of 
documentary undertaking 
submitted by Consultant. 

Blacklisted and 
cross-debarred 
for the period up 
to 10 years. 

Performance 
Deficiencies 

Documented evidence in form 
of consistent performance 
deficiencies and notices of 
performance deficiencies not 
suitably responded to or 
defended by Consultant. 

Blacklisted and 
cross-debarred 
for the period up 
to 03 years. 

Consultant failed 
to abide with Bid 
Form / Bid 
Securing 
Declaration. 

Failed to abide with Bid Form 
/ Bid Securing Declaration. 

Blacklisted and 
cross-debarred 
for the period up 
to 06 months. 

 
9.6. However, such barring action shall be undertaken only after 

providing an adequate opportunity of being heard to the 
Consultant who is to be barred and blacklisted. 

9.7. The receipt for any money paid by the consultants will not be 
considered as an acknowledgment of payment to the 
consultant unless such receipt is signed by a duly authorized 
officer of the client and SBP BSC, and the consultant shall be 
solely responsible for seeing that a proper receipt is provided. 

9.8. Pursuant to Rule 7 of PPR-2004 consultants undertake to sign 
an Integrity pact in accordance with the prescribed format 
attached hereto at Appendix H for all the procurements 
estimated to exceed Rs. 10.00 million or any other limit 
prescribed by the Client. 

 
B. COMMENCEMENT, COMPLETION, MODIFICATION AND TERMINATION OF CONTRACT 
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10. Effectiveness of 
Contract 

10.1. This Contract shall come into force and effect on the date 
(the “Effective Date”) as mentioned in SCC. 

11. Termination of 
Contract for Failure to 
Become Effective 

11.1. If this Contract has not become effective within such 
period after the date of Contract signature as specified in 
the SCC. The client shall consider termination of contract 
besides the forfeiture of performance security except the 
conditions specified under GCC 16 including temporary/ 
permanent debarment if considered necessary. 

12. Commencement of 
Services 

12.1. The Consultant shall confirm the availability of Key 
Experts and begin carrying out the Services not later than 
the number of days after the Effective Date specified in the 
SCC and commence its services as per the date mentioned 
in SCC. 

13. Expiration of Contract 13.1. Unless terminated earlier pursuant to Clause GCC 18 
hereof, this Contract shall expire at the end of such period 
after the Effective Date as specified in the SCC 

14. Entire Agreement 14.1. This Contract contains all covenants, stipulations and 
provisions agreed by the Parties. No agent or 
representative of either Party has authority to make, and 
the Parties shall not be bound by or be liable for, any 
statement, representation, promise, or agreement not set 
forth herein. 

15. Modifications  15.1. Modifications of the terms and conditions of this 
Contract, including any modification of the scope of the 
Services or the Contract price, may only be made by 
written agreement between the Parties in compliance 
with PPR-2004..  

16. Force Majeure  

a. Définition 16.1. For the purposes of this Contract, “Force Majeure” means 
an event which is beyond the reasonable control of a 
Party, is not foreseeable, is unavoidable, and makes a 
Party’s performance of its obligations hereunder 
impossible or so impractical as reasonably to be 
considered impossible under the circumstances, and 
subject to those requirements, includes, but is not limited 
to, war, riots, civil disorder, earthquake, fire, explosion, 
storm, flood or other adverse weather conditions, strikes, 
lockouts or other industrial action confiscation or any 
other action by Government agencies. 

16.2. Force Majeure shall not include (i) any event which is 
caused by the negligence or intentional action of a Party 
or such Party’s Experts, Sub-consultants or agents or 
employees, nor (ii) any event which a diligent Party could 
reasonably have been expected to both take into account 
at the time of the conclusion of this Contract and avoid or 
overcome in the carrying out of its obligations hereunder. 

16.3. Force Majeure shall not include insufficiency of funds or 
failure to make any payment required hereunder. 



 

Page 50 of 73 

b. No Breach of 
Contract 

16.4. The failure of a Party to fulfill any of its obligations 
hereunder shall not be considered to be a breach of or 
default under, this Contract insofar as such inability arises 
from an event of Force Majeure, provided that the party 
affected by such an event has taken all reasonable 
precautions, due care and reasonable alternative 
measures, all to carry out the terms and conditions of this 
Contract.  

c. Measures to be 
Taken 

16.5. A Party affected by an event of Force Majeure shall 
continue to perform its obligations under the Contract as 
far as is reasonably practical, and shall take all reasonable 
measures to minimize the consequences of any event of 
Force Majeure. 

16.6. A Party affected by an event of Force Majeure shall notify 
the other Party of such event as soon as possible, and in 
any case, not later than fourteen (14) calendar days 
following the occurrence of such event, providing 
evidence of the nature and cause of such event, and shall 
similarly give written notice of the restoration of normal 
conditions as soon as possible. 

16.7. Any period within which a Party shall, pursuant to this 
Contract, complete any action or task, shall be extended 
for a period equal to the time during which such Party was 
unable to perform such activities as a result of Force 
Majeure. 

16.8. During the period of their inability to perform the 
Services as a result of an event of Force Majeure, the 
Consultant, upon instructions by the Client, shall either: 

a) demobilize, in which case the Consultant shall be 
reimbursed for additional costs they reasonably and 
necessarily incurred, and, if required by the Client, in 
reactivating the Services; or 

b) continue with the Services to the extent reasonably 
possible, in which case the Consultant shall continue 
to be paid under the terms of this Contract and be 
reimbursed for additional costs reasonably and 
necessarily incurred. 

16.9. In the case of disagreement between the Parties as to the 
existence or extent of Force Majeure, the matter shall be 
settled according to Clauses GCC 35. 

17. Suspension 17.1. The Client may, by written notice of suspension to the 
Consultant, suspend all payments to the Consultant 
hereunder if the Consultant fails to perform any of its 
obligations under this Contract, including the carrying out 
of the Services, provided that such notice of suspension (i) 
shall specify the nature of the failure, and (ii) shall request 
the Consultant to remedy such failure within a period not 
exceeding thirty (30) calendar days after receipt by the 
Consultant of such notice of suspension. 
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18. Termination 18.1. This Contract may be terminated by either Party as per 
provisions set up below:      

(a) By the Client 18.1.1. The Client may terminate this Contract in case of the 
occurrence of any of the events specified in 
paragraphs (a) through (f) of this Clause. In such an 
occurrence the Client shall give at least fifteen (15) 
calendar days written notice of termination to the 
Consultant in case of the events referred to in (a) 
through (d); at least thirty (30) calendar days 
written notice in case of the event referred to in (e); 
and at least five (5) calendar days written notice 
in case of the event referred to in (f): 

a) If the Consultant fails to remedy a failure in the 
performance of its obligations hereunder, as 
specified in a notice of suspension pursuant to 
Clause GCC 17;  

b) If the Consultant becomes (or, if the Consultant 
consists of more than one entity, if any of its 
members becomes) insolvent or bankrupt or 
enter into any agreements with their creditors 
for relief of debt or take advantage of any law 
for the benefit of debtors or go into liquidation 
or receivership whether compulsory or 
voluntary; 

c) If the Consultant fails to comply with any final 
decision reached as a result of arbitration 
proceedings pursuant to Clause GCC 35; 

d) If, as the result of Force Majeure, the Consultant 
is unable to perform a material portion of the 
Services for not less than sixty (60) calendar 
days; 

e) If the Client, in its sole discretion and for any 
reason whatsoever, decides to terminate this 
Contract; 

f) If the Consultant fails to confirm availability of 
Key Experts as required in Clause GCC 12. 

18.1.2. Furthermore, if the Client determines that the 
Consultant has engaged in corrupt, fraudulent, 
collusive, coercive or obstructive practices, in 
competing for or in executing the Contract, then the 
Client may, after giving seven (07) calendar days 
written notice to the Consultant, terminate the 
Consultant’s employment under the Contract.  

(b) By the Consultant 18.1.3. The Consultant may terminate this Contract, by not 
less than thirty (30) calendar days written notice 
to the Client, in case of the occurrence of any of the 
events specified in paragraphs (a) through (d) of 
this Clause. 
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a) If the Client fails to pay any money due to the 
Consultant pursuant to this Contract and is not 
subject to dispute pursuant to Clause GCC 35 
within forty-five (45) calendar days after 
receiving written notice from the Consultant 
that such payment is overdue. 

b) If, as the result of Force Majeure, the Consultant 
is unable to perform a material portion of the 
Services for not less than sixty (60) calendar 
days. 

c) If the Client fails to comply with any final 
decision reached as a result of arbitration 
pursuant to Clause GCC 35. 

d) If the Client is in material breach of its 
obligations pursuant to this Contract and has 
not remedied the same within forty-five (45) 
calendar days (or such longer period as the 
Consultant may have subsequently approved in 
writing) following the receipt by the Client of 
the Consultant’s notice specifying such breach. 

(c) Cessation of Rights 
and Obligations 

18.1.4. Upon termination of this Contract pursuant to 
Clauses GCC 11 or GCC 18 hereof, or expiration of 
this Contract pursuant to Clause GCC 13, all rights 
and obligations of the Parties hereunder shall cease, 
except (i) such rights and obligations as may have 
accrued on the date of termination or expiration, (ii) 
the obligation of confidentiality set forth in Clause 
GCC 21, (iii) the Consultant’s obligation to permit 
inspection, copying and auditing of their accounts 
and records set forth in Clause GCC 24, and (iv) any 
right which a Party may have under the Applicable 
Law. 

(d) Cessation of 
Services 

18.1.5. Upon termination of this Contract by notice of 
either Party to the other pursuant to Clauses GCC 
18 (a) or GCC 18 (b), the Consultant shall, 
immediately upon dispatch or receipt of such 
notice, take all necessary steps to bring the Services 
to a close in a prompt and orderly manner and shall 
make every reasonable effort to keep expenditures 
for this purpose to a minimum. With respect to 
documents prepared by the Consultant and 
equipment and materials furnished by the Client, 
the Consultant shall proceed as provided, 
respectively, by Clause GCC 24. 

(e) Payment upon 
Termination 

18.1.6. Upon termination of this Contract, the Client shall 
make the following payments to the Consultant: 

a) payment for Services satisfactorily performed 
prior to the effective date of termination; and 

b) in the case of termination pursuant to sub-
clause (d) and (e) of GCC Clause 18.1.1, 
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reimbursement of any reasonable cost 
incidental to the prompt and orderly 
termination of this Contract, including the cost 
of the return travel of the Experts. 

 
C. OBLIGATIONS OF THE CONSULTANT 

19. General  

(a) Standard of 
Performance 

19.1. The Consultant shall perform the Services and carry out 
the Services with all due diligence, efficiency and 
economy, in accordance with generally accepted 
professional standards and practices, and shall observe 
sound management practices, and employ appropriate 
technology and safe and effective equipment, machinery, 
materials and methods. The Consultant shall always act, 
in respect of any matter relating to this Contract or the 
Services, as a faithful adviser to the Client, and shall at all 
times support and safeguard the Client’s legitimate 
interests in any dealings with the third parties. 

19.2. The Consultant shall employ and provide such qualified 
and experienced Experts and Sub-Consultants as are 
required to carry out the Services. 

(b) Law Applicable to 
Services 

 

19.3. The Consultant shall perform the Services in accordance 
with the Contract and the Applicable Law and shall take 
all practicable steps to ensure that any of its Experts and 
Sub-Consultant, comply with the Applicable Law.  

20. Conflict of Interests 20.1. The Consultant shall hold the Client’s interests 
paramount, without any consideration for future work, 
and strictly avoid conflict with other assignments or 
their corporate interests. 

(a) Prohibition of 
Conflicting Activities 

20.1.1. The Consultant shall not engage and shall cause its 
Experts not to engage, either directly or indirectly, 
in any business or professional activities that 
would conflict with the activities assigned to them 
under this Contract. 

(b) Strict Duty to 
Disclose Conflicting 
Activities 

20.1.2. The Consultant has an obligation and shall ensure 
that its Experts shall have an obligation to disclose 
any situation of actual or potential conflict that 
impacts their capacity to serve the best interest of 
their Client, or that may reasonably be perceived 
as having this effect. Failure to disclose said 
situations may lead to the disqualification of the 
Consultant or the termination of its Contract. 

21. Confidentiality 21.1. Information relating to evaluation of bids and 
recommendations concerning to award of the contract 
shall not be disclosed by the Bank to the Consultants or 
to any other person who is not officially concerned with 
the process, until the announcement of the result of 
evaluation. 
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21.2. The Consultant shall not disclose or attempt to make 
public any information relating to the bidding 
documents, bidding process and award of the contract to 
any person or entity without the Bank’s prior written 
consent. 

 
21.3. In case of any disclosure related to the bidding 

process and contractual obligations at any stage by any 
Consultant, the Bank may reject its bid and/or 
terminate the contract Consultant.  

22. Liability of the 
Consultant 

22.1. Subject to additional provisions, if any, set forth in the SCC, 
the Consultant liability under this Contract shall be 
provided by the Applicable Law. 

23. Reporting Obligations 23.1. The Consultant shall submit to the Client the reports and 
documents specified in Appendix A, in the form, in the 
numbers and within the periods set forth in the said 
Appendix.   

24. Proprietary Rights of 
the Client in Reports 
and Records 

24.1. Unless otherwise indicated in the SCC, all reports and 
relevant data and information such as plans, databases, 
other documents and software, supporting records or 
material compiled or prepared by the Consultant for the 
Client in the course of the Services shall be confidential 
and become and remain the absolute property of the 
Client. The Consultant shall, not later than upon 
termination or expiration of this Contract, deliver all 
such documents to the Client, together with a detailed 
inventory thereof.   

 
D. CONSULTANT’S EXPERTS AND SUB-CONSULTANT 

25. Description of Key 
Experts 

25.1. The title agreed job description, minimum qualification 
and estimated period of engagement to carry out the 
services of each of the Consultant Key Experts are 
described in Appendix B.   

26. Replacement of Key 
Experts 

26.1. Except as the Client may otherwise agree in writing, no 
changes shall be made in the Key Experts.  

26.2. Notwithstanding the above, the substitution of Key 
Experts during Contract execution may be considered 
only based on the Consultant's written request and due 
to circumstances outside the reasonable control of the 
Consultant, including but not limited to death or medical 
incapacity. In such case, the Consultant shall forthwith 
provide as a replacement, a person of equivalent or 
better qualifications and experience, and at the same rate 
of remuneration. 

27. Removal of Experts  27.1. If the Client finds that any of the Experts have committed 
serious misconduct or has been charged with having 
committed a criminal act, or shall the Client determine 
that Consultant Expert has engaged in corrupt, 
fraudulent, collusive, coercive or obstructive practice 
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while performing the Services, the Consultant shall, at 
the Client’s written request, provide a replacement.  

27.2. In the event that any of Key Experts, Non-Key Experts is 
found by the Client to be incompetent or incapable in 
discharging assigned duties, the Client, specifying the 
grounds, therefore, may request the Consultant to provide 
a replacement in a number of days as mentioned in SSC. 

27.3. Any replacement of the removed Experts shall possess 
better qualifications and experience and shall be 
acceptable to the Client. 

27.4. The Consultant shall bear all costs arising out of or 
incidental to any removal and/or replacement of such 
Experts. 

 
E. OBLIGATIONS OF THE CLIENT 

28. Assistance  28.1. Unless otherwise specified in the SCC, the Client shall use its best 
efforts to: 

a) Assist the Consultant by providing requisite 
information/documents as shall be necessary to enable the 
Consultant/Auditor to perform the Services. 

b) Provide to the Consultant any such other assistance as may be 
specified in the SCC. 

29. Payment 
Obligation 

29.1. In consideration of the Services performed by the Consultant 
under this Contract, the Client shall make such payments to the 
Consultant for the deliverables specified in Appendix A and such 
manner as is provided by GCC F below. 

 
F. PAYMENTS TO THE CONSULTANT 

30. Contract   
Price 

30.1. The Contract price is fixed and is set forth in the SCC.  

30.2. Any change to the Contract price specified in Clause 30.1 can be 
made only if the Parties have agreed to the revised scope of 
Services pursuant to Clause GCC 15 and have amended in writing 
the Terms of Reference in Appendix A. 

31. Taxes and 
Duties 

31.1. The Consultant and Experts are responsible for meeting any and 
all tax liabilities arising out of the Contract unless it is stated 
otherwise in the SCC.   

32. Currency of   
Payment 

32.1. Any payment under this Contract shall be made in the currency 
requested in the financial proposal. 

33. Mode of 
Billing and 
Payment 

33.1. The total payments under this Contract shall not exceed the 
Contract price set forth in Clause GCC 30.1. 

33.2. The payments under this Contract shall be made in lump-sum 
installments against deliverables specified in Appendix A or as 
mentioned in SCC. The payments will be made according to the 
payment schedule stated in the SCC.   
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33.2.1. The Lump-Sum Installment Payments. The Client shall pay the 
Consultant within thirty (30) days after the receipt by the 
Client of the deliverable(s) and the cover invoice for the 
related lump-sum installment payment.   The payment can 
be withheld if the Client does not approve the submitted 
deliverable(s) as to satisfactory in which case the Client shall 
provide comments to the Consultant/Auditor within the 
same thirty (30) days period. The Consultant/Auditor shall 
thereupon promptly make any necessary corrections, and 
thereafter the foregoing process shall be repeated.     

33.2.2. All payments under this Contract shall be made to the 
accounts of the Consultant specified in the SCC. 

33.2.3. With the exception of the final payment under Clause 33.2.2 
above, payments do not constitute acceptance of the whole 
Services nor relieve the Consultant of any obligations 
hereunder.  

 
G. CORRECTION OF DEFECTS AND PENALTY FOR LACK OF PERFORMANCE 

34. Correction of 
Defects, and 
Penalty for 
Lack of  
Performance   

34.1. The Bank shall give notice to the Consultant of any 
failures or service deficiencies before the end of the Contract. The 
Deficiency liability period shall be extended for as long as 
Deficiency remains to be corrected.  

 
34.2. Every time notice of a failure in performance arises, the 

Consultant shall correct the notified failure in the performance 
within the length of time specified by the Bank ’s notice.  

 
34.3. If the Consultant has not corrected a failure in the performance 

within the time specified in the Bank ’s notice, the Bank will assess 
the cost of having the failure corrected, the Consultant will pay this 
amount, and a Penalty for Lack of Performance calculated as 
described in Clause 36. 

 
H. RESOLUTION OF DISPUTE 

35. Resolution of Dispute 35.1. In case of a dispute arising between the Parties regarding 
the terms under this Agreement, if not resolved amicably, 
shall be referred to arbitration in accordance with the 
Arbitration Act, 1940 of Pakistan. The award shall be 
conclusive, and binding on the Parties and the parties 
submit to the non-exclusive jurisdiction of the Pakistani 
Courts.  

36. Liquidated Damages 36.1. The Consultant shall pay liquidated damages to the Client 
at the rate per day stated in the SCC.  The total amount of 
liquidated damages shall not exceed the amount defined in 
the SCC.  The Client may deduct liquidated damages from 
payments due to the Consultant.  Payment of liquidated 
damages shall not affect the Consultant’s liabilities. 

37. Performance Security 37.1. The Consultant shall provide the Performance 
Guarantee to the Client no later than 21 days from the 



 

Page 57 of 73 

 date of notification of award.  The Performance 
Guarantee shall be issued in an amount and form and by 
a Client acceptable to the Client and denominated in the 
currency in which the Contract Price is payable.  The 
Performance Guarantee shall be valid until a date 28 
days from the Completion Date of the Contract.   

37.2. Correction for Over-payment 

If the Intended Completion Date is extended after 
liquidated damages have been paid, the Bank shall correct 
any overpayment of liquidated damages by the Consultant 
by adjusting the next payment.  

37.3. Lack of performance penalty 

37.4. If the Consultant has not corrected a Defect 
within the time specified in the Bank ’s notice, a penalty 
for Lack of performance will be paid by the Consultant. 
The amount to be paid will be calculated as a percentage 
of the cost of having the Defect corrected, assessed as 
described in Clause 34. 
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Special Conditions of Contract 
 

GCC 
Clause 

Amendments of, and Supplements to, Clauses in the General Conditions of 
Contract 

1.1(a) 
4.1 

The Contract shall be construed in accordance with the law of the Islamic Republic of 
Pakistan. 

1.1(b) The Client is [ insert name] 

1.1(c)  The Consultant is [ insert name] 

1.1(d) 

The Title & Reference of the Contract is;  
 

Procurement of Services of a Consultancy Firm for IT Penetration Testing Services 
 

RFP No. GSD (Proc. II)/IT Penetration Testing/69995/2022 
 

5.1 The language is English/Urdu. 

7.1 & 
7.2 

The addresses are: 
 
Client:  

***********  
State Bank of Pakistan  

10th Floor, Main Building 
I.I Chundrigar Road, Karachi, Pakistan 

Tel: + 92 – 21 – 3311 -**** 
Email:  

 
 
 
Consultant:  
Attention:   
Facsimile:   
E-mail (where permitted) :  

8.1 

The Authorized Representatives are: 
 For the Client: ______________________________ 

 
 For the Consultant:   (Name & Designation) 

10.1 Effectiveness Date ___dd/mm/yyyy__________ 

11.1 
Termination of Contract for Failure to Become Effective: 
The time period shall be fifteen (15) days. 

12.1 Commencement of Services:__dd/mm/yyyy_____________ 

13.1 Expiration of Contract: __dd/mm/yyyy____________ 

24.1 
 

The documents/reports/data and/or software etc. which shall be used by the 
Consultant may contain highly sensitive data. Thus, the Consultant shall not use any 
of the documents/ reports/data and/or software, etc. which are either property of 
SBP or shall be prepared for this assignment for purposes unrelated to this Contract 
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without the prior written approval of the Client. A certificate to this effect shall be 
provided by the Consultant whenever the Client shall require. 
All documents/reports/data and/or software etc. shall invariably become and 
remain the property of SBP, and the Consultant shall, not later than upon termination 
or expiration of this Contract, deliver all such documents to the Client, together with 
a detailed inventory thereof. This would be a pre-condition for the materialization of 
final payment. The Consultant shall neither be allowed to retain copies of the data 
nor the information therein in any digital or other form. 
 
The Consultant shall obtain the Client’s prior approval in writing before making any 
proceedings of the assignment public/sharing with media. SBP shall have ownership 
of the documents/reports/software/data gathered for the assignment. The 
Consultant shall neither be allowed to retain copies of the data in any digital or other 
forms besides the documents, reports and software for purposes unrelated to this 
Contract without the prior written approval of the Client. 

30.1 

The Contract price is Rs._________________ [Rupees in Words Only]: inclusive of local 
indirect taxes. 
 
The contract price “is not” subject to any price adjustment. However, any subsequent 
legislation enacted, changes in the rate of any indirect tax, levy of additional tax or 
duty during the currency of contract that impacts the contract price would be equally 
accounted for by both the parties i.e. in case of increase or decrease in the rates of 
the said taxes and duties or levy of any new tax or duty, the contract price would be 
adjusted accordingly. 

33.2 
The payment schedule: 
Payment will be made after completion of the project subject to satisfactory 
performance endorsement by an authorized official(s) of SBP. 

35 The dispute resolution mechanism, as enunciated in GCC Clause 35 shall be followed. 

36.1 

The liquidated damages rate is 0.25 percent per day of the contract amount based 
on which the evaluation is concluded and the contract awarded. The maximum 
amount of liquidated damages for the whole contract is 10% of the Contract Price. 
Once the maximum is reached the Client may consider termination of the contract. 

37.1 
5% of the total contract price for the entire period of the contract which should 
remain valid atleast 28 days beyond the expiry date of the contract. 
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Appendices 
 
Appendix A: Terms of Reference 
Appendix B: Key Experts  
Appendix C: Breakdown of Contract Price  
Appendix D: Consultant’s Proposal 
Appendix E: Notification of Award 
Appendix F: Letter of Acceptance 
Appendix G: Performance Security  
Appendix H: Integrity Pact 
Appendix I: Non-Disclosure Agreement 
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APPENDIX A – TERMS OF REFERENCE 
 
1. Objective 

1.1. To assess the cyber security posture of In-scope IT systems, identify security vulnerabilities using 

tools, techniques and procedures and recommend detailed steps to remediate associated cyber 

risks.       

2. Scope of Assignment  

2.1. Scope of assignment includes the following: 

 

#. Item Description PT Type Count 

a. 
Public Infrastructure 

Penetration Testing 

Penetration Testing of Bank’s internet 

footprint including in-scope internet 

facing systems covering network 

components, websites/web applications, 

APIs and their associated components 

External/ 

Black Box 

Approx. 50 

IP Addresses 

b. 
Web Application 

Penetration Testing 

In-depth Penetration testing of Bank’s 

provided Web applications 

External/ 

Grey Box 
04 

c. 
Mobile Application 

Penetration Testing 

In-depth penetration testing of both 

android and IOS based mobile 

applications 

External/ 

Grey Box 
02 

d. 
Wireless Network  

Penetration Testing 

In-depth penetration testing of Banks’ 

Internal Wireless network 

Internal/ 

Black Box 
04 SSIDs 

e. 

Social Engineering 

Penetration Testing using 

Phishing Campaign  

Simulated phishing email based 

penetration testing to different group of 

employees  

External/ 

Black Box 
01 

 

2.2. Revalidation after fixing of identified issues by the Bank (max. time for fixing = 90 days) as per 

recommendations provided (or otherwise) in the final report by the consultant. 

 

3. Work Plan and Methodology 

a. Consultant will adopt a systematic and structural approach during this engagement in order 

to discover all possible systems and their associated components subject to the defined rules 

of engagement for identifying vulnerabilities and associated risks.  

 

b. The firm will provide outlines of the plan for the main activities / tasks of the assignment, 

their content and duration, phasing and milestones (including any interim approvals by the 

Client), and tentative delivery dates of the reports. The proposed work plan should be 

consistent with the technical approach and methodology, showing understanding of the TOR 

and ability to translate them into a feasible working plan. 

 
 

 

4. Work Requirements 

a. Black Box testing will be performed with minimal (if Bank consider it suitable) or no prior 

information of the target system. Grey Box testing will be performed with prior information 

of the target system (to be shared by the Bank) to enable Consultant to thoroughly check and 

identify vulnerabilities.  

 

b. Information related to IP addresses, web/mobile applications, SSIDs etc. or any other 

required information under the specific scope would be share with the Most Advantageous 

Consultant only. 
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c. Penetration testing –shall be performed in an appropriate manner to avoid potential impacts 

on the operations or security of the business applications. 

 

d. Licensing of any proprietary security tool will be the responsibility of the consultant. The 

execution of any security tool/script on the Bank’s network or any associated component will 

require Bank’s prior review and approval.   

 

e. Use of any pirated, cracked, unlicensed software, tool or script will not be allowed. 

 
f. Exploiting any vulnerability, denial of service attack, using automated testing which 

generates significant amount of traffic or other similar activities, which may have a severe 

business impact on operations, would require Bank’s prior authorization/approval.      

 

5. Non-Disclosure Agreement 

a. The consultant and its firm must ensure complete confidentiality of the Bank’s information. 

All information obtained during this engagement by the Consultant firm and its affiliates will 

be subject to non-disclosure for lifetime. The Bank, after completion of the assignment may 

request the Consultant to destroy/delete all the information obtained during the assignment.     

 

b. The Consultant firm with the Bank will sign a non-disclosure agreement (NDA) for which the 

Bank will provide draft copy of the NDA for signing off.  

 
c. Consultant and its firm must ensure secure disposal of Bank’s information including reports 

and supporting information after completion of engagement. 

 

6. Project Completion Timeline 

a. Bank expects that entire project -shall be completed within 12 calendar weeks or early 

starting from the date of commencement of the contract agreement.  

b. Any change in the project completion timeline will be subject to the justifications provided by 

the firm under the normal working circumstances and its acceptance by the Bank.         

 

 

 

 

 

7. Project Deliverables 

Following Penetration testing reports will be considered deliverables of this engagement. 

a. Report on Section 2.1 Sr. No (a) 

b. Report on Section 2.1 Sr. No (b) 

c. Report on Section 2.1 Sr. No (c) 

d.  Report on Section 2.1 Sr. No (d) 

e. Report on Section 2.1 Sr. No (e) 

 

Note: 
 
All reports will be treated as “Confidential” and will be provided to authorized person of the Bank only. 
Initial report marked as DRAFT will be provided in electronic format for review of the Bank. The 
Bank’s authorized person will review the draft in line with project scope and will assess whether the 
report covers all aspects of the scope as provided in terms of reference. The Bank will also review the 
completeness and quality of the report in terms of its contents, references and supporting documents.     
 
After fulfilling the requirements/gaps specified by the Bank, if any, the consultant would submit final 
copy of the reports to the Bank’s authorized person for acceptance. 
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*CWE refers to Common Weakness Enumeration, a formal list or dictionary of common software 
weaknesses that can occur in software’s architecture, design, code or implementation that can lead 
to exploitable security vulnerabilities.  
 
**CVSS refers to Common Vulnerability Scoring System. CVSS provides a universal open and 
standardized method for rating IT vulnerabilities. 

 
 

****************** 
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APPENDIX B – KEY EXPERTS  

 
 
 

Sr.# Name Designation Email Contact# 
1.      
2.      
3.      
4.      
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APPENDIX C – BREAKDOWN OF CONTRACT PRICE 

 
[Insert the table with the unit rates to arrive at the breakdown of the lump-sum price. The table shall 
be based on [Form FIN-1 and FIN-2] of the Consultant’s Proposal and reflect any changes agreed at the 
Contract negotiations if any.] 
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APPENDIX D – CONSULTANT’S PROPOSAL 
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APPENDIX E – NOTIFICATION OF AWARD 
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APPENDIX F – LETTER OF ACCEPTANCE 
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On Stamp Paper 
 

APPENDIX G – PERFORMANCE GUARANTEE 

 
To:  
 

Director 
General Services Department, 
State Bank of Pakistan – BSC (HOK) 
4th Floor BSC House, I. I. Chundrigar Road, Karachi 

 
WHEREAS [name of Consultant] (hereinafter called “the Consultant”) has undertaken, in 
pursuance of Contract No.  RFP No. GSD (Proc. II)/IT Penetration Testing/69995/2022 for 
Procurement of Services of a Consultancy Firm for IT Penetration Testing Services 
(hereinafter called “the Contract”). 
 
AND WHEREAS it has been stipulated by you in the said Contract that the Consultant shall furnish 
you with a bank guarantee by a reputable bank for the sum specified therein as security for 
compliance with the Consultant’s performance obligations in accordance with the Contract 
 
AND WHEREAS we have agreed to give the Consultant a guarantee: 
 
THEREFORE WE hereby affirm that we are Guarantors and responsible to you, on behalf of the 
Consultant, up to a total of [amount of the guarantee in words and figures], and we undertake to 
pay you, upon your first written demand declaring the Consultant to be in default under the 
Contract and without cavil or argument, any sum or sums within the limits of [amount of guar-
antee] as aforesaid, without your needing to prove or to show grounds or reasons for your 
demand or the sum specified therein. 
 
This guarantee is valid until the _____ day of __________2022_____. 
 
Signature and seal of the Guarantors 
 
      
[name of bank or financial institution] 
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On Stamp Paper of Rs. 100 
 

APPENDIX H – INTEGRITY PACT 

 
Declaration of Fees, Commissions and Brokerage, etc 
Payable by the Suppliers of Goods, Services & Works 

Integrity Pact pursuant to Rule 7 Public Procurement Rules 2004 
 

Contract No.          Dated __________________ 
Contract Value:     
Contract Title:     

 
………………………………… [name of Consultant] hereby declares that it has not obtained or induced the 
procurement of any contract, right, interest, privilege or other obligation or benefit from CLIENT or 
any administrative subdivision or agency thereof or any other entity owned or controlled by CLIENT 
through any corrupt or fraudulent business practice. 
 

 Without limiting the generality of the foregoing, [name of Consultant] represents and warrants that 
it has fully declared the brokerage, commission, fees, etc. paid or payable to anyone and not given or 
agreed to give and shall not give or agree to give to anyone within or outside Pakistan either directly 
or indirectly through any natural or juridical person, including its affiliate, agent, associate, broker, 
Organizations, director, promoter, shareholder, sponsor or subsidiary, any commission, 
gratification, bribe, finder’s fee or kickback, whether described as consultation fee or otherwise, with 
the object of obtaining or inducing the procurement of a contract, right, interest, privilege or other 
obligation or benefit in whatsoever form from CLIENT, except that which has been expressly 
declared pursuant hereto. 
 

 [name of Consultant] certifies that it has made and will make full disclosure of all agreements and 
arrangements with all persons in respect of or related to the transaction with CLIENT and has not 
taken any action or will not take any action to circumvent the above declaration, representation or 
warranty. 
 

 [name of Consultant] accepts full responsibility and strict liability for making any false declaration, 
not making full disclosure, misrepresenting facts or taking any action likely to defeat the purpose of 
this declaration, representation and warranty. It agrees that any contract, right, interest, privilege 
or other obligation or benefit obtained or procured as aforesaid shall, without prejudice to any other 
rights and remedies available to CLIENT under any law, contract or another instrument, be voidable 
at the option of CLIENT. 
 

 Notwithstanding any rights and remedies exercised by CLIENT in this regard, [name of Consultant] 
agrees to indemnify CLIENT for any loss or damage incurred by it on account of its corrupt or 
fraudulent business practices and further pay compensation to CLIENT in an amount equivalent to 
ten times the sum of any commission, gratification, bribe, finder’s fee or kickback given by [name of 
Consultant] as aforesaid to obtain or induce the procurement of any contract, right, interest, 
privilege or other obligation or benefit in whatsoever form from CLIENT. 

 
Name of Client: ………………   Name of Consultant: ………… 

 Signature: ……………………   Signature: ……………………………… 
   [Seal]       [Seal]  
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On Stamp Paper of Rs. 100 
 

Appendix I – Non-Disclosure Agreement  

 
Procurement of Services of a Consultancy Firm for IT Penetration Testing Services  

 
THIS AGREEMENT made on _____________________________between State Bank of Pakistan (SBP) 
having its registered office on I.I Chundrigar Road, Pakistan hereinafter refered to as the 
DISCLOSING PARTY 
 

-and- 
The M/ ___________, a company having its registered office at ----------------------------, hereinafter 
referred to as the RECEIVING PARTY the (hereinafter together referred to as “the parties”) 

 
WHEREAS, the parties have entered into a contract on consultancy service for conducting 
remuneration survey (hereinafter refered to as “contract”)  and believe that they would mutually 
benefit by sharing certain Confidential/Proprietary Information (as defined herein) and 
believe it is in the interest of both the parties to ensure that all such confidential/proprietary 
information of the  DISCLOSING PARTY will be safeguarded and carefully protected by the 
RECEIVING PARTY. 
 
NOW, THEREFORE, for consideration the adequacy of which is hereby acknowledged and 
intending to be legally bound, the parties hereby agree as follows: 

1. Purpose of this Non-Disclosure Agreement 
 

This Non-Disclosure Agreement serves to protect all confidential information and intellectual 
property to which Receiving Party shall have access to and/or developed for State Bank of 
Pakistan (SBP). 

 

2. Confidentiality and Acknowledgement 

“Confidential Information" means any information directly or indirectly concerning, or 
related to them:  
 Information about the activities of the State Bank of Pakistan (SBP). 
 Information including but not limited to: 

- Policies 
- Procedures 
- Business Rules and Plans 
- Validation Checks, all project-related information 
- Process followed etc. 

 
 Any other information that the recipient obtained from State Bank of Pakistan (SBP) 

deliberately or otherwise during this exercise. 
 

Whereas parties have agreed that the Disclosing Party has disclosed or may disclose certain 
confidential and proprietary information (including, without limitation, internal policies & 
procedures, (whether oral, in writing, machine readable or in any other form),hich to the extent 
previously, presently or subsequently disclosed to the Receiving Party is hereinafter referred to as 
the Confidential/Proprietary Information of the Disclosing Party)  to the Receiving Party as per 
the agreed scope of work. Confidential Information also includes proprietary or confidential 
information of any third party that may disclose such information to either party in the course of 
the other party’s business. 

The Receiving Party agrees to treat the above types of information as secret and shall not at any 
time for any reason is permitted to be disclosed to any person or otherwise use any unpublished 
information relating to the State Bank. 

 Further, the Receiving Party agrees: 



 

Page 72 of 73 

(i) To hold the DISCLOSING PARTY’s PROPRIETARY INFORMATION in confidence and 
take reasonable precautions to protect such PROPRIETARY INFORMATION 
(including, without limitation, all precautions the RECEIVING PARTY employs with 
respect to its confidential materials). 

(ii) Not to divulge any such PROPRIETARY INFORMATION or any information derived 
therefrom to any third person. 

(iii) Not to make any use whatsoever at any time of such PROPRIETARY INFORMATION 
except to evaluate internally its relationship with the DISCLOSING PARTY 

(iv) Not to copy or reverse-engineer any such PROPRIETARY INFORMATION, 

(v) To provide Disclosing Party, upon request, a list of all such persons who have been 
given access to Confidential Information. 

(vi) Shall take the same care in protecting the Disclosing Party's Information as it takes in 
protecting its confidential information and in any event not less than that which a 
reasonable person or business would take in protecting its confidential information. 

(vii) Only disclose Information on a need-to-know basis to such of its employees, agents, 
and consultants as are under similar obligations of confidentiality as contained in this 
Agreement including, but not limited to, the use of the Information for the contract 
executed between the parties only. 

(viii) That any information shared by the disclosing party shall not be disclosed even after 
termination of the contract between the parties.  If any disclosure is required under 
the applicable laws, the same shall be intimated to the disclosing party before any 
disclosure is made. 

(ix) That the Bank after completion of the assignment may request the Receiving Party to 
destroy/delete all the information obtained during the assignment.     

3. Term of agreement 
This agreement shall commence on the date of execution of contract between the parties and 
shall remain valid even after termination of the contract me. 

4. Remedies 
The RECEIVING PARTY acknowledges that breach of this Agreement, State Bank of Pakistan 
(SBP), in addition to terminating the RECEIVING PARTY project or contract and taking other 
actions available to it, may obtain preliminary and permanent court injunctions to stop the 
breach, and may also sue to recover from the Recipient an amount equal to the damages that 
may be caused by the breach together with all costs and expenses, including attorney's fees 
incurred by State Bank of Pakistan (SBP). 

5. Applicable laws 
This agreement shall be governed by and constructed in accordance with the laws of the 
Islamic Republic of Pakistan. 
 

6. Dispute Resolution: 
In case of a dispute arising between the Parties regarding the terms under this Agreement, if 
not resolved amicably, shall be referred to arbitration in accordance with the Arbitration 
Act, 1940 of Pakistan. The award shall be conclusive, and binding on the Parties and the 
parties submit to the non-exclusive jurisdiction of the Pakistani Courts. 

 
This Agreement constitutes the sole understanding of the parties about this subject matter and 
may not be amended or modified except in writing signed by each of the parties to the Agreement. 
 

For and on behalf of the DISCLOSING 
PARTY 

For and on behalf of RECEIVING PARTY 
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Authorized Representative 
(Name, Designation/Official Stamp and Signature) 

Authorized Representative 
(Name, Designation/Official Stamp and Signature) 

 
 

 
 

 
 

 
 

Witness 1 Witness 1 
 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
 

 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
 

Witness 2 Witness 2 
 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
 

 
Name: _________________________________________ 
 
CNIC# _________________________________________ 
 
Signature: ____________________________________ 
 

 
 

 

****End of Document**** 


