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Building Standards in Educational and Professional Testing

SAMPLE PAPER CYBER RISK OFFICER SCHEME
ENGLISH
Complete the sentences by choosing the most appropriate word, from the given lettered choices (A to D) below each.

1. Ali always seeks _____ wealth.

A. from

B. with

C. to

D. for

2. The teacher advised Saleem to give ______ bad company.

A. away

B. up

C. in

D. off

3. All of us should abide _________ the laws of our country.

A. by

B. in

C. to

D. with

Read the passage to answer questions 4-5
The vast multitude of stars are wandering about in space. A few form groups which journey in company, but the majority are solitary travelers. And they travel through a universe so spacious that it is an event of almost unimaginable rarity for a star to come anywhere near to another star. For the most part each voyages in splendid isolation, like a ship on an empty ocean. In a scale model in which the stars are ships, the average ship will be well over a million miles from its nearest neighbor, whence it is easy to understand why a ship seldom finds another within hailing distance.

4. Which of the following is incorrect according to the passage?

A. Most of the stars travel in isolation

B. The universe is very large

C. A star very frequently comes near to another one 

D. A star very rarely comes near to another one

5. In the passage the “ship” symbolizes:

A. space

B. traveler

C. universe

D. star
ANALYTICAL REASONING

6. If BOOK = 43 and PEN = 35, COPY =?

A. 48

B. 60

C. 59

D. 79

7. Find the odd-one out:

A. Chair

B. Sofa set

C. Carpet

D. Bench

8. A pill contains 0.2 grams of a medicine. How many pills can be made from 1 kilogram of the medicine?

A. 20

B. 200

C. 500

D. 5000

9. Look at the row of numbers below. What number should come next? 

8    4    2    1    ½    ¼    ?

A. 1/6

B. 1/8

C. 1/10

D. 1/16

10. If Sunday dawned three days before Yesterday what day will dawn two days after Tomorrow?

A. Sunday

B. Monday

C. Saturday

D. Tuesday

SUBJECT

11. Which technique is used by advanced firewalls to inspect packet content beyond headers?

A. Stateful inspection

B. Packet forwarding

C. Deep Packet Inspection (DPI)

D. Port mirroring

12. How does an IDS typically operate?

A. By blocking traffic

B. By detecting and alerting on suspicious traffic

C. By encrypting data

D. By configuring firewalls

13. Network-based firewalls are usually installed:

A. On user desktops

B. On smartphones

C. At gateways

D. Inside databases

14. Why might IPS cause false positives?

A. Over-tuned rules

B. Poor logging

C. Under-resourced hardware

D. All traffic is allowed

15. A benefit of next-generation firewalls is:

A. Low power usage

B. Application awareness

C. Low cost

D. No configuration needed

16. Which device alerts but doesn't block?

A. IDS

B. Firewall

C. IPS

D. Switch

17. Which of the following mitigates session fixation attacks?

A. CAPTCHAs

B. Regenerating session ID on login

C. Logging out on tab close

D. Disabling cookies

18. Which of the following best describes a vulnerability? 

A. An active threat

B. A weakness that can be exploited

C. A lost asset

D. A mitigation strategy

19. The combination of a threat and a vulnerability creates: 

A. An audit trail

B. A risk

C. A policy violation

D. A compliance issue

20. Which of the following is a technical control? 

A. Access control lists (ACLs)

B. Security policy

C. Guard at the door

D. Employee handbook

                        Answer Keys
	Q #
	Right Choice

	1
	D

	2
	B

	3
	A

	4
	C

	5
	D

	6
	C

	7
	C

	8
	D

	9
	B

	10
	D

	11
	C

	12
	B

	13
	C

	14
	A

	15
	B

	16
	A

	17
	B

	18
	B

	19
	B

	20
	A

	
	


PAGE  
2
SAMPLE PAPER CYBER RISK OFFICER SCHEME

