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ACRONYMS

Sr. | Abbreviation/ Descrition
No. | Terms P

1 | SBP State Bank of Pakistan

4 | PSP&OD Payment Systems Policy & Oversight Department

5 | ITS&PMD Information Technology System and Project Management Department
10 | CEO/CIO/CCO Chief Executive Officer/ Chief Information Officer/ Chief Compliance Officer

Regulatory Approval System of State Bank of Pakistan for receipt of cases
11 | RAS
from the external stakeholders
12 | Administrator Official of regulated entity with rights of User and Case management
13 | User Official of PSO/PSP or EMI who can submit cases
14 | OTP One-time password
15 | Username User corporate email id will be user name
16 ,::;hentmator Google authenticator app, Gauth Web Application, etc.
17 Account Setup Screen to add user information, change password and activate 2-Factor
screen verification

18 | Dashboard Home screen of RAS
19 | Secret key Auto generated key on RAS to setup GAuth Authenticator
20 | Passcode Auto generated code by GAuth Authenticator
21 | Case Number Case number generated at the time of case submission.
22 | DOB Date of Birth
23 | EMI Electronic Money Institutions
24 | PSOs/PSPs Payment System Operators/Payment Service Providers




1. Introduction

SBP Regulatory Approval System (RAS) is an online portal developed by SBP to enable banks, MFBs,
EMIs, PSOs, PSPs, etc. (hereinafter regulated entities) to submit applications and cases to SBP for
approvals. This version of the User Manual provides detailed procedures to the regulated entities
for the electronic case submission to Payment Systems Policy & Oversight Department (PSP&OD).

The document is intended for regulated entities which will use RAS for the submission of
applications and cases to PSP&OD. It is expected that the users of RAS at the regulated enties are
well-aware of the relevant laws, rules and regulations and functions being performed at PSP&OD
in order operate and utilize the system.

This document has been developed to provide information with regards to submission of cases
using RAS to PSP&OD. The submissions of various cases to PSP&OD has been shown orderly along
with screenshots of the system to facilitate first-time users of RAS.

This document is based on version 1.0 of RAS and all the steps in the document refer to this release
of the system. Any subsequent releases will be accompanied with additional guidelines, wherever
applicable.

Follow each process given under “Instructions Section” to learn step-by-step usage of the system.
User can also refer to the related process in case of any query related to the system.

The document is divided into five (5) chapters,
1. Introduction
Standard Operating Procedures
Guidelines for the use of system
Category Specific Instructions
Business Continuity Planning of the system

vk wnN

This User Manual is for authorized personnel of regulated entities and should not be shared,
forwarded to any entity or uploaded on the internet or any other social media without permission
from PSP&OD.



2. Standard Operating Procedure

1. Updated Version of Microsoft Edge or Google Chrome shall be used for submitting case
through RAS.

2. SBP will create one administrator user for each regulated and the administrator user will
create and manage further users of the respective regulated entity.

3. RAS will be available 24/7. However, regulated entities will be able to submit the cases to
PSP&OD during Official Banking Hours as prescribed by BPRD from time to time.

4. After successful login a pop up message regarding terms and conditions will appear on first
screen, User(s) must read these terms and condition and comply with these terms and
conditions at all times. Failure to comply with these terms and conditions may result in
punitive action(s) against respective regulated entity and its official(s).

5. RAS login session will expire after 20 minutes of inactivity and any unsaved data will be lost.
Therefore, all important work should be saved before leaving the system idle.

6. Regulated entities should develop their internal operational control mechanism to ensure that
applications and cases submitted to PSP&OD comply to following criteria at least:

a. Users authorized to send requests to PSP&OD via RAS have obtained necessary
approvals from relevant authority prior to submission of applications and cases.

b. Cases are complete in all respects and compliant with applicable laws, rules and
regulations such as PS&EFTA, Rules for PSOs/PSPs, Regulations for EMls, etc.

c. Verify the genuineness of the Information and Documents submitted with the cases.

d. Retention of original paper documents for future references or production of same in
order to mitigate the legal risk.

7. Failure to comply with these instructions will result in Penal Action(s) against a regulated
entity and its officials under respective Laws, Rules and Regulations.

8. Supporting documents have been defined for each case title. Regulated entities must
ensure that they have attached scanned copies of all necessary and relevant documents
with the case.

9. Regulated entities will ensure that the scanned documents to be uploaded on the Portal
must meet following specifications.

a. Documents must be scanned in “grayscale” or “Black & White” between 150-250 DPI.

b. All information/documents being entered / uploaded must not contain any malware,
virus or any malicious code. All information/documents should be scanned with up-
to-date and well known Anti-Virus/Anti-malware/APT solution prior to upload in
Online Portal.

c. Single document size should not exceed “5 MB” and total documents size should not
be more than “100 MB” for a single case.

10. After scanning the documents, the regulated entities should carry out the quality control
process on scanned documents and make sure that;

» All pages were scanned successfully.



> Image quality is acceptable and contents are legible.
> Images are in the correct order and rotation.
» Master digital image is a true and faithful representation of the original.

11. Mandatory and Optional documents should always be uploaded in “PDF format”.

12.Word, Excel & Power Point or any other format file, wherever required by PSP&0OD, may be
uploaded as additional documents.

13.Regulated entities can upload five (5) additional documents per case. In case additional
documents exceed the prescribed limit, such documents must be provided separately to
PSP&OD through email or any other electronic medium.

14.Document to be uploaded on the RAS should be named as per the Naming Convention used
on RAS, i.e. <Document Name>.pdf e.g. for Applicant Request, the document name should be
"Applicant Request.pdf"(Case sensitive)

15. All mandatory fields in the case form and mandatory documents are marked with asterisk (*).

16.The case form has built in checks that need to comply for successful submission of case
therefore all notifications and error messages may carefully be read during submission of case.

17. After successful submission of case, the system generated unique number will appear on home
screen that should be noted for future references and to locate the case in the system.

18.The cases submitted with incomplete documents or without following the procedures
prescribed in User Manual shall not be entertained and shall be returned to the respective
regulated entity. SBP will bear no responsibility, of whatsoever nature, due to discrepant
submission by the banks.

19. All discrepant cases returned from SBP will be shown in ‘My Task’ of particular user of a
regulated entity, who initially submitted the case to SBP. However, approved/declined cases
will be shown under the tab of ‘My Cases’ from where the decision letter can be seen and
downloaded.

20. Decision letter related to any case will be available online for 6 months, after which the case
will be removed from RAS. It is the responsibility of the Stakeholder (Banks, EMIs, PSOs/PSPs,
etc.) to download/store the subject decision letter into their databases.

21.All approved / declined / closed cases data and respective documents will be available online
for 6 months, after which the cases will be removed from RAS. It is the responsibility of the
stakeholders to download/store any required information and documents.

22.Regulated entities shall, when processing data, take practical steps to protect the data from
any loss, misuse, modification, unauthorized or accidental access or disclosure, alteration or
destruction by having regard to the nature of the data and the harm that would result from
such loss, misuse, modification, unauthorized or accidental access or disclosure, alteration or
destruction.

23.The Regulated entities shall ensure that the information and information processing facilities
are protected against malware. Moreover, the security controls for detection and prevention
are implemented, combined with appropriate user awareness.

24.The regulated entities shall ensure that the users of RAS have thoroughly reviewed and
understood the “Terms & Conditions” (T&Cs), “Standard Operating Procedures” (SOPs) of RAS
prior to using the system for submission of cases In case of any breach, supervisory action may
be taken under applicable laws, rules and regulations.



3. Guidelines for the use of RAS

These steps will be used by users of regulated entity to login into the RAS. Please note before
user can execute these steps, the respective regulated entity will send an Administrator User
Creation Form to PSP&OD duly signed by CEO/CCO. SBP—ITS&PMD will create the admin user
and an automatic generated email from no-reply@sbp.org.pk will be sent to the requesting
Admin User’s official registered email account. In case the email is not received, a complaint
may be lodged via ServiceDesk or in case of emergency SBP-PSP&OD staff may be consulted
via email at km.pspod@sbp.org.pk.

Please note on first login user will be required to setup a new password as well as setup user
account for one-time password generation (OTP). After setting up 2-Step authentication, user
can login to the application.

1. For login into RAS for the first time, please do not attempt 3 times login without setting
the 2-Step Authentication. The Account will be blocked after 3 login attempts.

2. It will be the responsibility of all the regulated entities to ensure that passwords are not
shared with any un- authorized person. In case of failure to comply with this condition will
make regulated entity responsible for any loss, risk, harm, damage or liability ensuing from
such failure, and regulated entities or their officials will make good of any such loss,
damage, harm, risk or liability.

3. The session will expire after 20 minutes of in-activity and any unsaved data will be lost. In-
activity is defined as “No communication with Server” therefore; User will be logged out if
no request is sent to the server within 20 minutes. Save your completed work every 10-15
minutes to avoid loss of data.

1. The One Time Password will reset after one minute (60 seconds). In case of OTP not
accepted by the system, make sure to input the latest OTP shown on authentication
application.

User should be registered in the system and have received the email of account creation
that contain application link, email and temporary password. Admin User will also receive
a separate email containing Username and Password for SBP VPN Portal.


mailto:reply@sbp.org.pk

Step Description Navigation Comments

1. Regulated entity User | Go to the email received from | Email contains the SBP
opens the email RAS from email no- | VPN Portal’s access link,

reply@sbp.org.pk and RAS’s  temporary
password.

2. External  Regulated | Go to the email received from | Email contains Username
entity User opens the | RAS. and password for SBP VPN
second email from Portal. Admin user will be
SBP. responsible to convey this

user name and password
to all users of the regulated
entity.

3. Click on the VPN | Click on the access link | User is redirected to the
Portal’s Access link provided in the email from | application login screen.

no-reply@sbp.org.pk

4. Enter Username Click on username field and | Username: Provided in

enter username second email

5. Enter Password Click on password field and| Password: Provided in

enter password second email

6. Click on Sign in | Click on the Sign in button | User should be able to view
button shown on screen below | web page of RAS.

username and  password
fields

7. Enter Username Click on username field and | Username: User corporate

enter username email id will be username.

8. Enter Password Click on password field and| Password: Temporary

enter password Password provided via
email from no-
reply@sbp.org.pk

9. Click on Sign in | Click on the Sign in button | User should be able to
button shown on screen below | successfully log into the

username and password | portal and a pop-up
fields appears on screen for SBP
terms and conditions with
following buttons
e Agree
e Cancel
10. | Click on  ‘Agree’ | Click on the agree button on| User redirects to Profile

button on pop-up

popup shown on screen

screen where the user has
the link to setup two-
factor authentication and
reset password



mailto:reply@sbp.org.pk
mailto:no-reply@sbp.org.pk
mailto:reply@sbp.org.pk

Step Description Navigation Comments
11. | Enter Current | Click on Current Password | Current password  will
password field and enter Current | displayin field inencrypted
password format
Current password =
Temporary Password
provided via email
12. | Enter New Password | Click on New Password field | User will set the new
and enter New password password by following the
below mentioned
password parameters
e Minimum length
of password is 4
characters
e At least One
Lower case letter
e At least One
Upper case letter
e At least One
Special character
New password will be
displayed in field in
encrypted format.
13. | Enter Confirm | Click on Confirm Password | Confirm Password should
Password field and enter Confirm | be the Same as New
password Password to confirm both
passwords
Confirm password will be
displayed in field in
encrypted format
14. | Click Save Button Click on the ‘Save’ button | The password has been
available at the bottom of | changed and User s
screen redirected to dashboard
15. | Click on Logout | Click on Logout button | User logout from the
button available on screen application and redirected
to login screen
16. | Login to the | Enter email and password | User is redirected to the
application with the | and click Continue button dashboard where the
new password warning is showing on
screen to Setup 2-step
authentication.
17. | Click on ‘here’ link Click on the ‘here’ link | User will be redirected to

available on the message
appearing for setting the
Two-Factor Authenticationon
screen

setup Two Factor
Authentication screen.




Step Description Navigation Comments
18. Enter Current | Click on ‘Current Password’
password field and enter Current
password

19. | Click Confirm button Click on confirm button
available on screen

20. Download Google | Go to play store on mobile

Authenticator in | and install ‘Google
android phone (or | Authenticator’

see the instruction

for other devices

provided on screen)

21. | Scan QR code Scan the QR code from mobile | The application provides a
phone in Google | passcode after QR code
authenticator app scanning

22. Enter the code | Enter the Code in the

displayed in  the | Application Verification Code
application (i.e.google | field provided below the QR
authenticator) code

23. | Click on the ‘Verify | Click on the ‘Verify and Save’ | The 2-step authentication

and save’ button button available on screen has been setup and screen
displayed the recovery
codes along with following
buttons
e Save
e Skip

24. | Click Save Button Click save button available on | Recovery codes has been

screen saved in the system. User
can use these recovery
codes in place of OTP

25. | Click Logout Click on logout button | User logged out from
available on screen application and redirects

to the login screen

26. Login to the | Enter email and password | User redirected to the

application with the | and click Continue button Enter OTP screen
new password

27. | Enter OTP provided in | Click on OTP field and enter | OTP is also sent to Email

the Google | OTP provided on the google | of User. They can use the
Authenticator authentication application OTP sent via email.

28. | Click Continue button | Click on Continue button User redirects to the

available on screen dashboard with updated
password and  2-step
verification




3.1.5. User Interface

Step 1: Open following link in Chrome to open SBP SSL Firewall Portal. If following screen
appears, click on Advanced. In case of access issue, the regulated entity would need to allow
this URL from their network.

Live Link: https://portal.sbp.org.pk/km

Privacy emmor x +

= O () | A Notseours | Bepsy/221.120.20443/m

A

Your connection is not private

Attackers might be trying to steal your information fram 221.120.204.43 (for examplz,
nasswords, messages, or credit cards). Learn mare

NET:ERR_CERT_AUTHORITY INVALID

Advarcec Badk to safety

Step 2: Click on Proceed as highlighted in below screen shot.

Privacy error T

€ C {} A Notsecure | hitps//221.120.20443/km

A

Your connection is not private

Attackers might be trying to steal your information from 221.120.204.43 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR CERT_AUTHORITY_INVALID

Back to safety

This server could not prove that it is 221.120.204.43; its security certificate is not trusted

by your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection.

Proceed to 221.120.204.43 (unsafe]



https://portal.sbp.org.pk/km

Step 3: On following login screen, provide Username/Password provided insecond email and
click on Login button.

[ SBP VPN Service X + - 0 X

< C @ https;//portalsbp.org.pk/+CSCOE+/logon html#form_title_text P

SBP Secure VPN Portal

' State Bank of Pakistan

A
1Y Login
Please enter your username and password.

USERNAME:
PASSWORD:

Login

H O Type here to search

Step 4: Select “RAS” link in Web Bookmarks area.

[ https://portal.sbp.org.pk/+CSCC X + = X

& > C & https//portalsbp.org.pk/+CSCOE+/portalh w %

uu@ ‘:’J”"% Connecting to SBP Portal

State Bank of Pakistan
;J N User:ssl  Logout
;) Home - Web Bookmarks ) |

43 SBP Online Portal
9J Web Applications = || ) KMUAT

Application Access

H O Type here to search




Step 5: User will be landed to External Portal Login Page and following login screen will
appear.

:\\ '&1 ,|l"/'/L "-IU._,GN
(&'5 Y&l

&415¢7 State Bank of Pakistan

AK

Online Portal

Continue @

Forget Password

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action

Step 6: Enter email

[0, L'."‘IE o ..L_j

State Bank of Pakistan

Online Portal

Signin

Email

Password

Continue @

Forget Password

“The name "State Bank of Pakistan" and fs ogo are inellectual property of State Bank of Palistan. No person or enty is
authorized o use or modify his property. SBP reserves the right fo take legal action.

10



Step 7: Enter Password received via email

State Bank of Pakistan

Online Portal

Sign in
Email

Password

Continue @

Forget Password

“The name "State Bank of Pakistan" and is logo are infelecal roperty of Stale Bank of Pakistan No person or eniy s
authorized fo use or modiy this property.SBP reserves the right o take legal action.

Step 8: Click Continue button. User will be redirected to Account Setup screen

YLl
State Bank of Pakistan

Online Portal

Email

Continue @

Forget Password

The name "State Bank of Pakistan" and its logo are infellectual property of State Bank of Pakistan.No person or enity is
authorized o use or modify this property. SBP reserves the right fo take legal action.

11



Step 9: In this screen, the user will change his password and activate 2-Factor verification.Please
enter current password (temporary password sent via Email)

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk

ONLINE PORTAL
View  Edit  Security

Home

You are required to setup two-
factor authentication here. You
have 2 attempts left after this you
Drafts will be unable to login.

An administrator has required that
you change your password.

My Tasks Please change your password to
proceed.
My Cases
Full Name
Test
Current password

Enter your current password to change the Email
address or Password. If you do not know your
current password, you can .

© State Bank of Pakistan All Right Email address

Reserved.
testuser@sbp.org.pk
1.1. Chundrigar Road Karachi Pakistan.

Step 10: Scroll down and enter New Password and Confirm Password as per the password
policy.

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk

ONLINE PORTAL
Test

Current password
Home e

Enter your current password to change the Email
Drafts address or Password. If you do not know your
current password, you can .

Email address

My Tasks
testuser@sbp.org.pk
My Cases Password
||

Password strength: Weak

Confirm password

Passwords match: yes

City

@ State Bank of Pakistan.All Right
Reserved. State

1. Chundrigar Road Karachi Pakistan.

Mana v

12



Step 11: Scroll down and Click on save button. Password will be updated and user is
redirected to the dashboard

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk

Search Log out
ONLINE PORTAL

Confirm password

Passwords match: yes

Home )
City
Drafts
State
My Tasks N v
Designation
My Cases
Date of Birth
mm/dd/yyyy
Mobile Number
03111111111
Organization
UBL v
© State Bank of Pakistan.All Right
Reserved.
+ Save

1. Chundrigar Roed Karachi Pakistan.

Step 12: Click on Logout. User will be logged out from the system and redirects to the
dashboard

SBP Website

Privacy Statement Contact Help testuser@sbp.org.pk

The changes have been saved. Recent Appruved Cases -

No Case with this Status

ONLINE PORTAL

Home

Initiate New Case

Drafts
Department
My Tasks Select department B No Case with this Status
My Cases Category Recent Declined Cases —
Select category v
No Case with this Status
Case Type
Select case type v
Case Title
Select case title v
Region
® State Bank of Pakistan.All Right X
Reserved Select region v

1.1. Chundrigar Road Karachi Pakistan.

13



Step 13: Login with same email and the updated password

(] [
Y& el
State Bank of Pakistan

Online Portal

Password

=1 P
Continue @

Forget Password

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action

Step 14: After login to the system, a message pop-up will be open on screen. Click on “l Agree”
button to accept the terms and Condition of SBP for using the RAS. To view the Terms
and Condition, click on the ‘Terms and Condition’ link appearing on the message pop-up.
In case User clicks Cancel button, he/she will be logged out of system.

Welcome to SBP

You have logged in to SBP. Do you
want to comply with the terms and
conditions?

Terms and conditions

14



Step 15: After accepting Terms and Condition, user is asked to setup 2-Factor Authentication.
If user does not setup the authentication in 3 login attempts, the user account will be blocked.
Click on “Here” link displayed on dashboard

ONLINE PORTAL

Home

Recent Approved Cases e
You are required to setup two-factor authenticatioou have 1 attempts left after this

you will be unable to login.

Initiate New Case

No Case with this Status

Drafts -
My Task Depanmem No Case with this Status
y Tasks
Select department v -
My Cases Recent Declined Cases =
Category
No Case with this Status
Select category v
Case Type
Select case type v
Case Title
Select case title v
© State: Banl;:::l::tmﬂl Right Region

Step 16: Click on setup Application link available on screen

SBP Website  Privacy Statement  Contact  Help testuser@sbp.org.pk

ONLINE PORTAL
View  Edit  Security

Two-factor authentication (TFA) provides
additional security for your account, With TFA
enabled, you log in to the site with a verification
code in addition to your username and password.

Home

Drafts Status: TFA disabled, set Wed, 09/26/2018 -
14:16.
ks TFA application

Validation Plugin: GA Login Totp
@ My Cases

Generate verification codes from a mobile or
desktop application.

+ Setup application

© State Bank of Pakistan.All Right
Reserved.

11 Chundrigar Road Karachi Pakistan.

15



Step 17: Enter Password and click Confirm

SBP Website Contact

Privacy Statement Help testuser@sbp.org.pk

Search Q Log out

Current password

2 N X Cancel

My Tasks

My Cases

© State Bank of Pakistan.All Right
Reserved.

Ll. Chundrigar Road Karachi Pakistan.

Step 18: Screen will display different methods to setup 2-Step Authentication. This process
can be completed in number of ways such as Google Authenticator App in Smart Phones or
GAuth Authenticator on Desktop PCs. Here we are taking example of GAuth Authenticator.
Click on GAuth Authenticator. GAuth website will be open in new tab.

SBP Website  Privacy Statement ~ Contact  Help testuser@sbp.org.pk

C i

Install authentication code application on
ONLINE PORTAL your mobile or desktop device:

« Google Authenticator (Android/iPhone/BlackBerry)
+ Authy (Android/iPhone)

« GAuth Authenticator (desktop)

The two-factor authentication application viill be used during this setup and
for generating codes during regular authentication. If the application
supports it, scan the QR code below to get the setup code otherwise you can
manually enter the text code.

IE63S2E50JHOLGGE]

Enter this code into your two-factor authentication app or scan the QR code
below:

B
e

e R

Application vrification code

© State Bank of Pakistan.All Right Reserved.

LL Chundrigar Road Karachi Pakistan.

16



Step 19: Click on Edit Icon on Top Right Corner of Screen

One-time passwords. m

Step 20: Click on Add button

One-time passwords

Step 21: Enter account name (Username)

Add account

Account name:

testuser@sbp org pk

Secrel key

Add Cancel

Step 22: Go back to portal tab and copy Secret Key

SBP Website  Privacy Statement ~ Contact  Help testuser@sbp.org.pk

Install authentication code application on
ONLINE PORTAL your mobile or desktop device:

o Google Authenticator (Android/iPhone/BlackBerry)
o Authy (Android/iPhone)

« FreeQTP (Android)

« GAuth Authenticator (desktop)

The two-factor l ll be used during ths pand
for ges g codes during regular Ifthe appls
supports it, scan the QR code below to get the setup code otherwise you can
B Drafts
IE63S2E50JHOLGGE]
¥ MyTasks e = h app or scan the QR code
below.

@& MyCases

Application verification code

© State Bank of Pakistan.AllRight Reserved

L Chundrigar Road Karachi Pakistan.

17



Step23: Go to GAuth Tab and Paste the Secret key in Secret key field

Add account

Account name
testuser@sbp.org.pk

Secret key:

NEB63S2E50JHQLGBE]

Add Cancel

Step 24: Click on Add button

Add account

Account name:
testuser@sbp.org.pk

Secret key
NEB3S2ESQUHQLGEE]

cancel

Step 25: Account has been added and the Passcode will be displayed on screen forrespective
account name. Copy the code available on screen

One-time passwords m

testuser@sbp org.pk

Add

Step 26: Go back to Portal and paste the code in Application Verification Code field and
Click Verify and Save button

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk
ONLINE PORTAL o FreeOTP (Android)

o GAuth Authenticator (desktop)

The two-factor authentication application will be
used during this setup and for generating codes
Home during regular authentication. If the application
supports it, scan the QR code below to get the
setup code otherwise you can manually enter the
Drafts text code.

TBL34EDIDYIGYBUW

My Tasks Enter this code into your two-factor

authentication app or scan the QR code below.

My Cases

Ot

Application verification code

723654

© State Bank of Pakistan.AllRight

red. %
fiaem 2 ‘ « Verify and save R W0}

18



Step 27: Screen shows recovery codes which can be used in place of OTP. In case a user
is not able to receive or generate OTP, the user must input first recovery code as OTP.
In case login is not allowed by first code, user should try other codes until recovery code is
accepted by the system. Please note that these recovery codes can be used for one time login
only. After that, user must set-up new OTP. Click on Save button to save the recovery codes in
system. It will be the responsibility of User to keep these recovery codes hidden from any
other User(s).

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk

Search Q Log out

ONLINE PORTAL

= Application code verified. One
setup step remaining.

» TFA setup complete.

Home

Drafts Unable to send email. Contact the site
administrator if the problem persists.

My Tasks
Your recovery codes

« 099044 062
309 473 623
632032 595
* 658858 506
808172 523
782856114
201070 394
214102 521
* 319904 455

My Cases

Print, save, or write down these codes for use in
case you are without your otp application and
need to log in.

© State Bank of Pakistan.All Right % s 3
Reserved. | Skip and finish

1.1 Chundrigar Road Karachi Pakistan.

Step 28: User is redirected to settings screen. Click on Logout

SBP Website

Privacy Statement ~ Contact  Help testuser@sbp.org.pk

ONLINE PORTAL
View  Edit  Security

TFA setup complete.
Home Beomy

Two-factor authentication (TFA) provides
Drafts additional security for your account. With TFA
enabled, you log in to the site with a verification

code in addition to your username and password.
My Tasks
Status: TFA enabled, set Wed, 09/26/2018 -

14:21.

My Cases . e
TFA application

Validation Plugin: GA Login Totp

Generate verification codes from a mobile or
desktop application.

« Reset application

Fallback: Recovery Codes

Generate recovery codes to login when you can
not do TFA.

© State Bank of Pakistan.All Right + Show Codes
Reserved.
. ¢ Reset Codes

1.1. Chundrigar Road Karachi Pakistan.
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Step 29: User is redirected to the login screen. Enter Email, Password and click Continue button

State Bank of Pakistan

Online Portal

Password
1 P
Continue @

Forget Password

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action

Step 30: The user is redirected to Enter OTP screen. Go to GAuth tab and copy the code

One-time passwords

761069

testuser@sbp.org.pk

Add

Step 27: Paste the code in OTP field and Click Continue

2O RN 7 -
ey ok
LY/ State Bank of Pakistan

Online Portal

One Time Password

‘ Having Trouble?

Continue @

The name "State Bank of Pakistan” and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property.SBP reserves the right to take legal action

20



Step 31: User is logged in to the system. Click on ‘I Agree’ button available on pop-up. By
pressing ‘l Agree’ button the end-user is confirming the compliance to Terms and Conditions
section of SBPs” Web Portal. Two Step authentication setups completed and user redirects
to the dashboard.

Welcome to SBP

You have logged in to SBP. Do you
want to comply with the terms and
conditions?

Terms and conditions

21



3.2. Logout
3.2.1. Functional Description

These steps can be used to log out from RAS. Once the user is log out, he/she will notable
to perform any action before logging in.

3.2.2. Cautions and Warnings
1. All the data will be lost if user log out in middle of some activity

3.2.3. Procedure
3.2.3.1. Set-up and Initialization
User must be logged into the system.

3.2.3.2. Navigational Steps

Step | Description Navigation Comments
1 Click on ‘Logout’ Click on ‘Logout’ option in the | User logout from the
Top Left of portal application and redirects

to the Login screen

3.2.4. User Interface
Step 1: Click Logout. User will be redirected to login screen

SBP Website

Initiate New Case Recent Approved Cases ==

No Case with this Status

Privacy Statement ~ Contact  Help testuser@sbp.org.pk

ONLINE PORTAL

EEE Home

B Drafts

Department

Select department v

Category

No Case with this Status

A
¥ MyTasks Select category '

@ MycCases Case Type Recent Declined Cases =

Select case type ' No Case with this Status

Case Title

Select case title M

Region

Select region M

© State Bank of Pakistan_All Right

Reserved.

1.1. Chundrigar Road Karachi Pakistan.
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User can view and update his/her Profile details like First name, Last Name, Phone Number,
Mobile Number, Location etc. Users of a regulated entity who is entering this information are
responsible for the data. SBP is not responsible for any consequences if the wrong information
is filled intentionally or unintentionally.

1.  The changes made by the user cannot be reversed.

2.  The previous data will be lost if user saved the information

1. Some fields might not show in View Profile tab, because their value is not set. Please
set their values from Edit tab first.

User should be logged into the system.

Step

Description

Navigation

Comments

Click on ‘Username’

Click on “Username” at the
top right corner of screen

Application opens up the
page with following fieldsas
shown in the data
dictionary.

Username
First Name
Last Name
Gender
Designation
DOB

Status

Phone Number
Mobile Number
Email Address
Location
Province

City

Address Line 1
Address Line 2

All fields are view only,user
cannot edit the fields here

23




Step | Description Navigation Comments
Application opens up the
page with following fields
as editable:
e First Name
e Last Name
_ — ) e Gender
5 Click on Edit Tab Click on ‘Edit’ tab available | , pop
on screen e Phone Number
¢ Mobile Number
e Location
e State
o C(City
e Address Line
e Address Line 2
3. Edit Personal | Click on the field where the
information user wants to add or make
changes
4. Click on “Save” | Click on “Save” button | Fields are updated
button available at the bottom of | successfully.

screen

24




3.3.5. User Interface

Step 1: Click on Username at top right corner
SBP Website Privacy Statement Contact Help Change Role nayapay-demo1@sbp.com.pk

Initiate New Case Recent Submitted Cases -

No Case with this Status

Department
Select department v
? Recent Approved Cases -
Category
Select cateqor . Case No : SBPHOK-PSD-TYPEPR-
gory AHB-14310 Date : 8/07/2021
Dept : Payment Systems | Category :
Case Type Policy and Regulations
Select case type v
- Case No : SBPHOK-PSD-TYPEPR-
AL Case Title AHB-14299 Date : 8/07/2021
! Dept : Payment Systems | Category :
select case title - Policy and Regulations
View All
Region
@ State Bank of Pekistan. All Rights .
Reserved. Select region v
LL Chundrigar Road Karachi Pakistan.
Step 2: Click on Edit Tab
SBPWebsite  Privacy Statement  Contact  Help testuser@sbp.org.pk
Q Log out

View Security

Full Name : Test

ONLINE PORTAL

Mobile Number : 03111111111

Organization : UBL

B Dafts

¥ MyTasks

a My Cases

© State Bank of Pakistan. All Right Reserved.
1. Chundrigar Road Karachi Pakistan.
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Step 3: Click on field where addition or updating is required

SBP Website  Privacy Statement ~ Contact  Help

View | Edit  Security

ONLINE PORTAL
Full Name
| Full Name I
Home Current password
B Drafts Enter your current password to change the Email address or

Password. If you do not know your current password, you can

¥ My Tasks

Email address

a My Cases

Password

Password strength

Confirm password
Passwords match:
City

© State Bank of Pakistan.All Right Reserved. &
Province
1. Chundrigar Road Karachi Pakistan.

Step 4: Click on Save button

SBP Website  Privacy Statement ~ Contact  Help

Email address
ONLINE PORTAL

Password

Password strength:

i Diaft Confirm password
rarns

Passwords match:

¥ My Tasks
city

e My Cases

Province

-None - v

Designation

Date of Birth

mm/dd/yyyy

Mobile Number 03111111111

© State Bank of Pakistan.All Right Reserved.
11, Chundrigar Road Karachi Pakistan.

testuser@sbp.org.pk

Log out

testuser@sbp.org.pk

Log out

26



Step 5: User information has been updated

SBP Website  Privacy Statement ~ Contact  Help testuser@sbp.org.pk

Log out

View  Edit  Security
ONLINE PORTAL

The changes have been saved.

Full Name

Full Name

Current password

Enter your current password to change the Email address or

Password. If you do not know your current password, you can

Email address

Password

Password strength:

Confirm password

Passwords match:

City

@ State Bank of Pakistan.All Right Reserved.

1. Chundrigar Road Karachi Pakistan.
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In case the User forgets his/her password and tries to set a new password User will click on the
Forget Password button on the Main Login screen, a temporary password is sent to User via
email on his/her registered email id through which he/she can login to the RAS. The system
will ask the user to change password.

1.  After receiving a temporary password, user will not be able to login by using an old
password.

2. User must immediately change the password as only 3 login attempts will be allowed
by using temporary password.

1. If the email is invalid, screen will show an error message “Email does not exist”.
User cannot login with an old password when the password is reset.

User should be able to access the RAS.

Step | Description Navigation Comments
1. Click on the RAS| Click on the access link | User is redirected to the
Access link provided in the email application login screen
2. Click on ‘Forget | Click on ‘Forget Password’ | User redirects to the
Password’ option available below Login | ‘Forget Password’ screen
Area
3. Enter Username Click on Username field and Username: Email
enter Username associated with the user
account.
4. Click ‘Reset Click on the ‘Reset Password’ | User is redirected to
Password’ button button available on the screen | Verification Code screen
5. Email containing | Enter Code in Password Reset | User is redirected to the
Password Reset Code | Code field and press continue | login screen and email
is Received. sent to the user’s email
with temporary password
6. Login to Application Login to the application as
described in the login scenario
with using “Temporary
Password” sent on email
7. Enter OTP provided | Click on OTP field and enter
in the Google | OTP provided on the Google
Authenticator or | authenticator application
GAuth
8. Click Continue button | Click on Continue button | Useris redirected to the

28



available on screen

Step | Description Navigation Comments
available on screen Edit Profile screen and the
Change Password warning
displayed on screen
9. Enter Current | Click on Current Password | Current password  will
password field and enter Current | displayin field inencrypted
password format
e.g.
Current password =
Temporary Password
provided via email
10. | Enter New Password | Click on New Password field New password will be
as per Password | and enter New password displayed in field in
Policy encrypted format
11. | Enter Confirm | Click on Confirm Password | Confirm password  will
Password field and enter same password | display in  field in
as new password encrypted format
Confirm Password: Same
as New Password to
confirm both passwords
12. | Click Save Button Click on the ‘Save’ button | The password has been
available at the bottom of | changed and User s
screen redirected to dashboard
13. | Click on Logout | Click on Logout button | User logout from the
button available on screen application and redirected
to login screen
14. | Login to the | Enter email and password and | User is redirected to the
application with the | click Continue button OTP screen
new password
15. | Enter OTP provided | Click on OTP field and enter
in the Google | OTP provided on the google
Authenticator or | authenticator application
GAuth
16. | Click Continue button | Click on Continue button | User is redirected to the

dashboard

29



3.4.5. User Interface:
Step 1: Go to application access link and Click on Forget Password

] D"L ;u-"sr.l;.
State Bank of Pakistan

Online Portal

Signin

Unrecognized usemame or password. Forgot your password?

Password

Continue @

Forget Password

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action

Step 2: Enter email and click Reset Password

State Bank of Pakistan

Online Portal

Forget Password

Email

Reset Password

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action.
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Step 3: Enter Verification Code and Click continue

~

State Baﬁk of Pakistan

Online Portal

Verification Code

Password Reset Code has bean sent on email

Password Reset Code:

Go back to Forgot Password screen

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan. No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action.

Step 4: Temporary password has been sent to the email provided.

State Bank of Pakistan

Online Portal

Signin

Email has been sent Please check your email for new password

Email

Password

Continue @

Forget Password

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action
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Step 5: Login to the email with Temporary password received on email

- /
e e Ll
@//' State Bank of Pakistan

Laxis>

Online Portal

Password
ey |
Continue @

Forget Password

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action

Step 6: Enter OTP and Click continue

il | “
Q’L/ .L‘ - L'\-dtj
State Bank of Pakistan

Online Portal

One Time Password

‘ Having Trouble?

Continue @

The name "State Bank of Pakistan" and its logo are intellectual property of State Bank of Pakistan.No person or entity is
authorized to use or modify this property. SBP reserves the right to take legal action
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Step 7: Click on ‘I agree’ button

Welcome to SBP

You have logged in to SBP. Do you
want to comply with the terms and
conditions?

Terms and conditions

| o [

Step 8: Enter Current Password, Password and Confirm Password

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk

Full Name

ONLINE PORTAL Currnt password

Enter your current password to change the Email address or
Password. If you do not know your current password, you can

Home
Email address

Drafts testuser@sbp.org.pk
Password

My Tasks

My Cases Password strength: Strong

Passwords match: yes

City
Province
-None- y
Designation
© State Bank of Pakistan.All Right Reserved. Date of Birth
11. Chundrigar Road Karachi Pakistan. mm/dd/yyyy
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Step 9: Click on Save button

SBP Website  Privacy Statement ~ Contact  Help testuser@sbp.org.pk

Enter your current password to change the Email address or
Password. If you do not know your current password, you can

ONLINE PORTAL

Email address

Home Password

|
Drafts Password strength: Weak

Confirm password

¥ My Tasks

Passwords match: yes

Q My Cases ciy

Province

-None - v

Designation

Date of Birth

mmy/dd/yyyy

Mobile Number 03111111111

© State Bank of Pakistan.All Right Reserved.

1.1. Chundrigar Road Karachi Pakistan.

Step 10: Password has been updated and user redirects to dashboard

SBP Website Privacy Statement Contact Help

The changes have been saved

ONLINE PORTAL

Select department v
Category

Select category v
Case Type

Select case type v
Case Title

Select case title hi

Please select an item in the lis

Region

Select region v

® State Bank of Pakistan.All Right Reserved.
1.l Chundrigar Road Karachi Pakistan.
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User can Change Password. After the password has been changed, the user will not be able to
login with old password. The password policy is applicable on password change. Following is
the current password policy:

e Minimum 4 characters of total length

e Must contain 4 types of characters
o Upper Case Alphabets
Lower Case Alphabets

o
o Numbers
o Special Character

1. The Old Password and New Password should not be same.

1. If the current password was typed wrong, the user will get the error. Password is not

correct.
2.  The password will change when the user clicks on Save button
3.  User cannot login with an old password after the password is changed.

User should be registered account in the system.

Step | Description Navigation Comments
1. Login to the | Login to the application as User redirects to the
application described in the login dashboard
scenario
2. Click on ‘username’ Click on ‘Username’ available | User has been redirected
at the top right corner of | to “View Profile” Screen
screen
3. Click on Edit Tab Click on Edit Tab available on | User has been redirected
screen to “Edit Profile” Screen
4, Enter Current | Click on Current Password | Current password  will
password field and enter Current | display in field in
password encrypted format
5. Enter New Password Click on New Password field] New password will display
and enter New password in field in encrypted
format
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Step | Description Navigation Comments
6. Enter Confirm | Click on Confirm Password | Confirm password will
Password field and enter same | display in  field in
password as new password encrypted format
Confirm Password: Same
as New Password to
confirm both passwords
7. Click Save Button Click on the “Save” button| User is shown a successful
available on screen message
New password is saved in
the system and is ready to
use
User redirects to the view
profile screen
8. Click on Logout | Click on Logout button | User logout from the
button available on screen application and redirected
to login screen
9. Login to the | Enter email and password and | User is redirected to the
application with the | click Continue button OTP screen
new password
10. | Enter OTP provided in | Click on OTP filed and enter
the Google | OTP provided on the google
Authenticator authenticator application
11. | Click Continue button | Click on Continue button | User redirects to the
available on screen dashboard
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3.5.5. User Interface:

Step 1: Click on username on top right corner
SBP Website Privacy Statement Contact Help Change Role nayapay-demo1@sbp.com.pk

Initiate New Ca Recent Submitted Cases -

No Case with this Status

Department
Select department v
Recent Approved Cases -
Category
select cat Case No : SBPHOK-PSD-TYPEPR-
v
elect category AHB-14310 Date : 8/07/2021
Dept : Payment Systems | Category :
Case Type Policy and Regulations
Select case type v
¥ q Case No : SBPHOK-PSD-TYPEPR-
anagemer Case Title AHB-14299 Date : 8/07/2021
Dept : Payment Systems | Category :
Select case title v Policy and Regulations
View All
Region
© State Bank of Pakistan. Al Rights .
Reserved. Select region v

1. Chundrigar Road Karachi Pakistan.

Step 2: Click on Edit Tab

Log out

View Security

| Name : Test

ONLINE PORTAL

2103111111111

n:UBL

B Drafts

¥ My Tasks

a My Cases

© State Bank of Pakistan.All Right Reserved.
1.1, Chundriger Road Karachi Pakistan.
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Step 3: Enter Current Password, Password and Confirm Password

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk

Name

Full Name

ONLINE PORTAL Current password

Enter your current password to change the Email address or
Password. If you do not know your current password, you can

Email address

Password strength: Strong

Confirm password

Passwords match: yes

City
Province
- None - ¥
Designation
© State Bank of Pakistan.All Right Reserved. Date of Birth
LI. Chundrigar Road Karachi Pakistan. mm/dd/yyyy

Step 4: Click on save button

oear

Q Log out

Enter your current password to change the Email address o
Password. If you do not know your current password, you can

ONLINE PORTAL
Email address
Password
— |
-] Drafts Password strength: Weak
Confirm password

¥ My Tasks

Passwords match: yes

a My Cases ciy

Province

-None - v

Designation

Date of Birth

mmy/dd/yyyy

Mobile Number 03111111111

@ State Bank of Pakistan.All Right Reserved.
1. Chundrigar Road Karachi Pakistan.
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Step 5: Password has been changed and user is redirected to dashboard

Search Q Log out

View  Edit = Security

ONLINE PORTAL

The changes have been saved.

Full Name
Home
Demo3 User
Drafts Current password
¥ MyTasks
Y Email address
demo3.|ahore@bank.com.pk
Q My Cases
New Password
~
3&‘ User Management ~ Passvord strength:
Confirm New Password
Policy  Status Constraint
Basic  Fail - Password must contain at least4 ~ Minimum
types of characters from the following ~ password
character types: lowercase letters, character

uppercase letters, digits, punctuation.  types: 4

© State Bank of Pakistan All Right Reserved.
1. Chundrigar Road Karachi Pakistan.

City

1 ahnra
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3.6. Dashboard
3.6.1. Functional Description
User can view dashboard of RAS to view the status of submitted request(s), check notifications,
access incoming tasks from ‘My Tasks and Cases’ finalized or pending at PSP&OD’s end through
‘My Cases’.
3.6.2. Probable Errors and Possible Causes
1. If User has not submitted any request then no Notifications will be shown on

Notification Cards.

3.6.3. Procedure
3.6.3.1. Set-up and Initialization

User should be logged into the system.

3.6.3.2. Navigational Steps

Step | Description Navigation Comments
1. Login to the RAS. Login to the RAS as described | User is redirected to the
in the login scenario dashboard where he/she

can access Drafts, My
Cases, and My Tasks from
side navigation menu and
Notifications card from
home screen

3.6.4. User Interface:
Step 1: User has been redirected to dashboard after logging in

SBPWebsite  Privacy Statement ~ Contact ~ Help  ChangeRole nayapay-demo1@sbp.com.pk

Initiate New Case Recent Submitted Cases ==

No Case with this Status

Depanment
1 Select department v
[ s ’ Recent Approved Cases  w
Category
~ Tasks
L My Select cat v Case No : SBPHOK-PSD-TYPEPR-
clect category AHB-14310 Date: 8/07/2021
a My Cases Dept : Payment Systems | Category :
Case Type Policy and Regulations
Y Select case type v
;‘-i ] t Case No : SBPHOK-PSD-TYPEPR-
anagemen Case Title AHB-14209 Date: 8/07/2021
Dept : Payment Systems | Category :
Select case title v Policy and Regulations
View All
Reglon
© State Bank of Pakistan. All Rights.
Reserved. Select region v

L1 Chundrigar Road Karachi Pakistan.
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User wants to view notifications displayed on notification cards available on dashboards.

1. Notifications cards of Submitted/Approved/Discrepant/Declined request(s) only contain
request after the User has sent the request.
2. Only 10 requests per card are visible on dashboard. To view all requests, click on View All

option available on dashboard.

1. Notifications will not show on Notification Cards, if User has not submitted any request.

User should be logged into the system.

Step | Description Navigation Comments
1. Click on ‘Notifications| Click on “Notifications | All notifications are visible
Card’ Cards” option available on | on  screen related to
the dashboard in form of | Approve/Decline/Discrepant
cards Case request separately in
form of cards
2. Click on received | Click on a row in the | Application redirects user to
notification notification Cards the screen for which
notification has been
received
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3.7.5. User Interface:

Step 1: Notification cards has been displayed on right side of screen. Clicking on any
notification card.

SBP Website Privacy Statement Contact Help Change Role nayapay-demo1@sbp.com.pk

Initiate New Case Recent Submitted Cases -

No Case with this Status

Department
1 Select department v
Lo ? Recent Approved Cases —
Catego!
My Tasks egory
Select categor v Case No : SBPHOK-PSD-TYPEPR-
¢ aery AHB-14310 Date : 8/07/2021
My Cases Dept : Payment Systems | Category :
Case Type Policy and Regulations
o8, Select case type v
;'T‘ S t Case No : SBPHOK-PSD-TYPEPR-
anagemen Case Title AHB-14299 Date : 8/07/2021
f Dept : Payment Systems | Category :
Select case title - Policy and Regulations
View All
Region
© State Bank of Pakistan. All Rights i
Reserved. Select region v
LL Chundrigar Road Karachi Pakistan.

Step 2: Clicking on any notificationin card will redirect user to the decision of by Regulator on any particular
case.
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3.8. My Tasks

3.8.1.

Functional Description

User can check his/her tasks under ‘My Task’ option available in application.

3.8.2. Cautions and Warnings

1.

‘My Tasks’ lists the tasks/cases on which action is pending at the User’s End.

2. Once the request is re-submitted, it will be removed from my tasks and shown in ‘My

Cases’.
3.8.3.

Probable Errors and Possible Causes

1. No tasks are showing on ‘My Tasks’ screen. If user has not been assigned any task.
3.8.4. Procedure
3.8.4.1. Set-up and Initialization

3.8.4.2. Navigational Steps:

User should be logged into the system.

Step

Description

Navigation

Comments

Click on ‘My Tasks’

Click on ‘My Task’ option in
the Side Navigation Bar or Side
Menu available on screen

User has been redirected
to “My Tasks” Screen
where All Tasks shown in
grid. Case Requests with
Status = Discrepant are
included in my Task

Click on a Case

Request

Click on any row in the Grid
shown on screen

User is redirected to the
details screen where the
details of the selected
Case Request will be
shown to logged in user
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3.8.5. User Interface:
Step 3: Click on My Tasks option

SBP Website Privacy Statement Contact Help Change Role nayapay-demo1@sbp.com.pk

In Recent Submi

No Case with this Status

Department
Select department
Lieiis Recent Approved Cases —
Categol
My Tasks egory
Select catedor . Case No : SBPHOK-PSD-TYPEPR-
9oy AHB-14310 Date : 8/07/2021
My Cases Dept : Payment Systems | Category :
Case Type Policy and Regulations
o8 Select case type v
;;" s Case No : SBPHOK-PSD-TYPEPR-
LTS Case Title AHB-14299 Date : 8/07/2021
I Dept : Payment Systems | Category :
Select case title v Policy and Regulations
View All
Region
© State Bank of Pakistan. All Rights .
Beconed Select region v

Step 4: All task assigned to login user will be shown in grid. Click on any Case Number to open
assigned task.

SBP Website Privacy Statement Contact Help Change Role 1link-demo2@sbp.com.pk

QR 157
<3
AKIS
'ONLINE PORTAL

Seaich

Case Number % Department % Category + Status % Last Submitted On H

a My Cases

SBPHOK-PSD- Payment Systems Policy and Regulations Discrepant 23/08/2021 12:21:04
TYPEPR-AHB-14582

~
~

28 User
Management

© State Bank of Pakistan. All Rights.
Reserved.

11. Chundrigar Road Karachi Pakistan.
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Step 3: User has been redirected to the selected case number details
SBPWebsite  Privacy Statement  Contact  Help  Change Role

Search Q

ONLINE PORTAL
Py Last Submitted on: 23/08/2021 12.21:04

Case Information | SBPHOK-PSD-TYPEPR-AHB-14582

Department Category Region
Payment Systems Policy and Regulations Head Office Karachi
Case Type Case Title

Other Requests for Approval Miscellaneous Request

« Fields with * are required

Final Approval Case No 12312301230

Vigbsite of Entity viviw paisapay.com.pk

*Name of Authorized Official Saleem Javed

*Designation of Authorized Official Head of Compliance

© State Bank of Pakistan. Al Rights Resarved.
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3.9. My Cases
3.9.1. Functional Description
User can check Submitted/Approved/Declined/In-Process/Discrepant cases under ‘My Cases’
option available in RAS.
3.9.2. Cautions and Warnings
1. My Cases lists all the cases which are submitted by the User and have been decided by
PSP&OD or Decision is awaited.

3.9.3. Probable Errors and Possible Causes
No Cases are showing on My Cases screen, if user has not submitted any case request.

3.9.4. Procedure
3.9.4.1. Set-up and Initialization

User should be logged into the system.
3.9.4.2. Navigational Steps

Step | Description Navigation Comments

1. Click on ‘My Cases’ Click on ‘My Cases’ option in | User has been redirects to
the Side Navigation Bar or | ‘My Cases’ Screen where
Side Menu available on | All Cases shown in grid.

screen
2. Click on a Case | Click on any row in the Grid | User redirects to thedetails
Request shown on screen screen where the details of

the selected Case Request
will be shown tologged in
user

3.9.5. User Interface:
Step 1: Click on My Cases option

SBP Website Privacy Statement Contact Help Change Role

Cxort e i st

Case Number % Department %  Submitted By % Category % Status $ LastSubmittedOn $ DecisionDate % Actions

SBPHOKPSD-TYPEPR-AHE-  PaymentSystems  llink-demo2@sbp.compk  Policyand Regulations  Discrepant | 23/08/2021 12:21:04
14582

282 User Management

© State Bank of Pakistan. All Rights Reserved.

1L Chundrigar Road Karachi Pakistan.
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Step 2: All task assigned to login user will be shown in grid. Click on a Case Number

SBP Website Privacy Statement Contact Help Change Role

Search

Q

Export as Excel Sheet _Sea\ ch

Case Number +  Department ¢ Submitted By +  Category + Staws ¢ LastSubmittedOn ¢ DecisionDate & Actions
SBPHOK-PSD-TYPEPR-AHB-  PaymentSystems  1link-demo2@sbp.compk  Policy and Regulations  Discrepant  23/08/2021 12:21:04
14582

283 User Management

© State Bank of Pakistan. All Rights Reserved_
L1. Chundrigar Road Karachi Pakistan

Step 3: User has been redirected to the selected case number details
SBP Website Privacy Statement Contact Help Change Role

Search Q
Last Submitted on : 23/08/2021 12:21:04
ONLINE PORTAL

Case Information | SBPHOK-PSD-TYPEPR-AHB-14582
Department Category Region

Payment Sysiems Policy and Regulations Head Office Karachi
Case Type Case Title

Other Requests for Approval Miscellaneous Request

Fields with * were required

Final Approval Case Mo

12312301230
Website of Entity wiw.paisapay.com.pk
*Name of Authorized Official Saleem Javed

*Designation of Authorized Official Head of Compliance

*Phone No of Authorized Official 03457729022

© State Bank of Pakistan. Al Rights Resarved.
] i Pk *Email ID of Authorized Official

saleem javed@paisay.com.pk
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User can create a case request and submit to PSP&OD. This section gives a general description on
preparation of cases.

1. Select the values of Department/Category/Type/Title/Region related to the request user
wants to create.

2. All data will be lost if user closed the RAS or Go back to previous page. User must save their
work before closing the RAS and also within every 10-15 minutes to avoid data loss.

3. User will not be able to submit the request without signing.

4. All the fields with ‘*’ tag are mandatory.

5. All fields must be filled in accordance to their Data type and Minimum/Maximum length
criterion displayed in a black box on right side of respective field(s).

6. All the documents with “*” tag are mandatory. All documents must be attested by the
authorized officials of the regulated entity along with their names and stamps.

7. All Optional and Mandatory Documents must be scanned in PDF Format.

8. The name of the file must exactly match with file name given on Portal.

9. Maximum file size of a single file can be 5 MB. Total files of 100 MB can be attached with
a single request.

10. User is allowed to attach 5 additional documents. File type and naming convention is not
applicable on additional documents.

1. User is not able to submit the request because he/she did not attach required documents.
User is not able to submit the request because he/she did not fill the mandatory
fields with exact data type and minimum length.

User should be logged into the system.

Step | Description Navigation Comments
1. Click on  Select | Click on Select Department | Department: All  the
Department field field and select department | departments of SBP and
from the drop down SBP-BSC.
e.g.
Department = Payment
Systems Policy & Oversight
Department
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Step | Description Navigation Comments
Category: All categories
related to the selected
. Click on Select Category field case  department  will
Click on Select appear
2. Categorv field and select Category from the
gory drop down. e.g.
Category = Policy &
Regulations

Click on Select Type field and

Type: All types related to
the selected case category

3. ?Ilﬁ;( on Select Type select Type from the drop €9-
'€ down list Type= EMI Licencing,
Authorization of
PSOs/PSPs, etc.
Click on Select Title Click on Select Title field and | Title: All titles related to
4, field select case title from the drop the selected case type
down list
Region: All regions that
handles the above case
; ; ; request
Click on Select Click on Select.Reglon field
5. N and select Region from the e.g.
Region field d d
rop down Region = Head Office
Karachi
ek ) g Click on ‘Proceed’ button The user is redirected to
6. Click “on “Proceed” | | ilable on screen below the | the create request form
button L
region field.
7. Enter Data Enter data in all fields
Click on the upload button The Documents have
Unload Required available for each required been up;lolfded
8. P 9 document and select the successtully
Documents
documents from computer
and upload them
Click on the ‘Sign’ button Ehe C;_S? llRquest(j hss
9. Click on ‘Sign’ button | available at the bottom of een digitally signe y

screen

user
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Step

Description

Navigation

Comments

10.

Click on
button

‘Submit’

Click on the ‘Submit’ button
available at the bottom of
screen

User Redirects to the
dashboard and User
prompted with message
"Your request has been
submitted" along with
Case Request Number.

Case status has been
changed to "New"

Case Request number
generated should be in
the specified format:

e.g. SBPHOK-PSPOD-
PSDODOD-HBLNew-19259
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3.10.5. User Interface:

Search Q Log o
Initiate New Case Recent Submitted Cases —
ONLINE PORTAL
No Case with this Status.
Department
Select department v
|7l Recent Approved Cases -
(& e |
P Systems
Syment Systen No Case with this Status.
Select category v
Case Type
Select case type v
Case No: SBPHOK-PSD-TYPEPR-AHB-14562
Case Title Dept : Payment Systems | Category: Date : 23/08/2021
Policy and Regulations
Select itl
elect case title v =
Region
Selectregion v Recent Declined Cases -
No Case with this Status

© State Bank of Pakistan. All Fights Reserved. Recurring Case Number
LL Chundrigar Road Karachi Palistan_

Recent Submitted Cases -
ONLINE PORTAL
No Case with this Status
Department
Payment Systems v
Recent Approved Cases -
Cat
s No Case with this Status
‘ Select category v |
Select category
nd Regulations
Select case type v
(Case No . SBPHOK-PSD-TYPEPR-AHB-14582
Case Title Dept : Payment Systems | Category:  Date : 23/08/2021
Policy and Requlations
v

Select case title
View All

Region
Select region v Recent Declined Cases =

MNo Case with this Status

28 User Management

Recurring Case

© State Barik of Pakistan. Al ights Reserved. Recurring Case Number

[Ty  Chuniigar Road Kerachi Pakistan.



Step 3: Select Type

ONLINE PORTAL

Drafts

My Tasks

My Cases

User Management

@ State Bank of Pakistan. All Rights Reserved.

ONLINE PORTAL

My Tasks

My Cases

User Management

© State Bank of Pakistan. Al Fights Resarved.

Department

Payment Systems

Category

Folicy and Regulations v
Case Type
‘ Select case type v

Select case type.

Authorization of PSO or PSP
EMI Licensing
Other Requests for Approval

Region

Select region v

Recurring Case

Recurring Case Number

Initiate New Case

Department

Payment Systems

Category

Policy and Regulations v
Case Type

EMI Licensing ~
Case Title

Select case title

Application Submissicn In-Principle Approval
Application Submissicn for Pilot Operations
Request Final Approval - License

Request for No Objection Certificate

urring Case

Recurring Case Number

Initiate New Case

Log out
Recent Submitted Cases -
No Case with this Status
Recent Approved Cases -
No Case with this Status

Case No: SBPHOK-PSD-TYPEPR-AHE-14582
Dept: Payment Systems | Category: Date : 23/08/2021
Policy and Regulations

View All
Recent Declined Cases =
No Case with this Status

Recent Submitted Cases —

HNo Case with this Status

Recent Approved Cases -

No Case with this Status

Case No: SBPHOK-PSD-TYPEPR-AHB-14582
Dept : Payment Systems | Category :  Date : 23/08/2021
Policy and Regulations

View All

Recent Declined Cases -

No Case with this Status
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Step 5: Select Region

)

2
W
&

Initiate New Case Recent Submitted Cases -

No Case with this Status

ONLINE PORTAL

Department

Payment Systems h Recent Approved Cases =
EEE e

No Case with this Status

Bolicy and Regulations v
Case Type
EM Licensing v

(Case No - SBPHOK-PSD-TYPEPR-AHB-14582
Case Title Dept : Payment Systems | Category:  Date : 23/08/2021
Policy and Regulations

‘Application Submission In-Principle Approvl v
View All

Recent Declined Cases =

No Case with this Status

Region

‘ Select region

Head Office Karachi

© State Bark of Pakistan. All ights Reserved. Recurring Case Number

Step 6: Click Proceed

*

\ Search Q Log o
Nt 17

No Case with this Status

ONLINE PORTAL

Department

Payment Systems h Recent Approved Cases -
CEE e

No Case with this Status

Policy and Regulations v
Case Type
EM Licensing v

Case No: SBPHOK-PSD-TYPEPR-AHB-14582
Case Title Dept : Payment Systems | Category:  Date : 23/08/2021
Policy and Regulations
‘Application Submission In-Principle Approvl v
View All

Region
|| Head Office Karachi v| Recent Declined Cases -

No Case with this Status

© State Bark of Pakistan. All ights Reserved. Recurring Case Number



Step 7: Enter Data in Form Fields. For instruction of Field Data Type and length see black
box on the right side of Field.

Search Q

ONLINE PORTAL Case Selection
Department Category Region
Payment Systems Policy and Regulations Head Office Karachi
Case Type Case Title
EMI Licensing Application Submission In-Principle Approval

= Fields with * are required.

NOC Case No

*“Website of Entity

*Name of Authorized Official

*Designation of Authorized Official

*Phone No of Authorized Official

© State Bk of Pbistan. Al Fights *Email ID of Authorized Official

LL Chundrigar Road Karachi Pakistan

Search Q

»  Caze Documents with * are required

» Document Names should be of naming convention: <Document Names pdf e.q for Cover Letter, name should be "Cover Letter pdf”
= Document Names should not contain any special characters ie& #+%1/:%7%¢»

= Only PDF extention is allowed. (For additional documents doc, docx, xls, xisx, paf, txt, csv, ppt, pptx extensions are allowed)

*Application Format - Annexure C

*Certified true copy of Certificate of Incorporation with SECP

*Lertified true copy of Memorandum of Association - MoA Choose File

“Certified true copy of Articles of Association - AvA

Evidence of payment of application processing fee

“Business Plan - If the same has been revised after taking
NOC

*Draft Trust Agreement or Mol with Trustee

*Details of the intemal control ta comply with AML-CFT Reg
&nd Guidelines

Details about outsourcing amangements by EMI and copy of
draft agreements

& State Bank of Pabistan. Al ights Reseed. “List of Sponsor Shareholders
L. Chunciigar Road Karachi Palistan.

54



Step 9: Click on Sign button

*Certfied true copy of Articles of Association - AoA

Evidence of payment of application processing fee

“Busingss Plan - If the same has been revised after taking

“Draft Trust Agreement or Mol with Trustee

*Details of the internal control to comply with AML-CFT Reg
and Guidelines

Details about outsourcing amangements by EMI znd copy of
draft agreements

“List of Sponsor Shareholders

*Full FPT documents of each sponsor shareholder merged
and uploaded separately

*Full FPT of Directors, CEQs and Key Executives merged and
uploaded separately

Details of ist of Associated Companies, Subsidisries and
other related parties

Audited financial statements of the company for the last 3
years

© State Bark of Palistan. Al Bights Beserved
L1 Chundriges Road Karachi Pakistan.

Step 10: Click on Submit button

- Fields with * are required.

Final Approval Case No dshdhd

Website of Entity

*Name of Authorized Official

*Designation of Authorized Official

*Phane No of Authorized Official -

*Email 1D of Authorized Officia

*Brief Case Description fdfdafdadfgaafat fdsfstds sdfdsaf

Case Documents with * are required.
Document Names shoul be of naming convention: «Document Names.pdf .g for Cover Letter, name should be “Caver Letter.pdf”
Document Names should not contain any special characters e & # + %\ /:* 2"
- Only PDF extention is allowsd. (For additional documents doc, docx. xls, xlsx, pdf, txt, csv. ppt. pptx extensions are allowed)

*Cower Letter on company letterhead Cover Letter on company letterhead pdf

Sttt et L = ]

L Chundriges Rod Karach Pakistan. Case is signed by 1link-d bp.com pk &t iz
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Step 11: Request has been successfully submitted and user redirects to dashboard

You have successfully uploaded your case request no. SBPHOK-PSD-TYPEPR-AHB-14612 on 23/08/2021 05:47-37pm. The contants of tha request are yet to Recent Submitted Cases P
be verified. The case can be viewed by you using case reference number.

I Case No: SBPHOK-PSD-TYPEPR-AHB-14612  Date:- 23/08/2021

Dept : Payment Systems | Category : Policy and Regulations
Initiate New Case
View &Il
Department
Recent Approved Cases -
Select department v
No Case with this Status
Category
Select categary v
Case Type
CaseNo : SBPHOK-PSD-TYPEPR-AHB-14582  Date - 23/08/2021
Select case type. v
Dept - Payment Systems | Category - Policy and Regulations
Case Title View All
Select case title A4
Recent Declined Cases -
Region
. No Case with this Status
Select region v

Recurring Case

Recurring Case Number

© State Barik of Pakiston. AllRights Reserred.
LL Chunciiges Rod Karachi Pakistan.
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User can save Case Request as Draft at any time during case preparation. The draft case is
viewable in Draft tab of dashboard.

1. User did not save his/her case therefore unable to view in Draft tab.

Set-up and Initialization

User should be logged into the system.

Navigational Steps
Step | Description Navigation Comments
1. Select a case type by | After selection of case type, | The user redirects to the
following above click on ‘Proceed’ button | create requestform
mentioned available on screen below the
procedure. region field.
2. Enter Data Enter data in all fields
3. Upload Required | Click on the upload button | The Documents has been
Documents available for each required | UPloaded successfully
document and select the
documents from computerand
upload them
4, Click on ‘Sign’ button | Click on the ‘Sign’ button | The Case Request has
available at the bottom of | Peen digitally signed by
user
screen
5. Click on ‘Save’ button | Click on the ‘Save button | Request has been saved
available at the bottom of | and Draft No. is generated
screen at bottom of screen. Case
is accessible from Draft
option from side
navigation.
6. Click on Draft Tab Click on Draft tab on side| All saved Drafts of User
navigation. are shown.
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3.11.4. User Interface:
Step 1: Click Proceed

SBPWebsite  Privacy Statement  Contact  Help  Change Role 1link-demo2@sbp.com.pk

o ¢ o
Initiate New Case Recent Submitted Cases -

Deparrmem I Case No : SBPHOK-PSD-TYPEPR-AHB-14612  Date 23/08/2021

Dept: Payment Systems | Category : Palicy and Reguiations

Payment Systems v
View Al

Category

Palicy and Requiztions v Recent Approved Cases -
Case Type No Case with this Status

Other Recquests for Approval v
Case Title

Request for FPT spproval v Case No: SBPHOKPSD-TYPEPR-AHB-14582  Date: 23/08/2021

Dept : Payment Systems | Category  Palicy and Reguiations

Region View Al

Head Office Karachi v

Recent Declined Cases -

No Case with this Status

Recurring Case Number

St Bark of Pakistan,All Rights Reserved.
UL Churebicar Rocd Karachi Paistan.

Step 2: Enter Data in Form Fields

SBP Website Privacy Statement Contact Help Change Role

[+

Case Selection

Department Category Region

Payment Systems Policy and Reguiations Head Office Karachi
Case Type CasaTitle

Other Requests for Approval Request for FPT approval

+ Fields with * are required.

My Tasks

My Cases

*Final Approval Case No

User Management

Website of Entity

*Name of Authorized Official

*Designation of Authorized Official

*Phane No of Authorized Official

*Email ID of Authorized Official

*Brief Case Description

2 State Bari of Pakistan. Al Rights Reserved.
1L Chuncrigar Rosel Karachi Pakistan.
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Step 3: Upload required documents

My Tasks

My Cases

User Management

1% State Barik of Pakistan. All Rights eserved.
L1, Chuncirige Road Karacki Pakistan.

Privacy Statement Contact Help Change Role

qQ

*Final Approval Case Ho

Website of Entity

*Name of Authorized Official

*Designation of Authorized Official

*Phone No of Authorized Official

*Email ID of Authorized Official

*Briaf Case Description

Case Documents with * are required
Dacument Names should be of naming convention: <Document Name>.pdf e.g for Caver Letter, name should be “Cover Letterpdf”

Document Names should not contain any special characters ie &£ +%\ /12" <»
Only PDF extention is allowed. (For additional documents doc, doc, xls, ksx, paf, b, sy, ppt, pptx extensions are allowed)

*Cover Letter an company letterhead

*Full FPT Documents of a Single Individual Merged and
Uploaded Separately

[

Step 4: Click on Sign button

My Tasks

My Cases

User Management

© State Bardk of Palkistan. Al Rights Reserved.
L. Chunsliger Rosd Karachi Palistan.

SBP Website Privacy Statement Contact Help Change Role

Q

*Final Approval Case No

Website of Entity

*Name of Authorized Official

*Designation of Authorized Official

*Phone No of Authorized Official

*Email ID of Authorized Official

*Brief Case Description

Case Documents with * are required
Document Names should be of naming convention: «Document Namespdf e.q for Caver Letter, name should be "Caver Letter.pdf”
Document Names should not contain any special characters ie &+ %\ /:* 7 <>

Only PDF extention is allowed. (For additional decuments doc, doc, xls, xisx, pdf, xt, csv, ppt, pptx extensions are allowed)

*Cover Letrer on company letterhead

*Full FPT Documents of a Single Individual Merged and
Uploaded Separately
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Step 5: Click on Save button. A Draft number will appear at the bottom of screen.

SBP Website Privacy Statement Contact Help Change Role

Website of Entity
ONLINE PORTAL *Name of Authorized Official e
*Designation of Authorized Official

*Phane No of Authorized Official

*Email ID of Authorized Official

“Brief Case Description | MOHeSTOUIREE LOVE LR s 3
Name>.pdf e.q for Cover Letter, name should be "Cover Letter.pention: <Document Name>.pdf e.g for Cover Letter, name should be b

ocuments

Case Documents with * are required.

Document Hames should be of naming cenvention: <Document Names.pdf e.qg for Cover Letter, name should be "Cover Letter pdf".
Document Names should not contain any special charactersie&#+ %\ /:*27<>|

Only PDF extention is allowed. (For additional documents doc, docx, xls, xlsx, pdf, txt, csv, ppt, pptx extensions are allowed)

*Cover Letter on company letterhead n company letterhead. pdf

St ok f ekiston A Figts s [ s ] se

LL Chundrigar Road Karachi Pakistan. —— P Draft-4188 has been saved

Step 6: Saved drafts are accessible through Draft tab. Further Saved Drafts can also be deleted.

SBP Website Privacy Statement Contact Help Change Role

Q

ONLINE PORTAL

Draft Number Created on

Department »  Category

Draft-4188 Payment Systems Policy and Requlations Draft 25/08/2021 m

¥ My Tasks

@ wycases

282 User Management
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User can resubmit a discrepant case request after removing all discrepancies on the case.

The documents that are declined by SBP are required to be re-attached before resubmitting the

case request.
1. Allinstructions of Section 3.10.2 are applicable.

1. Allinstructions of Section 3.10.3 are applicable.

User should be logged into the system.

Navigational

documents that are
marked discrepant.

available for each declined
document and select the
documents from computer
and upload them.

Step | Description Navigation Comments
1. Click on ‘My Tasks’ or | Click on ‘My Tasks’ option in | User has been redirects to
“Recent Discrepant | the Side Navigation Bar or Side | “My Tasks” Screen where
Case”  Notification | Menu available on screenor “ | All Tasks shown in grid.
Card. Recent Discrepant Case”
Case Requests with Status
= Discrepant are included
in my Task
2. Click on a Case | Click on any row in the Grid | User is redirected to the
Request where | shown on screen where Status deta!ls screen where the
Status = Discrepant | = Discrepant details of the selected
Case Request displayed
and all fields are editable
3. |Upload the Click on the upload button The Documents has been

uploaded successfully.

available at the bottom of
screen

4, Enter Comments and | Click on the comments section | Comments/reply has been
reply to queries available at the bottom of | added
screen
5. Click on ‘Sign’ button | Click on the ‘Sign’ button | The Case Request has

been digitally signed by
user
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Step | Description Navigation Comments
6. Click on ‘Submit’ | Click on the ‘Submit’ button [User is Redirected to the
button available at the bottom of [dashboard and User

screen

prompted with message
"Your request has been
submitted" along with Case
Request Number.
Case status will be changed
to "Re-Submitted"
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3.12.5. User Interface:
Step 1: Click on ‘“My Tasks’ or Recent ‘Discrepant Cases’

SBP Website Privacy Statement Contact Help Change Role 1link-demo2@shp.com.g

_O' Logo

ONLINE PORTAL
Department Case No : SBPHOK-PSD-TYPEPR-AHB-14612
Dept : Payment Systems | Category:  Date : 23/08/2021
Select department v Policy and Regulations

. Ca‘egory View All
Select category v Recent Approved Cases

Case Type
No Case with this Status.
Select case type v
Case Title
Select case title v

Case No : SBPHOK-PSD-TYPEPR-AHB-14582
Region Dept: Payment Systems | Category: Date : 23/08/2021
Policy and Regulations

Select region v
View Al
Recent Declined Cases —
No Case with this Status

Recurring Case

© State Bank of Pakistan. Al Rights Reserved. Recurring Case Number

LL Chunrigas Road Karachi Pakistan. Talk to Cortana

Step 2: Click on case ‘Discrepant status’

SBP Website Privacy Statement Contact Help Change Role

ONLINE PORTAL
Export as Excel Sheet | Eaatal

Case Number +  Department +  Submitted By +  Category 4 Status ¢ LastSubmittedOn ¢ DecisionDate # Actions
SBPHOKPSD-TYPEPR-AHB-  PaymentSystems  1link-demo2@sbp.compk  Policyand Regulations ~ Discrepant  23/08/2021 17:47:37

14612

SBPHOKPSD-TYPEPR-AHB-  PaymentSystems  1link-demo2@sbp.compk  Policyand Regulations ~ Discrepant  23/08/2021 12:21:04

14582

< >

User Management

© State Bank of Pakistan. All Rights Reserved.
L1 Chundrigar Road Karachi Pakistan.
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Step 3: Request will be opened in editable mode.

SBP Website Privacy Statement Contact Help Change Role

Q

Case Information | SBPHOK-PSD-TYPEPR-AHB-14582

Department Category Region
Payment Systems Policy and Regulations Head Office Karachi
Case Type Case Title

Other Requests for Approval Miscellaneous Request

Case Form
Fields with * were required
Final Approval Case o

12312301230

Website of Entity W paisapay com pk

*Name of Authorized Official Saleem Javed

*Designation of Authorized Officiel Head of Compliance

“Phone No of Authorized Official

03457729022
© State Bank of Pakistan. All Rights Reserved.

LL Chundrigar Road Karachi Pakistan. *Email ID of Authorized Official saleem javed@paisay.com pk

Step 4: Attach documents where Status = Discrepant

SBP Website Privacy Statement Contact Help Change Role

e =/
AR

» Case Documents with * are required.

Document Names should be of naming conventicn: <Document Names pdf e g for Cover Letter, name should be "Cover Letter pdf”
Document Names should not contain any special characters e & #+ %\ /%7 <>
Only PDF extention is allowed. (For additional documents doc, docx, xls, xlsx, pdf, txt, csv, ppt, pptx extensions are allowed)

Document Name Attachment Is Verfied Link

*Cover Letter on company letterhead

Add a Comment

No (Cover Letter on company letterhead pdf

SBP
25/08/2021 03:10:24 PM
© State Bank of Pakistan. All Fights Reserved.

LI Chundrigar Road Karachi Pakistan.
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Step 5: Add Comments/replies and click on Sign button

SBP Website Privacy Statement Contact Help Change Role

» Case Documents with * are required.

= Document Names should be of naming cenvention: <Document Names= pdf e.g for Cover Letter, name should be "Gover Letter pdf”
« Document Names should not contain any special charactersie &#+%\/:%27<>|

= Only PDF extentien is allowed. (For additional documents doc, docx, xls, xlsx, pdf, tat, csv, ppt, pptx extensions are allowed)

Document Name Attachment Is Verfied Link

“Cover Letter on company letterhead

Add a Comment

File Ho Cover Letter on company letterhead pdf

‘ PRevised business plan is attached as des\redl

sap
25/08/2021 03:10:24 PM

© State Bank of Pakistan. All Rights Reserved.

L1 Chundrigar Road Karachi Pakistan.

Step 6: Click on submit button

SBPWebsite  Privacy Statement  Contact  Help  Change Role

AR

Case Documents viith * are required.
Document Names should be of naming convention: <Document Names pdf e.g for Cover Letter, name should be "Cover Letter.pdf’.
Document Names should not contain any special charactersie & +%\/:* 7 < x|

.
.
.
» Only PDF extention is allowed. (For additionsl documents doc, docx, ls, xlsx, pdf, tit, csv, ppt, pptx extensions are alloved)

Document Name Attachment Is Verfied Link

*Cover Letter on company letterhead

Add a Comment

File Ho Cover Letter on company letterhead.pdf

Revised business plan is attached as desired.

Case is signed by 1link-demo2@sbp.com.pk at 25/08/2021 15:30:31

© State Bank of Pakistan. All Rights Reserved. SBP

LL Chundrigar Road Karachi Pakistan.
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Step 7: Request has been submitted and user redirects to dashboard
SBP Website  Privacy Statement ~ Contact  Help  Change Role 1link-demo2@sbp.com.pk

You have successfully uploaded your case request no. SBPHOK-PSD-TYPEPR-AHB-14582 on Recent Submitted Cases -
23/08/2021 12:21:04pm. The contents of the request are yet to be verified. The case can be
viewed by you using case reference number.
Case No : SBPHOK-PSD-TYPEPR-
AHB-14582 Date : 23/08/2021
. Dept : Payment Systems | Category :
Initiate New Case Policy and Regulations
View All
Department
@ WyCases Select department v Recent Approved Cases —
Catego ith 1hi
a8 User egory No Case with this Status
Management Select category v
Case Type
Select case type v No Case with this Status
© State Bank of Pakistan. All Rights Case Tltle )
Resened Recent Declined Cases -
L1 Chundrigar Road Karachi Pakistan. Select case title hd
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User can view case request after case has been Approved /Declined/Closed and download
the Decision letter of case requests.

Set-up and Initialization

User should be logged into the system.

Navigational Steps
Step | Description Navigation Comments
1. [Click on ‘My Cases’ or Click on ‘My Cases’ option in [User is redirected to My,
Recent Approved/ Recent| the Side Navigation Bar or [Cases Screen where All
Declined NotificationCard. | Side Menu available on |Cases are shown in grid
screen
2. Click on a Case Request | Click on any row in the Grid | User is redirected to
where Status = | shown on screen where | the details screen
Approved/Decline/Closed | Status = | where the details ofthe
Approved/Decline/Closed selected Case Type
displayed where user
can download the
Decision Letter.
3. Click on the “Decision | Click on Decision Letter file | The case request
Letter- Case Number” link in Decision Document | Decision will beopened
section in new tab
4, Right click on Decisionl Go back to application tab
Letter file link and right click on Decision
Letter file link
5. Click on Save link asoption| Click on save link as option| The Decision Letter file
available after right click is downloaded on
desired location
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3.13.3. User Interface:
Step 1: Click on My Cases or Recent Approved/Recent Declined Notification Card

SBP Website Privacy Statement Contact Help testuser@sbp.org.pk
S Q Log out
Initiate New Case Recent Submitted Cases
ONLINE PORTAL
Department Case No : SBPBSCHOK-FEOD-WEBOC-UBL-
1180 Date : 9-10-2018
Select department v Dept : Foreign Exchange Operations Department

i
Category

Case No : SBPBSCHOK-FEOD-WEBOC-UBL-

B Drafts Select category Y 170 Date: 9102018
Dept : Foreign Exchange Operations Department
Case Type | Category : WEBOC
¥ My Tasks
| v
Selectcace e Case No : SBPBSCHOK-FEOD-WEBOC-UBL-
1165 Date: 9-10-2018
a My Cases Case Title Dept : Foreign Exchange Operations Department
| Category : WEBOC
Select case title v
View All
Region

Select region v Recent Approved Cases — @
No Case with this Status

Case No : SBPBSCHOK-FEOD-WEBOC-UBL-

172 Date:9-10-2018
Dept : Foreign Exchange Operations Department
© State Bank of Pakistan.All Right Reserved. | Category : WEBOC

11, Chundrigar Rosd Kerachi Pakistan e

Step 4: Click on a case number where Status = Approved
SBP Website Privacy Statement Contact Help Change Role

>
Search Q
CN 15

ONLINE PORTAL

— Export as Excel Sheet [[EEEI
B Drafis

Last
Submitted On  Decision Date
~
% My Tasks Case Number % Department$ Submitted By % Category + Status % ] % Actions
a BT, Caces SBPHOK-PSD- Payment 1link- Policy and Approved  25/08/2021 25/08/2021
y TYPEPR-AHB-14698 Systems demo2@sbp.com.pk  Regulations 16:05:47 17:34:41
18 User SBPHOK-PSD- Payment 1link- Policy and Discrepant =~ 23/08/2021
- TYPEPR-AHB-14612 Systems demo2@sbp.com.pk  Regulations 17:47:37
Management
SBPHOK-PSD- Payment 1link- Policy and Discrepant 23/08/2021
TYPEPR-AHB-14582 Systems demo2@sbp.com.pk  Regulations 12:21:04

~
~

© State Bank of Pakistan. All Rights
Reserved.

L1. Chundrigar Roed Karachi Pakistan.
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Step 5: The request has been opened in read-only mode. Click on Decision
SBP Website Privacy Statement Contact Help Change Role

Search

I

Case Documents

Cover Letter on company letterhead Cover Letter on company letterhead.pdf
Drafts

e Decision Documents

My Cases
 Decision Letter - SBPHOK-PSD-TYPEPR-AHB-14698

SBP
© State Bank of Pakistan. Al Rights 25/08/2021 05:34:40 PM
Reserved.

LL Chundrigar Road Karachi Pakistan.

&8s User

Management

Step 6: The Decision Letter will be opened in new tab. Go back to application page

) Date: 31 335 500
III. IIIlI”.II H{E*) &\'-r\"., Reason: Authentication of PDF
S u.‘-ﬁ P Ve Localion STATE BAME OF PAKISTAN
==l i Conmiact: Infodhs0p.ong. pk

Digitally signed by "O=-Siate Bank of Pakista
e 20210825 17:33:35 +05:00

STATE BAMK OF PAKISTAN
L.I. Chundrigar Road

Head Office Karachi

SBPHOK-PSD-TYPEPR-AHB-14628

Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Te
ut Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Teut Text
Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Te
ut Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text Text
Text Text Text Text Text Text Text

Regards,

Case Processing Officer

Designation

Tel:

Fax:
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Step 7: Right Click on Decision Letter and click on ‘Save’ link as. The ‘Decision Letter’ will be
downloaded.

SBP Website Privacy Statement Contact Help Change Role

Cover Letter on company letterhead Cover Letter on company letterhead.pdf

Decision Documents

+ Decision Letter - SBPHOK-PSD-T*Pron a1in 2 4cna

Open link in new tab

Open link in new window

Mal‘lﬂgement Open link in incognito window

Review Comments Save link as...

Caopy link address

Inspect Ctrl+Shift |
SBP
25/08/2021 05:34:40 PM

© State Bank of Pakistan. All Rights
Reserved.

70



User can search case requests details created by him/her using Case Request Number.

Administrator of a regulated entity can view all cases in read-only format.

1. The Case request number should be valid to search a case request.
Partial request numbers can also be used to search a case request.

1. The entered case request number does not exist.
The entered case request number is not created by logged in User except in case of
Administrator.

Set-up and Initialization
User should be logged into the system.

Navigational Steps:

Step | Description Navigation Comments
1. Login to the RAS. Login to the RAS asdescribed in| User is redirected to the
the login scenario dashboard
2. Click on ‘My Cases’ Click on ‘My Cases’ option in | User is redirected to My
the Side Navigation Bar orside | Cases Screen
Menu available on screen
3. Enter Case Request | Click on Search field available | Case Request Number:
Number in Search | above the Case Request grid | Case Request number
Box and Enter Case Request | generated at the time of
Number submission
4. Enter Key word | Click on Search field available | Keyword: Key  word
Search Box above the Case Request grid | defined in meta data or
and Enter Case Request | tagged with document
Number
5. Click on a search Click on a Search record | Application opens up the
record appear in grid detailed Case request in a
separate screen where all
data will be read-only.
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3.14.5. User Interface:
Step 1: Click on My Cases.

ONLINE PORTAL

Case Number *
SBPHOK-PSD-TYPEPR-AHB-

— 14698

H Drafts
SBPHOK-PSD-TYPEPR-AHB-
14612

& MyTasks
SBPHOK-PSD-TYPEPR-AHB-
14582

User Management 8

© State Bank of Pakistan. All Rights Reserved.
L1, Chundrigar Road Karachi Pakistan.

Step 4: Enter Case request

ONLINE PORTAL

Case Number =
Home
SBPHOK-PSD-TYPEPR-AHB-
— 14698
H Drafts
SBPHOK-PSD-TYPEPR-AHB-
14612
= MyTasks
SBPHOK-PSD-TYPEPR-AHB-
14582
My Cases
User Management <«

© State Bank of Pakistan. All Rights Reserved.
LI Chundrigar Road Karachi Pakistan.

SBP Website

Search

Department

Payment Systems

Payment Systems

Payment Systems

Department

Payment Systems

Payment Systems

Payment Systems

Submitted By

1link-demo2@sbp.com.pk

1link-demo2(@sbp.com.pk

1link-demo2@sbp.com.pk

Submitted By

1link-demo2@sbp.com.pk

Tlink-demo2@sbp.com.pk

Tlink-demo2@sbp.com.pk

Privacy Statement

Privacy Statement

Contact

Category

Policy and Regulations

Policy and Regulations

Palicy and Regulations

Contact

Category

Policy and Regulations

Policy and Regulstions

Policy and Regulstions

Help

Help

change Role

Q

Status ¥ LastSubmittedOn ¢ Decision Date +  Actions
Approved 25/08/202116:05:47  25/08/2021 17:34.41

Discrepant = 23/08/2021 17:47-37

Discrepant = 23/08/202112:21:04

number in the search box available above my cases grid

SBP Website

Change Role

Status ¢ LastSubmittedOn ¢ Decision Date 2+ Actions
Approved 25/08/2021 16:05:47 25/08/2021 17:34:41

Discrepant  23/08/2021 17:47:37

Discrepant = 23/08/2021 12:21:04
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Step 5: Request has been searched successfully and shown in grid

SBP Website Privacy Statement Contact Help

Change Role

a

h

Ew(pw‘asExM Sheet _-461 _

Case Number +  Department +  Submitted By + Category ¢ Status ¢ LastSubmittedOn ¢ DecisionDate ¢ Actions
SBPHOK-PSD-TYPEPR-AHB- Payment Systems 1link-demo2@sbp.com.pk Folicy and Regulations. Discrepant ~ 23/08/2021 17:47:37
14612

User Management

© State Bank of Pakistan. All Rights Reserved.

L1 Chundrigar Road Karachi Pakistan.
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4. Category Specific Instructions

In this section, instructions related to specific case categories, types and titles will be described.
The regulated entities can submitted cases for the following categories, Case Types and Case Titles.
These are subject to change:

Department
Payment Systems Policy & Oversight Department
Case Categories, Types & Titles

Case Category Case Type Case Title

i Request for Product or Service Approval

ii. Request for Exemption-Extension

Payment Policy iii. Request for Clarification

iv.  Submission for Information Only

V. Miscellaneous Request

Policy and Regulations - —
EMI & PSO/PSPs vi.  Clarification Request

(EPAISs) vii. Miscellaneous Request

i.  Clarification Request

Virtual Assets ii. Miscellaneous Request

iii. New Product or Service

i. New Product or Service

Fintech Facilitation - -
ii. Miscellaneous Request

i. Request for Extension-Exemption-Exception

ii. Complaints related to RTGS & RAAST

iii. Miscellaneous

iv. Request for No Objection Certificate

v.  Application Submission In-Principle Approval -

EMI
vi.  Application Submission for Pilot Operations - EMI
Licensing EMI and EPAI Licensing | vii.  Request Final Approval-License - EMI
viii.  Application Submission In-Principle Approval -
PSO-PSP
ix.  Application Submission for Pilot Operations -
PSO-PSP

X. Request Final Approval-Authorization - PSO-PSP

xi. Information Only

xii.  Request for Extension - Revocation - Withdrawal

i. Fit & Proper Test Clearance

Governance and FPT

ii. Miscellaneous Request
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Oversight

RTGS and Raast

Request for Extension-Exemption-Exception

Complaints related to RTGS & RAAST

Miscellaneous

Banks Oversight

Request for Approvals

Request for Clarifications on Circulars and
Circular Letters

Compliance Status

Information Only

Miscellaneous

EMIs, PSOs and PSPs

Request for Approvals

Request for Clarifications on Circulars and
Circular Letters

Compliance Status

Information Only

Miscellaneous

Data

Data Submission

Miscellaneous

Cyber Security Coordination

Emergency Reporting

Information only

Meeting Request

Miscellaneous

Status Update — Circular and Circular Letters
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5. Business Continuity Planning

The aim of this section is to provide a reference for actions required when an incident or emergency
disrupts the normal functioning of RAS. In the following section, a number of possible incidents or
emergency scenarios have been outlined and the steps/actions that needs to be taken in order to
resume normal business actives. These steps will help to ensure the continuation of business
critical services by minimizing the impact of any damage of the incident/emergency.

Sr.No.

Scenario

Steps/actions to be taken

1.

The regulated entity s
unable to access RAS due to
system, network or any
other issue. In this scenario,
the issue is at the regulated
entity’s end.

» The regulated entity will check if the

system is accessible from alternate site:
Yes: Regulated entity may submit the case
using alternate site. However, the
unavailability of the system from main site
should be communicated to SBP through
email or Service Helpdesk.

No: In case the system is unavailable from
alternate site, the regulated entity shall
intimate SBP through surface mail or
Service Helpdesk.

If the system remains unavailable for a
*prolonged period of time or depending
on the urgency of the case, SBP may advise
the regulated entity to submit the case in
hard form.

Once the system is back online, the case
may be submitted through RAS.

The regulated entity is
unable to access RAS due
issue at SBP’s end.

The Regulated entity will bring the issue to
SBP’s notice through surface mail or
Service Helpdesk. The regulated entity
may also submit cases of urgent nature in
hard form in case the system remains
unavailable for a prolong period of time.

Once the system is back online, the case
may be submitted through RAS.

*Prolong period is defined as system unavailability for more than 24 hours.
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