
Revised AML/CFT Regulations for MFBs 

 

1 | P a g e 

 

 
 

 
 

Definitions: 

 
Part-2: Customer Due Diligence and Anti Money Laundering (M) 

 
a. “Beneficial Owner” refers to the natural person(s) who ultimately owns or controls a customer 

and /or the natural person on whose behalf a transaction is being conducted and includes the 

person(s) who exercise(s) ultimate effective control over a person or a body of persons whether 

incorporated or not; 

 
b. “Beneficiary” means the person (natural or legal) to whom or for whose benefit the funds are 

sent or deposited in bank; 

 
c. “Beneficiary Institution” means the financial institution that receives the funds on behalf of the 

wire transfer or electronic fund transfer beneficiary; 

 
d. “Class of Beneficiaries” for beneficiary(ies) of trusts that are designated by characteristics or by 

class, financial institutions should obtain sufficient information concerning the beneficiary to 

satisfy the financial institution that it will be able to establish the identity of the beneficiary at 

the time of the payout or when the beneficiary intends to exercise vested rights; 

 
e. “Control” in relation to a legal person, means the power to exercise a controlling influence over 

the management or the policies of the undertaking, and, in relation to shares, means the power 

to exercise a controlling influence over the voting power attached to such shares; 

 
f. “Correspondent Bank” means the MFB in Pakistan which provides correspondent banking 

services to bank or financial institution situated abroad and vice versa; 

 
g. “Correspondent Banking” means provision of banking services by one bank (correspondent) to 

another bank (respondent) including but not limited to opening and maintaining accounts, fund 

transfers, cheque clearing, payable through accounts, permissible foreign exchange services or 

similar other banking services; 

 
h. “Currency Transaction Report” means as defined under AML Act 2010; 

 
i. “Customer” means a person having relationship with the MFB which includes but not limited to 

holding of deposit/deposit certificate/ or any instrument representing deposit/placing of money 

with a MFB, availing other financial services, locker  facility, safe deposit facility, or custodial 

services from the MFB; 

 
j. “Customer Due Diligence or CDD” in broader terms includes; 

I. Identifying the customer and verifying the customer’s identity on the basis of documents, 

data or information obtained from customer or through reliable and independent source. 

II. Identifying, where there is a beneficial owner who is not the customer, the beneficial 

owner and taking adequate measures to verify his identity so that the MFB is satisfied  that 
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it knows who the beneficial owner is, including, in the case of  a legal person, trust or 

similar legal arrangement, measures to understand the ownership and control structure 

of the person, trust or arrangement. 

III. Understanding and, as appropriate, obtaining information on the purpose and intended 

nature of the business relationship; and 

IV. Monitoring of accounts/transactions on ongoing basis to ensure that the transactions 

being conducted are consistent with the MFB’s knowledge of the customers, their 

business and risk profile, including, where necessary, the source of funds and, updating 

records and data/ information to take prompt action when there is material departure 

from usual and expected activity through regular matching with information already 

available with MFB; 

 
k. “Designated Non-Financial Businesses and Professions or DNFBPs” means as defined under 

FATF Recommendations; 

 
l. “Domestic Wire Transfer” means any wire transfer where the originator and beneficiary 

institutions are located in Pakistan regardless the system used to effect such wire transfer is 

located in another jurisdiction; 

 
m. “Dormant or In-Operative Account” means the account in which no transaction has taken place 

during the preceding one year; 

 
n. “Enhanced Due Diligence or EDD” means a due diligence process that involves a greater level 

of scrutiny that commensurates with underlying risks associated with customers, products, 

transaction channels and geographic elements. EDD shall be in addition to Customer Due 

Diligence (CDD) measures and may include but not be limited to one or more measures as 

follows: 

 
I. Obtaining additional information on the customer (e.g. occupation, volume of assets, 

information available through public databases, internet, etc.), and updating more 

regularly the identification data of customer and beneficial ownership. 

II. Obtaining additional information on the intended nature of the business relationship. 

III. Obtaining information on the source of funds or source of wealth of the customer. 

IV. Obtaining information on the reasons for intended or performed transactions. 

V. Obtaining the approval of senior management to commence or continue the business 

relationship. 

VI. Conducting enhanced monitoring of the business relationship by reviewing its nature and 

frequency of controls applied and selecting patterns of transactions that need further 

examination. 

VII. Where practical, requiring the first payment to be carried out through an account in the 

customer’s name with a bank subject to similar CDD standards. 
 

EDD requirements may vary with the type of customer, products, channels and geography, 

therefore MFBs are encouraged to take additional/appropriate measures; 
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o. “FATF Recommendations” means the Recommendations  of  Financial  Action  Task  Force as 

amended from time to time; 

 
p. “FMU” means the Financial Monitoring Unit established under the AML Act 2010; 

 
q. “Electronic Fund Transfer/Wire Transfer” means any transaction carried out by financial 

institution on behalf of originator person by way of electronic means or otherwise to make an 

amount of money available to beneficiary person at another beneficiary institution, irrespective 

of whether the originator and the beneficiary are the same person; 

 
r. “Government Entity” means federal or provincial government, a ministry within such a 

government, a local government or an agency specially established by any such government, or 

a department, organization or corporation owned or controlled by such government under 

federal, provincial or local law; 

 
s. “Identity Document” means for the purpose of these regulations, the following which will be 

acceptable as an identity documents for natural persons: 

I. Computerized National Identity Card (CNIC). 

II. Smart National Identity Card (SNIC). 

III. Passport. 

IV. National Identity Card for Overseas Pakistani (NICOP). 

V. Smart National Identity Card for Overseas Pakistani (SNICOP). 

VI. Pakistan Origin Card (POC). 

VII. Alien Registration Card (ARC) issued by National Aliens Registration Authority (NARA), 
Ministry of Interior. 

VIII. Proof of Registration (POR) Card. 

IX. Form-B/Juvenile Card; 

 
t. “Legal arrangements” mean express trusts or other similar legal arrangements; 

 
u. “Legal persons” mean entities (companies, bodies corporate, foundations etc.) other than 

natural persons that can establish a permanent customer relationship with a financial institution 

or otherwise own property; 

 
v. “Intermediary Institution” is an intermediary in the wire transfer payment chain; that receives 

and transmits a wire transfer on behalf of the ordering institution and the beneficiary institution, 

or another intermediary institution; 

w. “Money Laundering and Financing of Terrorism or ML/TF” has the same meaning as ascribed 

to them in AML Act 2010; 
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x. “Online Transaction” means deposit or withdrawal of cash using different branches of a MFB 

through electronic means; 

 
y. “Ordering Institution” means the financial institution that initiates a wire transfer on the 

instructions of the wire transfer originator in transferring the funds; 

 
z. “Originator” means the person who allows or places the order to initiate a fund transfer/wire 

transfer or an online transaction; 

 
aa. “Person” has the same meaning as ascribed to it under the AML Act 2010; 

 
bb. “Proliferation Financing or PF” means an act of providing funds or financial services which may 

be used, in whole or in part, for the manufacture, acquisition, possession, development, export, 

trans-shipment, brokering, transport, transfer, stockpiling or use of nuclear, chemical or 

biological weapons and their means of delivery and related materials (including both 

technologies and dual-use goods used for non-legitimate purposes), in contravention of national 

laws or, where applicable, international obligations; 

 
cc. “Politically Exposed Persons or PEPs” are individuals who are entrusted with prominent public 

functions either domestically or by a foreign country, or in an international organization, for 

example Heads of State or of government, senior politicians, senior government, judicial or 

military officials, senior executives of state owned corporations/departments/autonomous 

bodies. This does not intend to cover middle ranking or more junior individuals in the foregoing 

categories; 

 
dd. “Respondent Bank” means the bank or financial institution outside Pakistan to whom 

correspondent banking services in Pakistan are provided and vice versa; 

 
ee.  “Risk” refers to risk associated with money laundering and financing of terrorism; 

 
ff. “Senior Management” means the officer(s) not below the rank of Executive Vice President as 

designated by the board of a MFB for the purpose of AML/CFT regulations; 

 
gg. “Settlor” means natural or legal persons who transfer ownership of their assets to trustees by 

means of a trust deed or similar arrangement. 

 
hh. “Suspicious Transaction Report or STR’’ as ascribed in AML Act 2010; and 

 
ii. “Walk-in-Customer or Occasional Customer” means the person conducting occasional 

transactions and is not a customer having relationship with the MFB. 
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MONEY LAUNDERING, TERRORIST FINANCING AND OTHER UNLAWFUL ACTIVITIES (M) 
 

To safeguard Microfinance Banks (MFBs) from the threat of Money Laundering, Terrorist Financing and 

other related unlawful activities, the  following  minimum  standards  are  required  to  be  followed  by all 

the MFBs. Microfinance banks are free to take additional measures as per risks involved in line with 

Financial Action Task Force (FATF) recommendations. MFBs shall ensure to develop and implement 

following policies within three months of issuance of these regulations. 

 
Regulation M - 1: Customer Due Diligence (CDD) 

 
 

1. Know Your Customer/ Customer Due Diligence Policy: All MFBs shall formulate a comprehensive 

KYC/CDD policy duly approved by their Board of Directors. The policy shall be communicated down 

the line to relevant officers / staff. Copies of the KYC/CDD policy shall be submitted to the 

Agricultural Credit and Microfinance Department (AC&MFD) of the State Bank of Pakistan. Any 

change in policy shall also be conveyed to SBP within seven (07) days of its approval from the Board 

of Directors. 

 
MFBs shall apply customer due diligence measures including but not limited to identification and 

verification of customers before opening a new account or extending any credit facility or 

establishing new business relationships. MFBs shall take all reasonable measures to perform  due  

diligence  of their existing and prospective customers to establish their identity and to confirm that 

the customer is not exploiting microfinance banking channel for any criminal activity, money 

laundering or terrorist financing. 

 

MFBs shall apply CDD requirements to existing customers on the basis of materiality and risk, and 

conduct due diligence on such existing relationships at appropriate times, taking into account 

whether and when CDD measures have previously been undertaken and the adequacy of data 

obtained. 

 

2. Identity of Individual Customers: Identity of all the prospective customers shall be established with 

all reasonable efforts. Before establishing any banking relationship with the client, MFBs shall inter 

alia obtain, biometric verification and record the following on KYC/CDD form or account opening 

form and relevant Information Technology (IT) systems; 

 

a) Full name as per identity document; 

b) Identity document number or where the customer is not a natural person, the 

registration/ incorporation number or business registration number (as applicable); 

c) Existing residential address, registered or business address (as necessary), contact 

telephone number(s) and e-mail (as applicable); 

d) Date of birth, incorporation or registration (as applicable); 

e) Nationality or place of birth, incorporation or registration (as applicable); 

f) Nature of business, geographies involved and expected type of counter-parties (as 

applicable); 



Revised AML/CFT Regulations for MFBs 

 

6 | P a g e 

 

 

g) Purpose of account; 

h) Type of account; 

i) Source of earnings; 

j) Expected monthly credit turnover (amount and No. of transactions); and 

k) Normal or expected modes of transactions. 
 

In case of a salaried person, MFBs shall obtain copy of his/her service card, or any other acceptable 

evidence of service in addition to the attested copy of relevant identity document. 

 
In case of an illiterate person, MFBs shall take additional measures such as recent photograph   of 

the new account holder besides taking his/her right and left thumb impression on the specimen 

signature card. 

 
In case of joint account, CDD measures on all the joint account holders shall be performed as if 

each of them were individual customers of the MFB. 

 

3. MFBs may open account on the basis of attested copy of NADRA receipt/token for new identity document, 

provided all other requirements of account opening under these regulations are complied with. MFBs shall, 

however, obtain copies of identity documents of such customers within three months of the opening of 

account to avoid penal action. 

 
Moreover, MFBs shall scan all potential and existing customers to ensure that they are not on the 

list of proscribed/designated individuals/ entities. 

4. Documents Required for Accounts: For all accounts, list of the required documents is given in 

Annexure – H. 

5. Verification of the Identity: MFB shall verify identities of the customers (natural persons) from 

NADRA and in case of legal persons, identities of their natural persons from relevant authorities or 

where necessary using other reliable, independent sources and retain on record copies of all 

reference documents used for identification and verification. Identity verification shall be the 

responsibility of concerned MFB for which the customer should neither be obligated nor the cost of 

such verification be passed on to the customers. 

MFBs shall conduct biometric verification for all Pakistani citizens/ Afghan refugees holding PoR 

Cards, before establishing new relationships, except in cases of genuine reasons or technical issues 

as prescribed by SBP in the Frequently Asked Questions (FAQs) on Biometric Implementation in 

MFBs (Annexure - I). 

6. Identification and Verification of Natural Persons Acting on Behalf of Customer: 

In cases where one or more natural persons are acting on behalf of a customer/ occasional 

customer/ walk-in customer or where customer is a legal person, MFB shall identify the natural 

person(s) who act on behalf of the customer and verify the identity of such persons. Authority of 

such persons to act on behalf of the customer shall be verified through documentary evidence, 

including specimen signature of the persons so authorized. 
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7. Provisional Account Opening: After establishing identity of the prospective customers MFBs are 

allowed to provisionally open accounts (restricting debits) during the verification process of identity 

document, however customers must be appropriately informed about this. For the purpose, MFBs 

may accept initial deposit at the time of submission of necessary documents by their prospective 

customers (natural persons) subject to the following; 

 

i. Completion of verification within five (05) working days from the date of application 
of account opening; 

ii. Initial deposit receipt will be issued with ‘Disclaimer’ that account shall be opened 

after completing necessary due diligence including NADRA verification through bio-

metric technology; 

iii. A temporary account number shall be generated which will be validated after 

completion of due diligence process; 

iv. The Initial deposit (with no minimum balance restrictions) will be credited to 

customer’s designated account only; 

v. No transaction in the account, issuance of cheque book/ATM card or any other 

instrument will be allowed until completion of verification of identity of the customer; 

However, in cases where customer’s biometric impression is successfully verified from 

NADRA the MFB may instantly activate the account subject to satisfactory due 

diligence; 

vi. The MFBs will maintain a list of all such customers/accounts where the business 

relationship needed to be closed on account of negative verification; 

vii. MFBs shall guide the customers to visit relevant branch to get refund of initial deposit 

in case of negative NADRA verification; and 

viii. Management of related risks effectively during the period. 
 

8. Micro-Saving Accounts: These are privileged savings accounts offered only to low income and poor 

persons who are traditionally excluded from formal financial system.  These accounts can  be 

opened after establishing identity of customer only, and upon approval of the branch manager. 

Balance limits for such accounts shall, however, not exceed Rs. 100,000. 

 
MFBs shall ensure proper systems and controls to avoid misuse of this relaxation. MFBs shall  also 

conduct regular internal audit to review and assess effectiveness of the relevant controls. If there 

arise any doubt on the identity of the micro-saving account holder, MFB shall verify identity 

document of such account holders from NADRA and consider reporting of STR if circumstances so 

warrant. 

 
MFBs shall also encourage women in remote areas to open accounts for saving and other purposes. 

If women in remote areas do not possess identity cards, MFB shall guide them for obtaining their 

own identity document. Meanwhile, MFBs may open their micro-saving accounts, on the basis of 

attested copy of identity document of her father/husband, for six months only. MFBs shall also 

obtain any document related to account holder e.g., Nikah Nama, Birth Certificate, Driving License, 

Educational Degree/ Certificate, Pension Book or Insurance Certificate. 

9. Identification and Verification of Beneficial Owner: MFBs are required to identify and verify the 

customer and beneficial owner (natural person) in relation to a customer. If however, MFB is not 
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satisfied considering relevant information or data obtained from reliable source it should not open 

the account or provide any service. 

In cases where the customer is a legal person, MFBs are required to identify and take reasonable 

measures to verify the identity of beneficial owners through the following information: 
 

I. identity of the natural person(s) (if any) who ultimately has a controlling ownership; 

II. if there is doubt (under para I) as to whether the person(s) with the controlling ownership 

interest is the actual beneficial owner(s) or where no natural person exerts control through 

ownership interests, the identity of the natural person(s) (if any) exercising control of the 

legal person or arrangement through other means; and 

III. if no natural person is identified (as referred in i and ii above), the identity of the relevant 

natural person who holds the position of senior managing official. 

 

In case of legal arrangements, MFBs should identify and take reasonable measures to verify the 

identity of beneficial owners through the following information: 

 

I. for trusts, the identity of the settlor, the trustee(s), the protector (if any), the beneficiaries 

or class of beneficiaries, and any other natural person exercising ultimate effective control 

over the trust (including through a chain of control/ownership as ascertained during 

CDD/EDD); and 

II. for other types of legal arrangements, the identity of persons in equivalent or similar 

positions. 

MFBs shall obtain from legal entities, the ultimate beneficial ownership information i.e. natural 

persons or individuals who ultimately own or control the company, that are required to maintain 

such information, as prescribed by SECP1. 

 

Dormant/In-Operative Accounts: In case of dormant or in-operative accounts, MFBs may allow 

credit entries without changing at their own, the dormancy status of such accounts. Debit 

transactions/ withdrawals shall not be allowed until the account holder requests for activation. For 

account activation, the MFB shall conduct biometric verification of the account holder or obtain 

attested copy of customer’s valid identity document, if already not available. 

However, transactions such as debits under the recovery of loans and markup etc., any permissible 

bank charges, government duties or levies and instruction issued under any law or from the court 

will not be subject to debit or withdrawal restriction. 

10. Prohibition of Personal Accounts for Business Purposes: MFBs shall not allow personal accounts 

to be used for business purposes except in cases of proprietorships, small businesses and 

professions where constituent documents are not available and the MFBs are satisfied with KYC 

profile of the account holder, purpose of relationship and expected turnover of the account keeping 

in view financial status & nature of business of that customer. 

                                                           
1 SECP Circular No. 16 of 2018 dated August 29, 2018 or any other instruction in this regard 
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11. Anonymous Accounts: MFBs shall not allow opening and maintaining of anonymous or numbered 

accounts or accounts in the names of fictitious persons. 

 

12. Purpose of Account / Relationship: MFBs shall obtain from the customer intended purpose of 

account and likely sources of fund before starting any business relationship or opening of an 

account. Personal / individual accounts shall not be allowed to be used for charity purpose / 

collection of donation. 

 

13. On-Going Customer Due Diligence: Ongoing Customer Due Diligence is an essential aspect of 

effective KYC/CDD procedures and applies to all customers to whom  the MFB is offering any  type 

of service(s). Ongoing due diligence includes monitoring and scrutiny of transactions undertaken 

throughout the course of business relationship to ensure that the transactions being conducted are 

consistent with the institution’s knowledge of the customer, purpose of account, their business and 

risk profile, and where necessary, the source of funds. MFBs shall keep on conducting customer due 

diligence at reasonable periodic intervals or on significant occasions throughout the business 

relationship, e.g.; 

 
i. Nature of product and services requested by the customer changes; 

ii. Significant transaction or series of transactions take place; and 

iii. Significant change occurs in the way customer operates his account. 

 
MFBs shall ensure that the copies of valid identity documents (like CNICs) along with other 

documents, data or information collected under CDD process is retained and kept up-to-date and 

relevant by undertaking reviews of existing records. Moreover, for customers that are legal persons 

or legal arrangements, MFBs shall take reasonable measures to understand the nature of 

customer’s business and its ownership and control structure. 

 

14. Enhanced Due Diligence (EDD): It is possible that certain customers/transactions may pose high 

risk to MFBs. The high risk factors must be defined in the KYC/CDD policy which may include the 

description of such customers, products, transaction channels and geographic elements. MFBs shall 

apply enhanced due diligence proportionate to the risks. In particular, following shall also be 

considered for enhanced due diligence; 

 
i. Having suspicion of money laundering or terrorist financing; 

ii. Customers with links to offshore tax haven; 

iii. Customers are in cash based businesses and deal in high-value items and where 

customers have high net worth with no clearly identifiable source of income, etc. 

iv. MFBs have reason to believe that the customer has been refused banking facilities by 

another bank / DFI / MFB; 

v. The customer or beneficial owner is a PEP, or family member or close associate of a 

PEP; 

vi. While establishing business with Non-Governmental Organizations (NGOs) / Not-for- 

Profit Organizations (NPOs) and Charities; 

vii. Opening of correspondent banks’ accounts, and taking appropriate measures to obtain 
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all relevant information about the correspondent bank; 

viii. Transactions and customers from high risk jurisdictions which have been identified for 

inadequate AML/CFT measures by FATF or called for by FATF for taking counter 

measures; 

ix. MFB has doubts about the veracity or adequacy of previously obtained identification 

data; 

x. Customer carries out occasional transactions that are wire transfers; 

xi. Dealing with Designated non-Financial Businesses and Professions (DNFBPs) especially 

in cases where underlying value of service exceeds a threshold approved by the board 

of directors; and 

xii.  In case of PEPs and correspondent banking, MFBs are required to obtain senior 

management approval for establishing or continuing business relationship. 
 

A. Dealing with Foreign and Domestic PEPs MFBs shall: 
 

a) put in place a risk management systems to determine whether a customer or the 

beneficial owner is a PEP, his/her family members or close associates; 

b) obtain senior management’s approval before establishing (or continuing, for existing 

customers) such business relationships; 

c) take reasonable measures to establish the source of wealth and the source of funds of 

customers and beneficial owners identified as PEPs; and 

d) conduct enhanced ongoing monitoring on that relationship. 
 

B. Dealing with NGOs/NPOs/ Charities’ Accounts 
 

a. MFBs should also conduct enhanced due diligence (including obtaining senior 

management approval) while establishing relationship with Non-Governmental 

Organizations (NGOs) / Not-for-Profit Organizations (NPOs) and Charities to ensure that 

these accounts are used for legitimate purposes and the transactions are commensurate 

with the stated objectives and purposes. 

 

b. These accounts should be opened in the name of relevant NGO/NPO/Charities as per title 

given in constituent documents of the entity. The individuals who are authorized to 

operate these accounts and all members of their governing body should also be subject 

to CDD separately. MFBs should ensure that these persons are not affiliated with any 

proscribed/ designated entity or person, whether under the same name or a different 

name. 

c. In case of advertisements through newspapers or any other medium, especially when 

bank account number is mentioned for donations, MFBs must ensure that the title of the 

account is the same as that of the entity soliciting donations. In case of any difference, 

immediate caution should be marked on such accounts and the matter should be 

considered for filing STR. 

d. Personal accounts shall not be allowed to be used for charity purposes/collection of 

donations. 
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e. All existing relationships of NGOs/NPOs/Charities should be reviewed and monitored on 

an ongoing basis to ensure that these organizations, their authorized signatories, 

members of their governing body and the beneficial owners are not linked with any 

proscribed/ designated entity or person, whether under the same name or a different 

name. In case of any positive match, MFBs should consider filing STR and/or take other 

actions as per law. 

The enhanced due diligence shall be in addition to CDD measures mentioned above in this 

framework. 

15. Asset Side Customers:  

MFBs shall also undertake CDD measures of asset side/ trade finance customers as prescribed in these 

Regulations and ensure monitoring of such customers with regard to ML/TF/PF risks. 

16. Walk in Customer or Occasional Customer: 
 

i. MFBs shall identify the occasional customers/ walk-in customers and capture their identity 

document number in the IT system. 
 

ii. Furthermore, MFBs shall obtain a copy of identity document of the occasional customer/ walk-

in customers’ and verify the identity using reliable, independent source information, i.e. 

biometric verification or NADRA Verisys in line with SBP’s Frequently Asked Questions (FAQs) 

on Biometric Implementation in MFBs (Annexure - I); 

 
a. While issuing remittance instruments e.g. POs, DDs and MTs etc. (regardless of threshold). 

b. Conducting cash transactions of rupees 0.5 million or above, including where the 

transaction is carried out in a single operation or in several transactions that appear to be 

linked. 

17. Government Accounts: MFBs shall not allow opening of Government accounts in personal  names 

of individuals. The Government account shall be opened on production of special 

resolution/authority from the concerned department duly endorsed by the Ministry of Finance 

(MoF) or Finance Department of the concerned (Provincial, Federal etc.) Government. This 

requirement is not applicable on institutions which do not fall under the purview of MoF. Further, 

Government accounts shall be operated by the designated officer(s) only. 

18. Public Awareness Campaign on Requirement of Identity Document: MFBs shall encourage customer 

services officers/tellers and other MFB staff, directly in touch with the customer, to create 

awareness on requirement of identity documents and shall facilitate/guide them to obtain identity 

document. 

19. New Technology: MFBs shall pay special attention to any threat that may arise from development 

of new products and new business practices, including new delivery mechanisms, and new or 

developing technologies, for both new and pre-existing products, that might favor anonymity and 

take measures, if required, to prevent their use in money laundering and/or terrorist/proliferation 

financing schemes. Proper assessment of risks should be undertaken prior to the launch or use of 

such products, practices and technologies. MFBs shall also undertake appropriate measures to manage 

and mitigate these risks. 
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Measures for managing risks should include specific and effective CDD procedures that apply to 

non-face-to-face customers. In particular, MFBs should have policies and procedures in place to 

address anonymity risk associated with non-face-to-face customers / business 

relations/transactions. These policies and procedures should apply when establishing customer 

relationship and when conducting ongoing due diligence. 

20. Non-Satisfactory KYC / CDD: In case, MFB is not able to satisfactorily complete the required CDD 

measures, account shall not be opened or any service provided and consideration should be given 

if the circumstances are suspicious so as to file an STR. If MFBs are unable to satisfactorily comply 

with CDD measures of an existing customer, the relationship should be terminated and reporting 

of suspicious transaction be considered as per law and circumstances of the case. Further, MFBs 

shall serve a prior notice and record cogent reasons for terminating business relationships in their 

systems on a case to case basis. 

21. Third Party Mandate: MFB shall verify that any person purporting to act on behalf of the actual 

customer is so authorized, and identify and verify the identity of that person. MFBs shall take 

               reasonable measures, stipulated under para 8 above to identify the beneficial owner. 
 

22. Prohibition on Reliance on Third Parties for CDD Measures:  

MFBs shall not rely on third parties to perform any CDD measures as prescribed in these 

Regulations. 
 

REGULATION M – 2: Wire Transfers/ Electronic Fund Transfers 
 

The requirement under this Regulation shall apply to MFBs during the course of sending or receiving 

funds by wire transfer except transfer and settlement between the banks/MFBs where both the 

banks/MFBs are acting on their own behalf as originator and the beneficiary of the wire transfer. 

Moreover, while processing wire transfers, MFBs shall comply with relevant prohibitions on 

facilitating transactions, including freezing of funds/ accounts, of individuals and entities proscribed 

and/or designated under the Anti-Terrorism Act, 1997 and United Nations Security Council 

resolutions duly notified by the Ministry of Foreign Affairs. 

 
1. Responsibility of the Ordering Institution 

 
MFBs shall ensure that all wire transfers are accompanied by the following regardless of threshold: 

 
a. identify and verify the originator (if it has not already done under Regulation M1); and obtain 

details of beneficial owner(s) of funds; and 

 
b. record adequate details of the wire transfer so as to permit its reconstruction, including the date 

of the wire transfer, the type and amount of currency involved, the value date, the purpose and 

details of the wire transfer beneficiary and the beneficiary institution, and relationship between 

originator and beneficiary, as applicable etc. 

 
MFB shall include the following information in the message or payment instruction, which should 

accompany or remain with the wire transfer throughout the payment chain: 
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a. the name of the originator; 

b. the originator’s account number (or unique reference number which permits 

traceability of the transaction); 

c. the originator’s address and identity document number; 

d. the name of the beneficiary; and 

e. the beneficiary’s address and identity document number. 

 

 
In cases where several individual wire transfers from a single originator are bundled in a batch file for 

transmission to beneficiaries, the batch file should contain required and accurate originator 

information, and full beneficiary information along with the beneficiary financial institution should 

be required to include the originator’s account number or unique transaction reference number. 

If the information accompanying the domestic wire transfer can be made available to the beneficiary 

financial institution and relevant authorities by other means, the ordering financial institution may 

only include the account number or a unique transaction reference number, provided that this 

number or identifier will permit the transaction to be traced back to the originator or the beneficiary. 

The ordering financial institution should be required to make the information available within three 

business days of receiving the request either from the beneficiary financial institution or from 

appropriate competent authorities. The information should be available for immediate production to 

law enforcement authorities, as per law. 

 
The ordering financial institution shall not execute wire transfer if it does not comply with the 

requirements specified above. 

 
2. Responsibility of the Beneficiary Institution 

 
Beneficiary institution shall adopt risk-based internal policies, procedures and controls for identifying 

and handling incoming wire transfers that are not accompanied by complete originator and/ or 

beneficiary information. The incomplete originator and/or beneficiary information may be 

considered as a factor in assessing whether the transaction is suspicious and whether it merits 

reporting to FMU or termination thereof is necessary. MFBs shall remain cautious when entering into 

relationship or transactions with institutions which do not comply with the standard requirements 

set out for wire transfers by limiting or even terminating business relationship. In case of inward 

remittances, MFBs shall also receive a batch file, which contains details of several individual wire 

transfers from a single originator. However, in case of foreign inward remittances, local banks, that 

provide agency services to MFBs under agreement, shall be treated as originator and MFBs shall not 

take any foreign exchange exposure. 

 
 

As beneficiary financial institutions, MFBs should take reasonable measures, which may include post- 

event monitoring or real-time monitoring where feasible, to identify incoming cross-border wire 

transfers that lack required originator information or required beneficiary information. Moreover, 

MFBs should verify the identity of the beneficiary, if the identity has not been previously verified, and 

record this information. 
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3. Responsibility of Intermediary Institution 
 

MFBs as an intermediary financial institution shall: 

(a) in passing onward the message or payment instruction, maintain all the required originator and 

beneficiary information with the wire transfer; 

(b) keep record of all the information received from the ordering financial institution or another 

intermediary financial institution, as per requirements of Regulation M-3: Record Retention; 

(c) take reasonable measures, which are consistent with straight-through processing, to identify 

cross-border wire transfers that lack required originator information or beneficiary information; 

and 

(d) have risk-based policies and procedures for determining: 

i. when to execute, reject, or suspend a wire transfer lacking required originator or beneficiary 

information; and 

ii. the appropriate follow-up action. 

 
Regulation M - 3: Record Retention 

 

The records of customer’s CDD data and all transactions should be maintained by MFBs in systematic 

manner with exactness of period of preservation. For the purpose, following minimum requirements 

shall apply; 

i. Identification Record: MFBs shall keep record on the identification data obtained through the 

Customer Due Diligence (CDD) process, account files and business correspondence for at least Ten 

(10) years following the termination of the business relationship. 

 
ii. Transactions Record: MFBs shall maintain all necessary records on transactions, both domestic 

and international, for at least Ten (10) years following completion of the transaction. Such record 

must be sufficient for reconstruction of individual transactions so as to provide, if necessary, 

evidence for investigation or prosecution of criminal activity. 

 
The examples of the necessary components of transaction record may include: customer’s name 

(beneficiary’s name), address, nature and date of transaction, type and amount of transaction, 

currency involved, type and identification of any account involved in the transaction. 
 

MFBs must also maintain the results of any analysis undertaken (e.g. inquiries to establish the 

background and purpose of complex, unusual large transactions) for a minimum period of ten years 

from completion of the transaction. The identification and transactions record besides results of 

analysis (if any) shall be made available to SBP or other domestic authorities that are competent, 

under law, to obtain this information and record. 

MFBs shall, however, retain records for longer period where transactions and /  or relationship relate   

to any investigation, litigation or required by the court of law or by any other competent authority. 

Moreover, the transactions record may be maintained in paper or electronic form or on micro film, 

being sufficient to permit reconstruction of individual transactions so as to provide, if necessary, 

evidence for prosecution of criminal activity and admissible as evidence in a court of law. 
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Regulation M - 4: Reporting of Currency/Cash Transactions (CTR) 
 

All MFBs shall adhere to the provisions of Currency/Cash Transactions Report under the Anti-Money 

Laundering Act, 2010 in the context of money laundering, financing of terrorism or financing of 

proliferation and report currency/cash transactions to the Director General of the Financial 

Monitoring Unit (FMU). The Currency/Cash Transactions regulations, Guidance Notes and Reporting 

Form are available on the official website of FMU. 
 

Regulation M - 5: Reporting of Suspicious Transactions (STR) 
 

MFBs shall comply with the provisions of AML Act, rules and regulations issued there under for 

reporting suspicious transactions in the context of money laundering, financing of terrorism or 

financing of proliferation. 

 

MFBs shall pay special attention to all complex, unusually large transactions, and all unusual patterns 

of transactions, which have no apparent economic or visible lawful purpose. The background and 

purpose of such transactions shall, as far as possible, be examined, the findings established in writing, 

and be available to assist the relevant authorities in inspection and investigation. 

 

The transactions, which are inconsistent with the history, pattern, or normal operation of the account 

including through heavy deposits, withdrawals and transfers, shall be viewed with suspicion, be 

properly investigated and referred to Compliance Officer for possible reporting to FMU under AML 

Act. 

 

If an MFB suspects or have reasonable grounds to suspect that funds are the proceeds of a criminal 

activity, or are related to terrorist financing, it shall report within seven days its suspicions to the 

Director General, Financial Monitoring Unit (FMU). The report should be on the format prescribed by 

FMU. Further, MFBs should file STR to report all attempted or conducted transactions, regardless of 

the amount of the transaction. 

In instances where MFBs form a suspicion of money laundering or terrorist financing, and they 
reasonably 

believe that performing the CDD process (as specified under M-1) will tip-off the customer, they are 

permitted not to pursue the CDD process, and instead file an STR. 

The basis of deciding whether an STR is being filed or not shall be documented and kept on record 

together with all internal findings and analysis done in relation to a suspicion irrespective of the fact 

that transaction is subsequently reported or not. 

MFBs shall intimate to State Bank of Pakistan on a bi-annual basis the number of STRs reported to 

FMU. The status reports indicating only the No. of STRs and not the contents of these STRs shall reach 

to Director, BPRD within seven days of close of each half year. MFBs, their Directors, Officers and 

Employees are strictly prohibited from disclosing (tipping-off) the fact that an STR or related 

information is being filled with the FMU. The red flag indicators are available in AML/CFT Regulations 

for Banks / DFIs at http://www.sbp.org.pk/l_frame/aml.htm 

The employees of MFB are strictly prohibited to disclose the fact to the customer or any other quarter 

http://www.sbp.org.pk/l_frame/aml.htm
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that a STR or related information is being or has been reported to any authority, except if required by 

law. This shall be made part of Code of ethics to be signed by employees and directors of the MFB. 
 

 

Regulation M - 6: Implementation of obligations under United Nations 

Security Council (UNSC) Resolutions 

 
MFBs shall ensure strict compliance of legal and regulatory requirements2 including freezing actions 

and providing any banking services to proscribed3/designated4 individuals/ entities or their associated 

persons as per the Statutory Regulatory Orders (SROs)/Notifications issued by Federal Government 

from time to time under United Nations (Security Council) Act, 1948 to apply certain measures for 

giving effect to the decisions of the relevant United Nations Security Council resolutions, and, 

notifications issued under Anti Terrorism Act, 1997. 

Before initiating banking relationships or allowing financial services, MFBs shall screen all customers 

to ensure they are not designated and/or proscribed. Further, in addition to measures prescribed 

under Regulation M-1 for Walk in customers MFBs may block all those identity documents, Passports 

and National Tax Numbers (NTNs) in their systems, which are on UNSC’s list of proscribed /designated 

individuals/ entities and in SROs/Notifications in order to strengthen their controls against obtaining 

walk- in financial services by banned individuals. 

 
Regulation M - 7: MFBs’ Obligations 

 

1. Internal AML/CFT Policies, Procedures & Controls 

Each MFB shall formulate risk based AML/CFT policy duly approved by their Board of Directors and 

cascade the same down the line to each and every business location and concerned employees for 

strict compliance. The detailed systems, procedures and controls shall also be developed by MFBs in 

the light of the policy approved by the board. 

 

The policies, procedures and controls shall include, amongst other things, CDD measures, record 

retention, correspondent banking, handling wire transfers, risk assessment procedures, the 

detection of unusual and/or suspicious transactions and the obligation to report suspicious 

transactions etc. 

While formulating policies, procedures and controls, MFBs shall take into consideration money 

laundering and financing of terrorism and financing of proliferation threats that may arise from the 

use of new or developing technologies, agency agreements and outsourcing agreements especially 

those having features of anonymity or inconsistency with the spirit of CDD measures. 

MFBs should update their internal risk assessment periodically or in case of any major event or in 

light of the National Risk Assessments (NRA) duly shared by SBP besides other instructions issued 

from time to time. 

 

                                                           
2 Guidelines on Compliance of UNSC Resolutions revised from time to time. 
3 Proscribed under the Anti-Terrorism Act, 1997 
4 Designated under the United Nations (Security Council) Act, 1948 

http://www.sbp.org.pk/bprd/2017/CL18-Annex-B.pdf
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2. Utilization of Technology 

MFBs shall utilize technological innovations to safeguard themselves from risks of Money 

Laundering/Terrorist Financing and other related risks. MFBs may therefore embed all KYC/CDD 

processes in their system and ensure installation of; 

a. Bio-metric machines at all branches for enabling usage of biometric technology for instant 

verification of particulars of prospective customers; and 

b. Transaction Monitoring Systems (TMS) that is capable of producing meaningful alerts based 

on pre-defined parameters/thresholds, for analysis and possible reporting of suspicious 

transactions. In this regard, they are required to implement appropriate TMS. The TMS may 

be customized in line with the size, nature and complexity of MFB’s business environment and 

needs. 

c. Technology solutions for effective Targeted Financial Sanctions (TFS) monitoring and 

reporting of suspicious transactions. 

 
3. Compliance Function 

MFBs shall have in place an appropriate setup to ensure AML/CFT compliance, including at least, the 

appointment of a ‘Key Executive’ officer as the compliance officer. A team of designated officers 

(regional/area/branch managers etc.) shall assist the compliance officer. Moreover, compliance and 

AML/ CFT related responsibilities should be included as their Key Performance Indicators (KPIs). 

Further, ML/TF risks should also be included in KPIs of officer(s) responsible for Enterprise Risk 

Management and Operational Risk Management functions; 

MFBs shall ensure that: 
a) Besides oversight and monitoring of ML/TF/PF risks posed to the entity, the Board shall also be 

responsible for ensuring that entity has implemented effective AML/CFT controls (preventive 

measures) including Targeted Financial Sanctions (TFS) related to TF & PF, STR/CTR. The board 

shall delegate oversight and monitoring function to any of the board sub-committees preferably 

Board Risk Management Committee (BRMC) or Board Audit Committee (BAC) and Compliance 

Risk Management Committee (CRMC), which has been constituted in compliance of SBP’s 

‘Guidelines on Compliance Risk Management;’ 

b) The compliance officer, as well as persons appointed to assist him, have timely access to all 

customer records and other relevant information, which they may require to discharge their 

functions; 

c) Adequate staff is posted for carrying out CDD besides system based and/or otherwise 

monitoring and reporting of CTRs/STRs; 

d) Procedures are incorporated to record and maintain a database of: 

I. account opening cases rejected by compliance or central account opening units, 

II. the cases where customers’ risk ratings recommended by business units were 

challenged or revised; and 

III. the cases where accounts were closed based on ML/TF risks; 

e) Employees are not be assigned unrealistic business targets and conflicting roles; 

f) Appropriate strategies are devised to ensure provision of safe and smooth banking services; 
and  
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g) Regular assessment is undertaken to evaluate: 

I. Adequacy of compliance function’s working strength; and 

II. Deficiency, if any, observed should be addressed on priority basis. 
 

4. Internal Audit 

MFBs shall maintain an independent internal audit function in line with Regulation G-6 “Internal Audit” 

and ensure that it remains adequately resourced and able to regularly assess the effectiveness of their 

internal policies, procedures and controls besides compliance with regulatory requirements and the 

underlying laws. 

 
5. Employee Due Diligence 

MFBs shall develop and implement a comprehensive employee due diligence policy and procedure to 

be implemented/ carried out at the time of hiring all employees; permanent, contractual, or through 

outsourcing to ensure high standards. This shall include but not be limited to verification of 

antecedents and screening procedures to verify that person being inducted/hired has a clean history. 

Moreover, employees hired on a temporary/contractual basis, or through an outsourcing 

arrangement shall not be posted to work on critical areas, especially AML/CFT related functions and 

the reporting of suspicious transactions/currency transactions in the context of money laundering, 

financing of terrorism and financing of proliferation. 

 
6. Training 

MFBs shall chalk out and implement suitable training programs for all relevant employees on an 

annual basis, in order to effectively implement the regulatory requirements besides MFBs’ AML/ CFT/ 

Counter Proliferation Financing/ Targeted Financial Sanctions (TFS) related internal policies, 

procedures and controls.  

AML/CFT training combined with optimum use of technology is becoming inevitable due to ever 

changing nature of methods and trends in illicit activities, thus MFBs shall implement programs 

covering ML/TF risks and the AML/CFT/TFS obligations including the results of Risk Assessments 

conducted by FMU or any other Government Agencies. The MFB shall also share its own risk 

assessment results with its branch staff to keep them more vigilant and alert when dealing with 

customers, products, channels and geographies. 

Steps should be taken to develop knowledge and skills of all relevant employees over the Transaction 

Monitoring System and other relevant IT Systems for reporting of suspicious transactions/currency 

transactions and effective monitoring of TFS. 

It is also important to test the capability and knowledge of the relevant staff on periodic basis. For the 

purpose, MFB may either purchase or internally develop comprehensive AML/CFT Computer-

based/Online Training Programs and Tests under a comprehensive plan with clear timelines for its 

implementation. 
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Annexure – H 
 

 
DOCUMENTS TO BE OBTAINED FROM VARIOUS TYPES OF CUSTOMERS/ACCOUNT HOLDERS 

 
 

Sr. 
No. 

Type of Customer Documents/papers to be obtained 

1 Individual A photocopy of any one of the following valid identity documents; 

(i) Computerized National Identity Card (CNIC) issued by NADRA. 

(ii) National Identity Card for Overseas Pakistani (NICOP) issued by 
NADRA. 

(iii) Form-B/Juvenile card issued by NADRA to children under the 
age of 18 years.   

(iv) Pakistan Origin Card (POC) issued by NADRA. 

(v) Alien Registration Card (ARC) issued by National Aliens 
Registration Authority (NARA), Ministry of Interior (local 
currency account only). 

(vi) Valid Proof of Registration (POR) Card issued by NADRA. 

(vii) Passport having valid visa on it or any other proof of legal stay 
along with passport (foreign national individuals only). 

2 Sole-proprietor (i) Photocopy of identity document as per Sr. No. 1 above of the 
proprietor. 

(ii) Registration certificate for registered concerns. 

(iii) Sales tax registration or NTN, wherever applicable. 

(iv) Certificate or proof of membership of trade bodies etc. 
wherever applicable. 

(v) Declaration of sole proprietorship on business letterhead. 

(vi) Account opening requisition on business letter head. 

3 Partnership (i) Photocopies of identity documents as per Sr. No. 1 above of all 
the partners and authorized signatories. 

(ii) Attested copy of ‘Partnership Deed’ duly signed by all partners 
of the firm. 

(iii) Attested copy of Registration Certificate with Registrar of 
Firms. In case the partnership is unregistered, this fact shall be 
clearly mentioned on the Account Opening Form. 

(iv) Authority letter from all partners, in original, authorizing the 
person(s) to operate firm’s account. 
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4 Limited 

Companies/ 

Corporations 

(i) Certified copies of: 

(a) Resolution of Board of Directors for opening of account 

specifying the person(s) authorized to open and operate the 

account (not applicable for Single Member Company); 

(b) Memorandum of Association; 

(c) Articles of Association (wherever applicable); 

(d) Certificate of Incorporation; 

(e) SECP registered declaration for commencement of business 

as required under Companies Act 2017; and 

(f) List(s) of Directors required to be filed under Companies Act 

2017, as applicable. 

(ii) Photocopies of identity documents, as per Sr. No. 1 above, of all 
the directors and persons authorized to open and operate the 
account; 

(iii) For individual (natural person) shareholders holding 20% or 
above stake (10% or above in case of EDD) in an entity, 
identification and verification of such natural persons; and 

(iv) For legal persons holding shares equal to 20% or above in an 
entity, identification and verification of individual (natural 
person) shareholders holding shares equal to 20% or above of 
that legal person. 

5 Agents Accounts (i) Certified copy of ‘Power of Attorney’ or ‘Agency Agreement’. 

(ii) Photocopy of identity document as per Sr. No. 1 above of the 

agent and principal. 

(iii) The relevant documents/papers from Sr. No. 2 to 7, if agent or 

the principal is not a natural person. 

6 Branch Office or 

Liaison Office of 

Foreign Companies 

(i) A copy of permission letter from relevant authority i.e. Board 

of Investment. 

(ii) Photocopies of valid passports of all the signatories of account. 

(iii) List of directors on company letterhead or prescribed format 

under relevant laws/regulations. 

(iv) A Letter from Principal Office of the entity authorizing the 

person(s) to open and operate the account. 
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7 Trust, Clubs, 

Societies and 

Association etc. 

(i) Certified copies of:  

(a) Certificate of Registration/Instrument of Trust  

(b) By-laws/Rules & Regulations. 

(ii) Resolution of the Governing Body/Board of Trustees/Executive 

Committee, if it is ultimate governing body, for opening of 

account authorizing the person(s) to operate the account. 

(iii) Photocopy of identity document as per Sr. No. 1 above of the 

following; 

(a)  Authorized person(s)  

(b) Members of Governing Body/Board of Trustees /Executive 

Committee, if it is ultimate governing body. 

(c) Settlor, the trustee(s), the protector (if any), the 

beneficiaries or class of beneficiaries. 

(iv) An undertaking signed by all the authorized persons on behalf 

of the institution mentioning that when any change takes 

place in the persons authorized to operate on the account, 

the banker will be informed immediately. 

8 Executors and 

Administrators 

(i) Attested copies of identity cards of the Executor / 

Administrator. 

(ii) Certified copy of Letter of Administration or Probate. 

9 NGOs/NPOs/ 

Charities 

(i) Certified copies of;  

(a) Registration documents/certificate  
(b) By-laws/Rules & Regulations 

(ii) Resolution of the Governing Body/Board of 

Trustees/Executive Committee, if it is ultimate governing 

body, for opening of account authorizing the person(s) to 

operate the account. 

(iii) Photocopy of identity document as per Sr. No. 1 above of the 

authorized person(s) and of the members of Governing 

Body/Board of Trustees /Executive Committee, if it is ultimate 

governing body. 

(iv) Any other documents as deemed necessary including its annual 

accounts/ financial statements or disclosures in any form which 

may help to ascertain the detail of its activities, sources and 

usage of funds in order to assess the risk profile of the 

prospective customer. 

10 Executors and 

Administrators 

(i) Photocopy of identity document as per Sr. No. 1 above of the 

Executor/Administrator. 

(ii) A certified copy of Letter of Administration or Probate. 
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11 Minor Account (i) Photocopy of Form-B, Birth Certificate or Student ID card (as 

appropriate) shall be obtained from minor. 

(ii) Photocopy of identity document as per Sr. No. 1 above of the 
guardian of the minor. 

 

 

Note: 
 

i. The photocopies of identity documents shall invariably be attested by Gazetted officer/ 

Nazim/Administrator or an officer of MFB after original seen. 

ii. In case of a salaried person, in addition to identity document, an attested copy of his service 

card, or any other acceptable evidence of service, including, but not limited to a certificate 

from the employer will be obtained. 

 

iii. In case of an individual with shaky/immature signatures, in addition to identity document, 

a passport size photograph of the new account holder besides taking his right and left thumb 

impression on the specimen signature card will be obtained. 

 

iv. In case of expired identity document, account may be opened on the basis of attested copies 

of NADRA receipt/token and expired identity document subject to condition that MFB shall 

obtain copy of renewed identity document of such customer within 03 months of the 

opening of account. For identity documents which expire during the course of the 

customer’s banking relationship, MFBs shall design/ update their systems which can 

generate alerts about the expiry of identity documents at least 01 month before actual date 

of expiry and shall continue to take reasonable measures to immediately obtain copies of 

renewed identity documents, whenever expired. In this regard, MFBs are also permitted to 

utilize NADRA Verisys reports of renewed identity documents and retain copies in lieu of 

valid copy of identity documents. However, where necessary, obtaining copy of renewed 

identity document as per existing instructions will continue to be permissible. 

 

v. In case, the identity document does not contain a photograph, MFBs shall obtain 
following: 

a. A duly attested copy of either driving license, service card, Nikkah Nama, birth 

certificate, Educational degree/certificate, pension book, insurance certificate. 

b. A photograph duly attested by gazetted officer/Nazim/Administrator/bank officer. 

c. A copy of identity document without photograph duly attested by the same person 

who attested the photograph. 

 

vi. MFBs shall obtain copies of identity documents of all the members of Governing and 

Executive Bodies of DHA or ask for delegation of power to Administrator under section (7) 

& (8) of the Pakistan Defence Housing Authority Order, 1980 and accept copy of identity 

document of Administrator as well as authorized signatories for the purpose of opening 

accounts of DHA or similar other authorities subject to compliance of other requirements. 
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vii. The condition of obtaining Board Resolution is not necessary for foreign companies/entities 

belonging to countries where said requirements are not enforced under their 

laws/regulations. However, such foreign companies will have to furnish Power of Attorney 

from the competent authority for opening bank accounts to the satisfaction of their banks. 

 

viii. The requirement of obtaining NTN depends upon availability/issuance of NTN by tax authorities. 

The requirement of NTN should not be the reason for refusal of banking services to the 

customers, especially, where bank account is a prerequisite for obtaining NTN as per FBR’s 

criteria. The MFBs should facilitate their customers in opening bank accounts and 

subsequently obtain NTN when issued by the FBR. 

 

ix. The condition of obtaining photocopies of identity documents of directors of Limited 

Companies/Corporations is relaxed in case of Government/Semi Government entities, 

where MFBs should obtain photocopies of identity documents of only those directors and 

persons who are authorized to open and operate the account. However, MFBs shall validate 

identity information including identity document numbers of other directors from certified 

copies of ‘Form-A/Form-B’ and ‘Form 29’ and verify their particulars through NADRA. The 

NADRA verification reports should be retained on record in lieu of photocopies of identity 

documents. 
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Annexure – I 
 

BIOMETRIC IMPLEMENTATION IN MFBs - FREQUENTLY ASKED QUESTIONS (FAQs) 
 
1) When did SBP make it mandatory to install biometric machines in MFB branches? 

SBP vide AC&MFD Circular No. 02 0f 2017 dated June 19, 2017 

(http://www.sbp.org.pk/acd/2017/C2.htm) advised MFBs to make use of biometric 

technology at the branch level for verification of particulars of prospective customers. 

 
2) What is the purpose of biometric verification in MFBs? 

The purpose of biometric verification is facilitation of customers by instant verification of 

their particulars through an advanced technological verification tool. 

 
3) Is the requirement of biometric verification limited to individual customers only? 

No, the AC&MFD Circular No. 02 0f 2017 does not limit the scope of biometric verification 

to individual customers only. 

 
4) Is the requirement of biometric verification applicable to entity accounts? 

Yes, the AML/CFT Regulations require verification of identities of the customers (natural 

persons) and in case of legal persons, identities of their natural persons from relevant 

authorities or where necessary using other reliable/ independent sources. 

 
5) For entity accounts, is biometric verification required only for authorized signatories, or 

for all members of the governing body/ Board of Directors? 

In case of legal entities, the verification using biometric mode may only be applied to 

persons who are authorized to open and operate the account. 

 
6) Will NADRA Verisys still be required for customers who are verified through biometric?  

No, verification through biometric mode is sufficient, provided that the proof of verification 

is properly maintained. 

 
7) Despite installation of biometric technology at MFB branches, will NADRA Verisys system 

still be required at MFBs? If yes, why? 

Yes, the verification of identity of customers using NADRA Verisys shall continue to be 

permissible in cases where verification cannot be done through biometric due to genuine 

reasons or technical issues. 

 
8) What are the genuine reasons or technical issues referred in FAQ No. 7) above?  

Following scenarios may be considered: provided MFB is satisfied and proper reason/ proof 

is recorded/ retained by the MFB; 

a) NADRA system/data/connectivity or technical issue beyond a reasonable time. 

b) NADRA does not have biometric records of prospective customers. 

http://www.sbp.org.pk/acd/2017/C2.htm
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c) Customers whose eligible identity documents are other than biometrically verifiable 

documents, e.g. Passport, Alien Registration Card, etc. 

d) Customer’s permanent physical disability, e.g. limbs disability, uneven texture/ 

erased / unclear fingerprints, etc. 

e) Customer’s temporary issue e.g. wounded/ bandaged hands/ mehndi, etc. 

 

9) Will Biometric verification still be required for customers who are verified through NADRA 

Verisys? 

Yes, only in case of temporary biometric connectivity or customer’s related issue as 

highlighted in FAQ No. 8. In this regard, biometric verification should be done once the issue 

is resolved, subject to reasonable time limit to be defined by institutions in their internal 

policies. 

 
10) Can biometric verification be conducted offsite or only in MFB premises? 

It is discretion of the MFB to use mobile devices for verification of customers outside the 

MFB premises while following regulatory requirements. However, no exemption may be 

presumed from any of the requirements laid down under relevant law, AML/CFT 

Regulations/ guidelines and it should be ensured that accounts will ultimately be opened in 

MFB branches and initial/ subsequent deposits will only be received in MFB branches. 

 
11) Can certain low risk accounts be exempted from the requirement of biometric 

verification? 

No, unless explicitly allowed in special circumstances by SBP. 

 

12) Is biometric verification exempted under bulk account opening propositions e.g. payroll 

accounts, etc.? 

No, unless explicitly allowed in special circumstances by SBP. 

 
13) What minimum information should be sufficient in biometric verification? 

The verification using biometric, at the minimum, should have particulars of prospective 

customers verified by MFBs through NADRA Verisys. This should include (i) individual’s 

name; (ii) father’s name; (iii) date of birth; (iv) mother’s maiden name or individual’s place 

of birth; (v) identity card number; (vi) identity card expiry date; (vii) permanent & current 

address; and (viii) photograph. 

 
14) Is any activity permitted in MFB account prior to biometric verification of customer? 

In terms of Regulation M 1 Customer Due Diligence (Para 6), it is permitted to accept initial 

deposit at the time of submission of necessary documents by their prospective customers, 

prior to verification, and provisionally open accounts subject to certain controls. However, 

there should be no transaction activity in the account except initial deposit prior to 

completion of verification of identity of the customer. 
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15) Is there any specification of biometric device to be used for biometric verification of 

customers? 

No, the selection or specification of biometric device is decided by MFBs in consultation 

with NADRA as per their system functionality. 

 
16) Is the requirement of biometric verification applicable to all MFBs/ customers irrespective 

of whether the MFB has centralized or de-centralized process of account opening? 

Yes, the requirement of biometric is applicable irrespective of process of account opening. 

 
17) What information is important related to acceptable fingerprint templates? 

As per NADRA’s technical specifications, following information is important: 

 

a) Finger prints should be acquired at 500 dpi before conversion to any template 

format. 

b) Maximum information of fingerprint should be acquired. 

c) Fingerprint should be placed flat with maximum contact between scanner lens and 

skin. 

d) Image lens should be clean and without any moisture for better biometric 

acquisition. 

e) Fingerprint template should be one of following: 

 ANSI 

 ISO_19794_2 

 SAGEM_PKMAT 

 SAGEM_PKCOMPV2 

 SAGEM_CFV 

 RAW_IMAGE 

 
18) What specific measures can be taken for biometric verification of existing customers 

presently outside Pakistan? 

In this connection. MFBs are advised to adhere to the following instructions; 

 

  Type of Customer Treatment 

a) Non-resident 
Pakistanis (NRPs) 
 
As defined in 
Income Tax 
Ordinance, 2001 – 
Chapter 5, Division 
II, Section 82 

For customers who fall under the definition of NRP, the MFB may 
obtain a signed undertaking from the customer invariably 
containing the following: 

• Customer’s NRP status along with proof (i.e. copy of valid 
passport, visa, exit stamp, resident permit, etc.). 

• Copy of valid identity document. 
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• Account number(s) of the customer’s account(s) maintained 
with the bank as per customer record. 

• Undertaking by the customer to inform the bank of any change 
in residency status. 

The MFB, after verification of the customer’s signature from its 
record, shall accordingly update/ reflect the NRP status in the 
customer profile. 

For such customers, as an alternative to biometric verification, 
the MFB may conduct fresh NADRA Verisys using the information 
provided by the customer. 

b) Resident 
Pakistanis 
temporarily 
outside Pakistan 

For customers who do not qualify under the definition of NRP, but 
are currently/ temporarily outside Pakistan for any reason, the 
MFB may obtain reasonable evidence/ proof from the customer 
regarding his/ her absence from the country (i.e. copy of valid 
passport, visa, exit stamp, resident permit, etc.) and the expected 
date of return. 

For such customers, as an alternate to biometric verification, the 
MFB may conduct fresh NADRA Verisys using the information 
provided by the customer. 

The MFB may retain the NADRA Verisys in place of biometric 
verification until the customer returns, subject to reasonable time 
limit (not more than six months) to be defined by MFB. Biometric 
verification of such customers shall be done immediately upon 
the customer’s return to the country. 

c) Joint Accounts 
where one 
account holder is 
outside Pakistan 
(NRP/ temporarily) 

For joint account holders, treatment of biometric verification 
should be done according to the status of respective individual. 
Biometric verification should be conducted for the joint account 
holder who is resident Pakistani, while for other joint account 
holders, the relevant procedure described at (a) and (b) above 
should be adopted. 

 
MFBs may operate accounts on the basis of NADRA Verisys in genuine cases (as provided in 
FAQ No. 8), provided MFBs are satisfied and proper reason/ proof is recorded/ retained by 
the MFB. For such cases, in the absence of biometric verification, MFB may ensure that 
requisite identification document has been obtained, marked as ‘original seen’ by their staff 
and verified through NADRA Verisys.  Moreover an undertaking should be obtained from 
the customer declaring that the particulars provided to the MFB are correct and that their 
staff has verified the same. The declaration should be endorsed by the Branch Manager and 
should be available in the MFB’s centralized record. 
 

****** 


